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Uvod do
problematiky



“It takes 20 years to
build a reputation and

few minutes of cyber-
incident to ruin it.”
Stephane Nappo
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Nalezy penetracnich testu
% Vyjadreni nalezl

CRITICAL 16%

o | I 16
veown I <7
o | S S 22

®LOW mMEDIUM mHIGH CRITICAL




CiJJ2C0O

Typy nalezu penetracnich testu

Y v

Zastaralé a zranitelné
komponenty

v

Ziskani autentizacnich
udaju

Cross-Site Nedostatecna
Scripting kryptografie

Vyzrazeni
informaci
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Sluzby
Infrastrukturni Penetracni testy Socialni
penetracni testy webovych aplikaci inzenyrstvi
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(5—2—6 Infrastrukturni penetracni testovani

Interni penetracni test infrastruktury

Externi penetracni test infrastruktury

NIST

MITRE | ATT8CK
Standards and Technology

National Institute of
U.S. Department of Commerce
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</> | Penetracni testovani webovych aplikaci

OWASP TOP10
OWASP WSTG — Web Security Testing Guide

SECURITH

TESTING
GUIDE
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@ Socialni inzenyrstvi

Spear-phishing
- Odcizeni prihlasovacich udaja / spusténi ,Skodlivého” kddu
Vishing

- Odcizeni prihlasovacich udaju
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Na zamysleni | Zpusob mysleni hackeru

Vyreste rovnici:

20 x + = 65535

20x3275+35=65535

20 x 65535 +20=65535

20—+ 65535=65535

OUTSIDE THE BOX THINKING

Zdroj: HACKTHEBOX.EU
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Pokud potrebujete provést penetracni testy nebo
socialni inzenyrstvi, muzete se na nas obratit.

petr.docekal@asseco-ce.com



Technology for business,
solutions
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This presentation is the property of Asseco Central Europe (Asseco CE) business group. Information presented serves for marketing
purposes only and constitutes neither an offer to sell nor a solicitation to buy. Asseco CE accepts no liability whatsoever for any loss
arising directly or indirectly from the use of, reliance of any information contained in this presentation or for any omission of the

information. The processing, copying, recording on information carriers, as well as making this presentation or any part thereof available

in any way to third parties requires the prior consent of Asseco CE member.
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