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A queue in front of Company A’s shop... a new model has been released.
That night, across the street, above Company B's shop ... DiPLO



def dotwrite (ast):
nodename = getNodename ()
label=symbol.sym name.get (int (ast[0]),ast[0])
print ' %s [label="%s' % (nodename, label),
if isinstance(ast([l], strx):
if ast([l].strip():
print '= %s"];' % ast([1l]
else:
pr.Lnt ' ll] ]

else:
print: “%j];
children = []
for in n, childenumerate(ast[l:]):
children.append (dotwrite (child))
print ,' $s => {' % nodename
for in :namechildren
print '%s' % name,

(OPERATION: MEM PROGRAM)
MEM 000010 NOGOOOO0O0]
200 a17 240 cbo 696 eoa s O —
}28 MO6 ;

GOO G99 G54 X0. vO. ;
G43 H20 Z6.5 ;

PROBE - RECTANGLE BLOCK) ; N
G6S P9995 WS4, Al3. D3. E2. H-0.75 ; 1

N (" <2xmi version="1.0" 2>

Elogélg;‘sl.m’(::cgu;?u )i + <feed xmins="http://www.w3.0org/2005/Atom">

G90 GOO G54 X-1.7405 v-1.0682 ; <updated>2012-04-06T14:52:20Z </updated>

S10000 MO3 ; ad>http:/ /code.google.com/feeds/p/v8/svnchanges/basic</id>
G43 29 15 HO1 MO8 ; <title >Subversion commits to project v8 on Google Code </title>

531 .ZO. F150. - <ink rel="alternate" type="text/html"

X1.5 ; r href="http:/ /code.google.com/p/v8/source/list" />

v-0. 8864 ; dink rel="self" type="application/atom-+xmi;type=feed"

xX-1.5 ; href="http:/ /code.google.com/feeds/p/v8/svnchanges/basic" />
;;6;57.045 - g <entry> )
¥-0.5227 ;

x-1.5 ; -
Y-0.3409 ; -
X1.5 ;

¥-0.1591 ;

L)(—1.5 :




The next morning

1abel=symbol.symmname.got(int(ast[O]),ast[O])
print %s [label="%s' % (nodename, label),
if e(ast(l], str):
.strip():
= %s"];"' % ar
€
print B
else:
print '"];'
children = []

for in n, childenumerate(ast[l:]):
children.append(dotwrite(child))
print ,' %s -> {' % nodename
for in :namechildren
print '$s' % name,

(OPERATION: MEM PROGRAM

MEM 00¢ DOOO000 ]

000010 (SAMPLE PROGRAM. |
GO0 G17 GAO GBO G990 G54 |

e ——————————

D/PLO



This is what
we have found
out so far.

Though there
may be more.

34095 vulnerabilities
discovered?

OK we can patch that later,
release asap!

DIPLO
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Company B
releases
a new model!

DiPLO



soon after... <

Let's see...
look at this!

. N R YTERIETENSY A % St o

). Searratnctd Nadh I A A ettt Ao W /

Kt i $s [label="%s' % (nodename, label),

isinstance(ast[l], str):
if ast[l] strip():

'= %s"];' % ast[1]

el

] 1

else

pPr- o

children []

for in n, childenumerat
children. append (dotw

print ,' s -> (' %

for in :namechildren
print '%s' % name,

(OPERATION: MEM

PROGRAM )

MEM 000010

000010 (SANPLE PROGRAM.NCF ) ;
GO0 G17 G40 GBO G9O G54 ;

120 W06 ;
GO0 G90 G54 XO. YO. ;
G43 H20 0.5 :

PROBE ~ RECTANGLE BLOCK) ;

Nl
IIM(OSINCHWILL).
( OPERATION 1, FACE ) ;

G9%0 GO0 GS4 X-1. 7405 y-1. 0682 ;
S10000 MO3 ;

6:3 79.15 Hel MO8 ;

2 -

GOl 70. F150

X1.5 ;

v-e.m

X-1.5 ;

Y-0. 764

X1.5 ;

Y-0.5227

X-1.5 ;

Y-0. 34609 ;

xX1.5 ;

Y-0.1591 ;

L)(—1.5 H

\_1

665 P9995 WS4. Al3. D3. E2. H-0.75 ;

NOOOOOOO1

((?xml version="1.0" 7>
<feed xmins="http://www.w3.0rq/
<updated>2012-04-06T14:52:20
<d>http:/ /code.google.com/fe
<title>Subversion commits to pr
dink rel="alternate’ type="text/h
href="http:/ /code.google.com
dink rel="self" type="application/
href="http:/ /code.google.com
\- <entry>

ety

b
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MEM 000010 NOOODDOO1

000010 (SANPLE PROGRAM.NCF ) ;
GOO G17 G40 GBO G990 G54 ;

(120 o6 ;
GO0 G9O G54 X0. YO. ;
(G43 H20 Z0.5 ;

PROBE - RECTANGLE BLOCK) ;
G65 P9995 W54, al3. D3. E2, H-0.75 ;

N\

Nl ;

T1 H06 ( ©.5 INCH ENDMILL ) ;
( OPERATION 1, FACE ) ;

G90 GOO G54 X-1.7405 Y-1.0682 ;
S10000 NO3 ;

G43 79.15 HO1 w8 ;

r o Mg

GOl 70. F15°

X1.5 ;

Y-0. 8867

N\
N\

1

(<?xml version="1.0" ?>
+ <feed xmins="http://www.w3.0rg/2005/Atom">
<updated>2012-04-06T14:52:20Z </updated>

<title >Subversion commits to project v8 on Google Code</title>
dink rel="alternate’ type="text/html"

href="http:/ /code.google.com/p/v8/source/list” />
dink rel="self* type="application/atom+xml;type=feed”

x-1.5 ;
Y-0.764
x.5: ¢
¥-0.5227
X-1.5;
¥-0. 3409 ;
X1.5 ;
Y-0.1591 ;
& x-1.5 ;

( <entry>

gﬁ ©opyright

<d>http:/ /code.google.com/feeds/p/v8/svnchanges/basic</id>

href="http://code.google.com/feeds/p/v8/svnchanges/basic" />

_

Begin
Cep « 0, Cdt «— 0, Nep| < 0, Ndt) « |
clock« 0
Repeat

clock « clock + ts

iflep =1 & Cdt+0 then

Ndt, « Cdt

clock<« 0

if clock=dt & Cep # 0 then

Access granted o

Cdte« Cdt+ |,Cep « 0




HOME PRODUCTS ABOUTUS CONTACT US
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Subject: Warning!

[ have found a vulnerability
In your system!

DiPLO



Re: Subject: Warning!

...we will prosecute you for breaching
our system !

Best regards




> nobody’s mess‘;ng with me!
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o 1 .




buy ctrl+sjctrl+off ......
Hm, interesting. “ - -

Let me play with this !

~

DATA &h17, &hbe, 1, B, W88, 4. &h46, &hd
DATA &h81, &hfo, &ha2, &hf, Bh7c, &hi6, H\So &hif
DATA &hch
DIN MachineCode{8 TO 12> AS INTEGER
DIN PokeOffset AS INTEGER
DIN SingleByte AS INTEGER
DEF SEG = U RSEO(NachintCodo)
FOR PokeOffset 8 T0 24
READ Sin loByt
. ’POXE UARPTR(HachineCode> + PokeOffset, SingleByte
NEX

CALL AbsoluteCVARPTR<{MachineCode)>

exploit > )

)




s

I have something
for you.
Take a look at this!

-

> interested?

< yes, same price?

> same price.

> done

< always pleasure doing business with you. D RUO)







It’s on the flash drive.

Great co-operating with you.
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CYBER WEAPONS

® ON SERVER FARM
= SECREY LOCATION
coul server
NTR | farm
Y |secret
location

--------
------
lllllll

-

-----

-------------------
nnnnnnnnnnn
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couyp server

D/PLO



PVSRASEBOS



MEM 000010 NOOOOOOO1

000010 (SAMPLE PROGRAM. NCF ) ;
GO0 G17 G40 GBO G900 G54 ;

T20 W06 ;
GO0 G990 G54 X0. YO. ;
G43 H20 20.5 ;

?PROBE - RECTANGLE BLOCK) ;
G65 P9995 W54. Al3. D

ll ;

'T‘l N02$ B.SIIngH EN( >run
(orerarron 1, eace § Syaraitfor /
S10000 MO3 ;

G43 29.15 HOL MO8 ; >shutdown

gél ;20. ’ type="texi

X1.5 : ref="hitp://code.qoogle.co
¥-0. 88 <ink rel="self” type="applicatio
X-1.5 href="http:/ /code.google.ct
Y-O. 7 - <entry>

>malfunction !!!

D/PLO
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DRTR 8081, Shie, &ha2, &hf, &h7c, &hf6,
TRTA &heh

DIM MachineCode(d TO 12) AS INTECGER
DY PokeOffset AS INTEGER

DIM SingleByte AS INTEGER

DER SEG = UARSEG(MachineCode)

TOR PokeOffset = @ 10 24

FEAD SingleByte

POXE UARPTR(HachineCode) ¢ PokeOffset, SingleByte

e Weriscavered
B dnmenam this and named
it Bugzilla!

&hSe, &hif

DATA Siheh
DI NachineCode{8 T0 12) AS INTEGER
DIN PokeOffset AS INTEGER

TOR PokeOffser =
READ SingleByte
POXE UATPTR(MachineCode) » PokeOffsot, SiegleBfyce

WEXY
CALL Sheolute (UARPTR(NAchineCode)>
TALR WhA7, Shhe, 1. B, Lh3E, Ahi6

. . ; 4 Shié
DOTA MA1L MhEel ARa2] AN, anDe. AMFE. BASe, AL
TATR B
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Installing critical updates

No updates available for
your outdated system !

Installmg 8 of 10
updates...

This may take
a while.

DiPLO



somewhere> potential disaster

Critical
update
available

DiPLO



First, test the system to see how it behaves.

v © 00

D/PLO



Backto: [ofe]V] FENC:
NTR | farm somewhere COU
insome "y

other country X,

Breaking server defense

DiPLO



>Debug

def dotwrite(ast):
nodename = getNodename ()
label=symbol.sym name.get (int (ast[0]),ast[0])
print ' %$s [label="%s' % (nodename, label'
if isinstance(ast[l], str):
if ast[l].strip():
print '= %s"];' % ast[1l]

>Exit
>Upload

)

D/PLO



No updates
for outdated
| Uiﬁdate
cancelled

ransom!

Pay the
ransom!

the

o C) 6T
Pay the tastoml
ransom! 9

Pay the DI:PLO

ransom!




This is a complete

disaster.
Perhaps we can
- try to fix this...

later...




> Disaster occurs.
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Pay the =
ransom!

DiPLO



> epillogue

D/PLO

wan O
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www. diplomacy edu

> www.diplomacy.edu/cybersecurity
> dig.watch/cybersecurity
> vladar@diplomacy.edu

> run
> The secret life of a vulnerability
> concept: Vladimir Radunovic

> i1llustration + layout: Vladimir Veljasevic
> production: @DiploFoundation | 2018
> exit




