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People Drive Business Success
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computersiworldwide: 663imillion

WEL) Ljsers WO rJWJrJe,, 20045749, 554,190;
douEthes2Zo00total-

EqnaJJs‘ 'J’J pillionsest: 666,000 1B
Naturerormission-critical™ computing is
Chianging
Nobodyexpected the massive, sudden
organic growth of the Internet
Globallinteraction, speed of business has
[ACreased

Malicious use of Web growing in quantity,
Sophistication

Jser'perception cannot be shifted by one group
Computing has noetiachieved trust level of other
established technologies

1 Computer Industry Almanac, 2003
2 Nielsen/NetRatings, Feb. 2004 (cited on InternetWorldStats.com)
3 School of Information Management and Systems, U. California-Berkeley, 2003



A Complex Situation

v Britain warns of
=Yeql major e-mail attack

HOME

Hackers seen aiming at
government, corporate networks

The Associated Press
Updated: 1:42 p.m. ET June 16, 2005

In 2004, 78% of enterprises hit by
viruses, 49% had laptops stolen,
COMPUTER CRIE 37% reported unauthorized access
AND SECURITY SURVEY tO |n formatlon

2004

--2004 CSI and FBI Computer Crime and Security Survey
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Predictable, ¢ Open, transparent
consistent and interaction with
available customers
confidentiality, P ¢ Easy to configure ¢ Industry leadership
integrity of data informational and manage & Embracing of
and systems privacy ¢ Resilient Open Standards

Manageable Products, online s Recoverable

¢ Proven



Microsoft’s Security Focus

WVision -

Tech no|ogy

- Prescriptive Industry
Investments Guidance Partnership
& Excellence in & Scenario-based & Awareness and
fundamentals content and tools education
& Security & Authoritative incident @ Collaboration and

Innovations response partnership
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Inception

Assign resource

Security plan

Design

Best Practice

Coding standa
Testing based
threat models

(.Enes an

Security Development Litecycle

Fina‘ Security Review

Review threat models
Penetration testing

)] Toollusage

Design _?ec::rity D) and

guidelines vols

applied Customer deliverables

Security for secure deployment
architecture Threat Modeling ;

Security design  Models created Szuirlyy HUil
review Mitigations in Security push training
Ship criteria design and Review threat models

agreed upon functional specs

Review code

Attack testing
Review against new
threats

Meet signoff criteria

Archiving of compliance i

Response

4

Security Response

Feedback loop
Tools/processes
Postmortems

RTM and
Deployment

Signoff



oving the Experience

l / Microsoft:
& Windows™?

\ Service Pack 2

malware

ver 1 billion total executions
< Focus on most prevalent malware
\ < Dramatically reduced the # Bot of infections

:, N s Over 21 million downloads

Microsoft WIndows = Tens of millions spyware packages removed
‘ ¢ Great feedback from SpyNet participants

“Microsoft Windows

~ ™. & WSUS, Microsoft Update and MBSA 2.0

Advanced ¢ Single detection and installation infrastructure

‘-SOftware Updatlng ¢ Greatly simplified and consistent experience

As of June 2005



Government Learning:

IT Security Strategies and Tactics

Identify 'hreats andrAssess Risk

Mitigate risk to the infrastructure through
implementation of four key strategies

Secure the Secure the Secure Key Enhanced
INELWOTIK Network Assets Monitoring
Permeter terior and Auditing
® Secure Wireless ® Eliminate Weak ® Automate ® Network Intrusion
Passwords Vulnerability Scans Detection

® Smart Cards for RAS ® Acct Segregation

® Managed Source P i
® Secure Remote User ® Patch Management Co deg é\l/‘::tn::neai/es(i::"ty
® Messaging Firewall ® Network _
® Secure Extranet and Segmentation ® Secure Environmental
® Smart Cards for Remediation

Partner Connections Admin Access



Our Recommendations

Steps to a trusted government infrastructure

= Develop security & privacy policies
< Review configuration and manageability strategy
< Build a sustainable patch management strategy

< Build an aggressive migration strategy
: Evaluate and deploy Windows XP & SP2

= Upgrade Internet facing servers to Windows Server
2003

¢ Conduct regular reviews and audits

< Build a flexible security and privacy response
plan



Security Timeline

ViIcresofit ”mahrw >
VIIUSICIEAnNEMooIS
SYSLEMSHVIaNageMENBSENVEISIVIS)F2Z00S
SOIWArerBpuaterSEVICESHSUS) IS
INtErNERSECUHLY aNdFACCEIETAONNISAYSEIVEIR 2004 St
WINGOWSAEISEIVICETPACH
E s lechnology Improvements (MSI 3.0)
@ Systems Management Server 2003 SP1
H2 04 @ |Microsoft Operations Manager 2005
Windows malicious software removal tool
Windows Server 2003 Service Pack 1
Windows Update Services
ISA Server 2004 Enterprise Edition
Windows Rights Management Services SP1
Windows AntiSpyware
System Center 2005
Windows Server 2003 “R2”
Visual Studio 2005

@ Vulnerability Assessment and Remediation
@ Active Protection Technologies

FUtU re ® Antivirus




Version 1.0

Start More Securely

¢ Hardware-based Secure Startup
¢ Full Volume Encryption

¢ Code Integrity

w Windows Vista Security

nmunicate More
Securely

¢ Network Access Protection
¢ |nbound/outbound firewall
¢ PnP Simple Smart Cards

¢ Pluggable Crypto

Run More Securely

¢ User Account Protection

¢ Browser Anti-Phishing and Low-rights |IE
¢ Windows service hardening




Commitment

= Security Development Lifecycle
< Continue to strengthen resilience to attack

< Continue standardization of internal
development and quality assurance processes

< Best practices evangelism of development
tools to customers and partners

< Develop privacy enabling technologies,
expand privacy outreach

¢ Collaboration with industry, academia and
governments



http://www.microsoft.com/technet/Security/tools

How Microsoft IT Secures Microsoft
http://www.microsoft.com/technet/itsolutions/msit

E-Learning Clinics
https://www.microsoftelearning.com/security

Events and Webcasts
http://www.microsoft.com/seminar/events/security.mspx


http://www.microsoft.com/security
http://www.microsoft.com/security/guidance
http://www.microsoft.com/technet/Security/tools
http://www.microsoft.com/technet/Security/tools
http://www.microsoft.com/technet/Security/tools
http://www.microsoft.com/technet/itsolutions/msit
http://www.microsoft.com/technet/itsolutions/msit
https://www.microsoftelearning.com/security
http://www.microsoft.com/seminar/events/security.mspx

Security Papers: locati

- Secdring your etwork_:.
http://msdn.microsoit.com/library/en-us/secmod/html/secmoc

< Auditing & Intrusion Detection:
http://www.microsoft.com/technet/security/guidance/secmod

< Security Risk Management:
http://www.microsoft.com/technet/security/guidance/secmod


http://msdn.microsoft.com/library/default.asp?url=/library/en-us/secmod/html/secmod108.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/secmod/html/secmod108.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/secmod/html/secmod108.asp
http://msdn.microsoft.com/library/en-us/secmod/html/secmod88.asp
http://www.microsoft.com/technet/security/guidance/secmod144.mspx
http://www.microsoft.com/technet/security/guidance/secmod134.mspx

Microsoft

Your potential. Our passio

© 2004 Microsoft Corporation. All rights reserved.
This presentation is for informational purposes only. Microsoft makes no warranties, express or implied, in this summary.



