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You Cannot Manage  and Protect What 
You Cannot See

SIEM/UEBA
Endpoint Detection
and Response (EDR)

Network Detection
and Response (NDR)

SECURITY
Visibility Triad

Log Collection & Forensics
Event Correlation

Compliance
File Integrity Monitoring

Endpoint Alerting
Device & Browser Protection
Malicious Activity Detection

Lateral movement discovery
Anomaly behavior detection

Event correlation
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Data Processing Automation 

(§24a)

IoC
(Indicators of Compromise)

<- API (Webhook, Rest) Syslog 

(CEF) 

-------------------------------

Parsers (hash, IPs, domain, 

url, CVE…)

--------------------------------

API (Webhook, Rest) Syslog 

(CEF) <-

--------------------------------

Plain Text, Xml, Json

--------------------------------

Alerts based on predefined 

incident type filters

OES

Cyber Incidents and 
Security Events

Alerts

Facts and 
Data Reports

High Data 
Visibility

CSIRT analysis automation and 
Source & Incident type triage

TLS (SSL) / VPN Tunnel

Security Measures 

§20 (4a)

Rule-based, correlation

-------------------------
Blacklisting/Shadowlisting

-------------------------
Anomaly detection

-------------------------
Signatures based “mining”

-------------------------
Patterns comparison

-------------------------
Heuristic / Cognitive 

analyses
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Thank you for attention


