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Advanced Threat Simulation and
Security awareness Training

Jak efektivné chranit i
vzdelavat uzivatele v
kybernetické bezpecnosti?

Tomas Barta, Veracomp — Exclusive Networks




Utoky cili na lidi, nikoli na infrastrukturu

Threats use Shift to cloud creates

social engineering, new threat vectors, _Email fraud . SMB threat Iandsc?pe:
not vulnerabilities' data exposure? is on the rise 30-day average
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‘i email attacks

“Email is the most Direct losses worldwide
Rely on user to run important Office 365 (June 2016 - July 2019)
malicious code service.”

phishing attacks
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important... but also
F|)arge source of Incidents worldwide

Malicious links are technical problems. malicious attachments

credential phishing
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Cavid18 Virus Updste - Temparary Rems

Coronavirus Update: China Operations

[ A {35 <sssmithad@cox.net> |

Wiednesday, February 5, 2020 &1 11:46 #M

Show Detaily

§- Factory Contacts an...
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> Dawnload All

We would like to take a moment and ensure that our cients, partners, etc. are updated

Unfortunately, the New Year has been dominated by the 2019-nCoV (Coronavirus) outbee|
over 300 deaths reported. We are monitoring the Johns Hopkins CSSE website that provid

Wuhan (Hubei Province} is identified as the center of the outbreak and will remain under|
number of countries are now restricting vistors from this area, or China in general. Curres

Many companies, including manufacturers, in China are being asked to remain closed aftq
organizaticns that will remain closed during this time and as advsed. Please find attached
outside China.
Taking remains proactive throughout the escalation of this virus. Two thousand masks fro|
employees to check in and receive ongolng updates, We are grateful there are no cases of
approved ways by the WHO 10 avold the wirus.

We are asking our teams in the region to avoid crowded places as much as pessible. And,|
China to continue managing operations from home starting February 3rd.

Please do not hesitate 1o contact yous account manager of info@proge.com for answers

TA KING INDUSTRIAL CO,, LTD.

2F., NO.108, SEC 3, CHENG DE ROAD
10364 TAIPE]L, TAIWAN

Tel: 886-2-25950288

Fax: 886-2-25919233
E-mail:export@taking.com.tw

taking.com.tw

Sharon Drummond
Aviation Program Coordinator

—CoronaVirusSafetyMeasures.htm

Coronavirus Update: China Operations - Tempoeary ltems

Corona Virss Update! - Temporar flems

Message
Coronavirus (2019 -nCoV) Safety Measures

Dr Liana-Hai Sie <liana-hai@who-pc.com>

-
Tuesday, February 4, 2020 at 7:08 PM
Show Details

d CoronaVirus_Safety...
1.6 MB
Download All Preview All

Dear Sir/Madam,

Go through the attached document on safety measures regarding the spreading|

This little measure can save you.

WHO is working closely with global experts, governments and

virus and to provide advice on measures to protect health and

Symptoms to look out for; Common symptoms include fever, g

Regards

Dr Liang-Hai Sie

General Internist

Intensive Care Physician

WHO Plague Prevention & Control

World Health
Organization

> [I]J 1 attachment: CoronaVirusSafetyMeasures.htm 102 KB
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How does 2019-nCoV spread?

LTOP MOST URGENT

Coronavirus (2019 -nCoV) Safety Measures - Temp(

Show Details

Update On Novel Coronavirus{2019-nCoV) - Temporary Items

Confidentlal Cure Solution on Corona virus - Temporary items

Confidential Cure Solution on Corona virus
- & = = =

Tuesday, February 4, 2020 at 10:10 AM

Corona virus prevention vaccine and cure medication has been secretly developed by
our medical scientist who's names are meant to remain silent for security reasons. We
know that the world has been struggling to contain this deadly virus developed and
sprayed by wicked scientists to reduce the population of the world so the government will
have control over you. The government of China knows the exact cause of this deadly
virus, the government of America and other world government also knew about it but
they end up blaming animal rodents for the outbreaks.

This corona virus is @ weapon created to discredit rivals government heaith systems or
the other way to control the citizens of the world but due to some people like us and our
medical teams hate the injustice going in this world. Our secret medical scientist team
has developed the cure and prevention to counter this evil act of the world to save lives
of innocent people arcund the world. For those interested to secure their lives kindly
reply and get more information about shipping or delivery to you and private distribution.

Coronavirus - Brief note for the shipping industry - Temporary Items

Coronavirus - Brief note for the shipping industry
[ == = = =
Monday, February 3, 2020 at 1:59 AM
Show Detalls

~, Caution On Coronav...
S ams

Downlead Al Preview All

Hi, | thought that this brief note in doc format on the Coronavirus and its impact on the Shipping industry could be of interest for you, s

Please consider the environment before printing the contents of this emad
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Obranci necili na uzivatele, Utoénici ANO!
SECURITY SPENDING BREACHES
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Endpoint
19%

96%

Network

59%

of breaches start
with people

Source: Gartner Information Security, Worldwide 2017-2023,
2Q 2019 update (2019 forecast)

Source: 2019 Verizon DBIR
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Spravna obrana musi Celit taktice utocnika

DEFENDER’S POV ATTACKER'’S POV

Databases

Jane Backer
jbaker@bank.co
Financial Advisor

File Shares /'

Internal vLANs r

App and Email Servers k

o

PCs/Printers
Jack Bream

jbream@bank.co
Executive/CEO

HIGH: ATTACK
HIGH: PRIVILEGE

~ "

" Servers

O <

Rondha Drake
rdrake@bank.co
Senior System Admin

@ _____ LOW: VULNERABILITY
HIGH: ATTACK

HIGH: PRIV}
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IN THIS CORNER W& HAVE P
 FIREWALLS, ENCRYPTION,

ANTIVIRUS SOFTWARE , ETC .
AND IN TS CORNER, :
Wi HAvE DAV //

www. jklossner. com

copyright 2006 john klossner www.jklossner.com
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“CyberStrength” “Security Awareness Training” “ThreatSim”

*  Vyhodnoceni porozuméni kybernetickym . Automatické pfidéleni relevantnich vzdélavacich . OvéFeni reakce uzivatelii na phishingové

hrozbam ze Strany uzivatell modull dle kampani l]tOky simulaci hrozeb
+  Stanoveni zakladni urovné pro méreni a « 80+ interaktivnich vzdélavacich moduli . Zabraiite uzivatelam, aby se stali ob&tmi
hodnoceni a sledovani pokroku phishingovych L’ltokél
zaméstnancu . 35+ podporovanych jazyka (véetné CZ/SK)
. . , . Pokud uzivatel “reaguje”, obdrzi relevantni
» 500+ otazek v 35+ jazycich (CZ/SK) - Podpora mobilnich zafizeni 9t

vyuku

o VytVéfeni vlastnich otazek/test( . Moznosti customizace — l]pravy obsahu . 1000+ pfeddefinovanfmh vzori + editor

. Reporting pro identifikaci slabych oblasti . Automatické prid&leni relevantnich
vzdélavacich moduld dle chovani v kampani

Uvod do phishingu

Zazvoni vam telefon a zobrazl zprévy: <] Jak nanebezpeéné e-maily nx

+ detailni reporting
N + CISO report
o + Phish Alarm + Analyzer
— s — — +USB kampane

\
e Odmitnout Zédost a nepfipojovat se k nezndmym zafizenim. I,_] [7 / J
| - e
Dobra prace! Vice informaci @ = =y ) y |
Nevy2iane pozacavky no sparovani #m coznran Bluetcoth 5 jr zai el ’] jr'f— e R@igdicl FJ )
Jsou valmi nabezpeéné. Podvodnlci mohou tato spojent znauzit, Tento duh Zadosti byste mall s (e T -

cdmitnout (a vypnout 2aff2en Bluetooth, pokud fe nepoutivéte) Zl |
ZNEAAC
I B I i 2

PoZadavek na sparovand Slustooth - K vadamu zafizeni by se
chtél phpoja telefon pod ndzve Viadka's Phone X ;
Jaky je rozdil mezi phishingem a spamem

Nikoho jménem Viada neznéte

Pro pokragovini si projdite viechny sekce.
Datdi lpi g Dalsi

proofpoint.
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Proofpoint Solutions

Advanced Threat
Protection

Orchestration

Cloud Account Email Security

Defense

Browser

Email Fraud :
Isolation

Protection

Digital Risk
Protection

Zero Trust
Network Access

Archiving and Cloud Access
E-Discovery Security Broker

@eertec\'\“\\

Supervision IMn:ir?:g;Jmh:;\a':t
Content Capture ——

Social Selling Email DLP and
Compliance Email Encryption
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