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Platformizacia riesi kritické vyzvy v oblasti kybernetickej

bezpecnosti prostrednictvom Integracie & Inovacie

& S
Zero Trust Al-Driven Real-Time
Network Security Security Operations Cloud Security
Najlepsia sietova bezpecnost vo Transformacia SecOps pomocou Al Zabezpecenie Cloudu v realnom
svojej triede, ktora umozriuje a automatizacie novej generacie Case od Kodu cez Cloud az po SOC
celopodnikové zabezpecenie typu
Zero Trust

UNIT 42, Incident Response, Advisory Services and Threat Intelligence

Strategicky partner v oblasti bezpe€nosti prostrednictvom proaktivnych a reaktivnych bezpecnostnych sluzieb
a svetovo uznavanych spravodajskych sluzieb
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— Next Generation Firewalls ——

Cloud Delivered Security Services

— Secure Access Service Edge —

{ Al Access Security

o PA-Series Hardware
NGFWs

o VM-Series Software
NGFWs

Advanced Threat
Prevention

Advanced URL
Filtering
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< Prisma Access
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. . Strata Cloud - Prisma Access .
<¢ Prisma AIRS { Cloud Native NGFW o Manager O Advanced WildFire o Security <4 Browser < Prisma SD-WAN
Unit 42 Security g Enterprise Data Loss . . Autonomous Digital Application
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O Al Access Security

¢ Prisma AIRS

4% Services Portfolio

P Edlljc_ation &
Training

4 Nextwave Program

#» Partner Portal

P Industry' .
Recognition

Strata Copilot

Cortex Copilot

P Professional

#» Success Tools

4 Technology Partners

#» Service Providers

#» Acquisitions

Services
. . Unit 42 Security P . P P Cloud Service 2 Global System 4s, Product
Prisma Copilot s Assessment % Support Services % Customer Success % Providers % Integrators & Certifications
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Al Adaptacia Transformuje Produkt

KONVERZACNE CHATY
GeB¢ ©
¥ Nativne Al aplikacie expanduiju
ASISTENTOVIA KODU A
GENERATORY
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) GENERATORY}/I EAA .
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a0 “ > Odhad na 2030.

—
ASISTENTI PRE PISANIE

esra X

A. mnoho dalSich...




Aplikacie a Agenti umele; mtellgenCle vo firmach

raketovo ra

30/0"

podnikov pouziva alebo agentov bude v
experimentuje s Al v cloude’ prevadzke do roku
20282
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zamestnancov
vyuzilo
neschvalené
GenAl nastroje v
praci.

S rastucim vyuzivanim GenA

rastu aj Bezpecnostne

Aplikacie Shadow Al
vytvaraju bezpecnostné slepé
miesta.

Strata citlivych udajov
prameni z neoverenych otazok
a odpovedi GenAl.

Skodlivy obsah
z GenAl odpovedi predstavuj
riziko pre pouzivatelov.

MG RER
I0TW: Samsung employees allegedly leak proprietary
information via ChatGPT

Three separate employees have allegedly leaked information to the Al chatbot

@ Media
US House forbids staff members from using Al chatbot
Microsoft Copilot

House Office of Cybersecurity has deemed Microsoft Copilot a risk to users because of the
threat of leaking House data to non-House approved cloud services.

i
asiliconl\NGLE

Microsoft accidentally exposes 38TB of internal data via
GitHub repository

38 terabytes of internal data, including passwords, publicly accessible through a
GitHub repository that Microsoft’s artificial intelligence research group uses


https://www.scmagazine.com/news/us-house-forbids-staff-members-from-using-ai-chatbot-microsoft-copilot?is%3Daa9a912751691a26a9559b58141e6064728fa97f07e3b31b6f66721557cabe91&sa=D&source=editors&ust=1712339822188541&usg=AOvVaw1PAP1fOLNqUnU47jKtiSLC

Al Security

Al Access Security Prisma AIRS
Umoznite svojim Chréante svoje Al
zamestnancom bezpecne aplikacie, modely a data
vyuzivat vykon Gen Al pred hrozbami umelej
aplikacii. inteligencie a zakladnymi

hrozbami v realnom cCase.

Unit 42 Al Security Assessment

7 | © 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. <:| D/Q\ |:>

......



avujeme Al Access Security ktoré umoznuje
ancom bezpecne vyuzivanie umelej inteligencie,
LLM modelov

Prehlad o vyuzivani Al v realnom
Ccase

Zistite, ktoré Al aplikacie sa pouzivaju a kto ich
pouziva.

Riadenie pristupu

Blokujte neschvalené aplikacie, uplatfiujte
— : zasady informacnej bezpelnosti a chrarite sa
pred hrozbami.

fon Chats ~ Review
B\

15.2K 132K Allowed 12 6 Alerted

Unique Users ZClden Threats Detected 6 Bl

Komplexna ochrana udajov
Skontrolujte, aké Udaje, utajované informacie a
IP adresy su zdielané.
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Prisma AIRS
Al Runtime Security

E5%
Al Model Al Posture Al Red Al Runtime Al Agent
Scanning Management Teaming Security Security
~Skontrotujte
open-source Ziskaite prehlad o Vykonavajte Chrante svoje LLM Zabezpecenie Al
modely na Toleh automatizované aplikacie, modely a agentov proti novym
pritomnost bezpe&nostného penetracné testy na data pred runtime autonémnym
injektovanych stavu tykajlice sa Vase Al aplikacie a hrozbami agentickym
hrozieb. Vasho Al ekosystému. modely hrozbam.

Najkomplexnejsia platforma pre Al bezpecnost na svete
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o o security in a single firewall

Rychle nastavenie
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: Nastavte éi:politiky raz a uplatiujte ich konzistentne.
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