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ProcC nas toto znervoznuje?

Extrémné drahé
Slozité na obsluhu

V praxi na nic

Umi to veci?
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ProcC nas toto znervoznuje?

Veéritomu trh?

223,36 USD 20. 12. 2024

Quantum Computing Inc. IBM
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Asymetricka kryptografie

Je to zazrak

» BobiAlice se mohou dGvérné bavit

» Pokud ndvod na zasifrovani
nestaci k odvozeni

navodu na rozsifrovani
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Asymetricka kryptografie
Priklad

»  7.87%=61.9369 — dité s tuzkou a papirem

> \61.9369 = 7.87 — pouze s tuzkou a papirem

velice obtizné
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Asymetricka kryptografie
Priklad

»  7.872=619369 — jednoduché /

>  V61.9369 = 7.87 — takeé jednoduché }
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Scénare Utoku

Uchovani a nasledné rozsifrovani

» Odposlech sifrované komunikace pozdeji rozsifrovany kvantovym pocitacem
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Scénare Utoku

Podvrzeni firmwaru

» Podepsani updatu podpisem podvrzenym pomoci kvantového pocitace
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Protiopatreni

Co ani kvantovy pocitac nedokaze

> Slozitejsi algoritmy
- CPU: Stejna narocnost
- Pamét: 5x narust, OK

- Sit: 5-10 narust dat, problém
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Software/firmware signing

Web browsers/servers and cloud services
Traditional networking equipment
Operating systems

Niche equipment

Custom application and legacy equipment

o0 °

Svetjizje
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USA velice pospichaji

CNSA 2.0 Timeline
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ssax CNSA 2.0 added as an option and tested
s CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year
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Svetjiz jedna
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EU je opatrngjsi

Part 1, Version: 1.1, EU PQC Workstream

11.06.2025

© Milestone 2: 31.12.2030
+ Next Steps:
- Support cryptographic agility and a quantum-safe upgrade path.

- Allocate resources for the transition.

Adapt certification schemes.

- Evolve the rules.

Look for opportunities within the ecosystem.

- Considering transversal activities throughout the creation and imple-
mentation of the roadmap.

Quantum-oriented Ubd;afe to Browsers
and InFrastructure For the PQ Transition

- Implement pilot use cases and contribute to testing centres.
* Main achievements:
- The PQC transition for high-risk use cases has been completed.

- PQC transition planning and pilots for medium-risk use cases has been
completed.

- Quantum-safe software and firmware upgrades are enabled by default.
n
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Co se stane
Svét pujde kupredu

b
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» Open-Source bude postupné umét PQC
bez ohledu na ty, kterym je to jedno.

» Red Hat vede snahu o zavedeni PQC i diky

inZenyrdm z Brna

»  PQC chcete mit zavedené co nejrychleji
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