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~Tradicni,,
kybernetické hrozby
(nejen) ve zdravotnictvi

Cnerio AtOS



Typické kybernetické hrozby ve zdravotnictvi

Vétsinou jsou vyreseny nebo reseni probiha

Phishing Malware Ransomware
(krddez identity) (Skodlivy koéd / program) (zaSifrovani dat obéti)
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Nové hrozby?

Cil atoku:
zdravotnicka technika

Lynerio



Napadeni zdravotnickeé techniky Fonemen

70-80%

zdravotnickeé techniky obsahuje
minimalne 1kritickou
zranitelnost
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Je nezbytné zabezpe¢it
VSECHNA pfipojena zarizeni!

i
Hﬂ S :
) e

Cnerio AtOS



Prizkum v nemochicich Ponem=n

56%

respondentU

nejméné

1 kyberneticky

utok

na zdravotnickou techniku

za posledni 2 roky
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Resgeni nové hrozby Gtok

na zdravotnické pristroje
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Specializovany nastroj pro nemocnice
platoforma CYNERIO

Gartner \z
Cool Vendor

2020

OCHRANA
ZDRAVOTNICKE 100% ZAMERENI
TECHNIKY PRED NA ZDRAVOTNICTVI

KYBERUTOKY
DETEKCE UTOKU SNIZUJE KRITICKA RIZIKA SEGMENTACE SITE PRO
A REAKCE NA NE DO 30 DNi OD NASAZENi ZDRAVOTNICKE PRISTROJE
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Inventarizace zarizeni a zmapovani hrozeb

|l r“|

4 m - e
\ 7 . é | beso L4
| —-) v — ——
Access Point Anaesthesia Machine BIS Monitor Blood Coagulation Meter Blood Gas Analyzer Buildng:nl:'u;“oen:ation CAD Cardiograph C-Arm Chemistry Analyzer
739 41 6 5 77 20 10 16 3 7
- R e e - G
- - W T e + . = _ -
1 S s r w— .
- ———
Clinical Workstation Communication Device Communications Server Connectivity Engine CR cT CVIS Server DICOM Printer Dicom Scanner DICOM Workstation
1 2 70 92 6 10 1 1 8 59
a a—= =
5 il m
, . [ 21 ] . |
, : . Q/ o 9 v — 1 s pr —=s
Digital Moblie Radio Docking Station Fluoroscopy Gaming Console Gateway Glucometer Hematology Analyzer Immunoassay Intercom Interface Engine
60 3 2 1 53 519 10 4 6 1
= | ey
= -,
L
= — Yy i & =
- I ¥ : @ —_— . - ;j D
—
loT Device IP Camera IV Pump I Label Printer LINAC LIS Server Mailing System Mammography Medical Device Medicine Dispenser
95 379 1,363 71 4 12 1 3 4] 266
- o R ——] - e e O e—
| | | | || | | J
]
=3 = |
- & = BB == - i _|| :
MRI NAS Neonatal Monitor Nurse Call Station NVR ocT OT Device PACS Migration PACS Server

Molecular Testing



[ N A4

Zjisteni problému v zabezpeceni

a souladu se standardy

Cynerio Dashboards

Private Dashboard +
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Risk Status

34,982 6,280 22

Identified Suspected Mitigated
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Non-Medical
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Snadny navod pro reseni hrozeb

- 5 klicovych akci s maximalnim efektem

Cynerio

Dashboard All Actions E-W Seg. Actions N-8 Se(g A\ctions V-A Seq Actions

(616) (28) (14)

Executive

@ Security Posture Score

48.2

Score
| | | | | | I
Quick Wins Score Improvement by Device Type
@ Change Credentials @ Apply Service Hardening @ Change Configuration
Apply North-South Segmentation Apply East-West Segmentation ® Update Firmware

Improve Your Score to 71 by Taking These Actions:

+10.4 E-W Segmentation IV Pump
+4.1 E-WSegmentation  IVPump
+4.0 N-SSegmentation IV Pump
+2.4 E-W Segmentation Patient Monitor

+1.6 Update Firmware IV Pump
I I I I I I I I
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Mate prehled o vyvoji bezpecnostniho skore

Cynerio

Dashboard All Actions E-W Seg. Actions N-S Se‘q. Actions V-A Seg. edions

(616) (28) {46

Cynerio Demo System

Security Posture Score Over Time Security Posture Score Over Time All

Dashboards
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Priklad: Inventar a vyuziti modalit (IV pumpy)

Cynerio

Cynerio Demo System

f~) Dashboards
S~

Gf Mitigations

vnerio

<% IVPump

2nma

General

Status
Category
Role

Type

Model

Vendor

Serial Number
Site

First Seen
Last Seen
Severity Score

Device Class

Network

Connectivity Tech
IP Address

MAC

MAC Vendor

IP Allocation
Multicasting
VLAN

Segment ID

Segment Name

Dashboard Network Map

Overview
® Offline I

Weekly Usage

Fleet Utilization

':\' Asset Actions

FDA Attributes

1,363 I

Total
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NABIDKA
pro slovenskeé
kliniky a nemocnhice
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Za 30 dni CYNERIO zmapuje nejvetsi problemy

Den 1. - Detekce a reakm:a
na utoky :

e e e e e e

vnerio

30 dni - Snizeni
kritického rizika

90-365 dni - Prubézna

rizik

|
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|
identifikace a zmiriovani |
:
I
|
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AUOS

W

30 denni Ukazkova nemocnice, prispevkova organizace
bezplatné . -y . :
P - Kyberbezpecnost zdravotnicke techniky ( rrnerio
vyzkouseni AT
30 denni overovaci provoz
Z évé reé n é Zavérecna zprava
y 4 p rava rObsah Strana I
I Manazerské shrnuti 3
Bezpeclnostni skére nemocnice 4 I
I NejpalCivéjsi problémy infrastruktury 4
Doporu€ovana opatreni ) I
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Shrnuti
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Cynerio
- rozsireni zabezpeceni nemochic

-
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Phishing Malware Ransomware Utok na medicinska
(zcizeni pfistupovych kédl)  (vir v komunikaci a webu) (zaheslovani IT) zafizeni

g Ochrana modalit a dalSich
nezdravotnickych zafizeni

5 konkrétnich akci pro
okamzité zvySeni
bezpecCnosti

E Sledovani inventare zafizeni,
= jejich vyuziti a aktivni sluzby
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x NOVE HROZBY = NOVE NASTROJE

S H RN UTI &=”  ResSeni #1 = CYNERIO

$ VYZKOUSEJTE ZDARMA
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Kontakt pro zajemce o bezplatné PoC




