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ESET PROTECT Ecosystem => JDR Platforma



ESET PRODUCTS & SERVICES

Deployment Optimization Health Check “ Threat Intelligence Support

ESET PROTECT

ESET LiveGuard

ESET Inspect

IT OPERATIONS SECURITY MANAGEMENT SECURITY OPERATIONS

Device Control Mobile Device Mgmt. Web Control Endpoint Detections Automated Response LiveGuard Detections Threat Hunting Incident Response 10C Search

Firewall Mgmt. HW & SW Inventory Rogue Device Mgmt. Cloud Office Security Encryption Multi-Factor Auth. Forensics Multi-vector Response Detection Rules

ESET DETECTION TECHNOLOGIES

ALl LiveGuard Sandbox DNA Detection DO e AMSI Scanner Secure Browser

UEFI Scanner LiveGrid Reputation E . g
Machine Learning Protection

Advanced Memory Deep Behavior Bruteforce Attack

Ransomware Shield Anti-Spam Anti-Phishing Anti-Scam Exploit Blocker 2 5
Scanner Inspection Protection

Endpoints Servers Mobiles Cloud Workloads Mail / Sharepoint Integrations
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Executables

rar.exe

PE: Command line RAR

Select Tags

SHA-1
Signature type
Signer Name
Seenon

First Seen

Last Executed

3D42B2CACHA7CBBADD299BD981B43FACE... (0]
Trusted

win.rar GmbH

| computer

16 days ago - Mar 28, 2022, 1:28:04 PM

16 days ago - Mar 28, 2022, 1:56:41 PM

( [:]) Events

=

File
4

Process
Command Line

Path

Started

Ended

Parent process

First dropper

0 :
oo © /T\
ooo H \l/’

0 0

rar.exe (6480)

a -dw -epl -inul -r -ai -y -ed -ibck -m@ -pflagC_psswrd "\Users\Administrator\Documents

Details 'I:l' Aggregated Events A\ Detections 'I.:]' Raw Events Loaded Modules (DLLs)

Scripts
p

ESET LiveGrid®

Reputation
Popularity

First Seen

2 years ago

Q cll-it.esetdemo.local

Parent Group
Last Connected

Last Event

Desktops
11 hours ago - Apr 13, 2022, 1:37:01 AM
11 hours ago - Apr 13, 2022, 1:36:26 AM

ESET Inspect Connector  1.7.1909

Version
0S Name
OS Version

Microsoft Windows 10 Enterprise

10.0.19044.1645

\trace_flagB_28-mar-22-13_56_41.rar" "\Users\Administrator\Documents\trace.log"

% TMP%\winrar\
16 days ago - Mar 28, 2022, 1:56:41 PM
16 days ago - Mar 28, 2022, 1:56:41 PM

cmd.exe (368)

+ [>* smss.exe (520)

+ [ winlogon.exe (592)

— [> userinitexe (5200)

+ D explorer.exe (5244)

A wscript.exe (1156)

—| A rar.exe (6480)

A RAR encrypts and deletes files [B0601]
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ESET XDR a Inspect - “R” ako Reakcia

Cd O 82 &

Blokovanie Hashu Spustenie skenovania ReStartovanie Siet'ova izolacia Vzdialeny pristup
UkonCenie procesu Stiahnutie suboru Vypnutie PowerShell
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Hlavné vyhody

zrychlenie odozvy na 0-day zranitelnosti a APT’s
Odhalovanie problematickych uzivatelov
Izolovanie problematickych stanic

kompletny prehlad

moznost integracie so SIEM
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ESET PROTECT MDR

Platforma ESET PROTECT

Moderna ochrana koncovych
zariadeni

ZabezpeCenie suborovych serverov
PokroCila ochrana pred hrozbami
Sifrovanie celého disku

Ochrana e-mailovej komunikacie
Ochrana cloudovych aplikacii
Detekcia a reakcia

ZabezpeCenie SharePointu
Sifrovanie koncovych zariadeni
Overovanie

Doplnkova technicka podpora
ESET Premium Support Advanced
ESET Deployment & Upgrade

ESET Security Services

ESET Managed Detection &
Response

PROTECT
MDR

© Extended Detection
& Response (XDR)
© Endpoint Protection
© Premium Support
© Security Services
© Encryption



ESET PREMIUM SUPPORT

S\(a:?g:r‘:tcr{'l-l\t) odpovede na kritické
T
Dostupnost’ technickej podpory len v s;ggo:/:jcﬁ?jﬁoch
Kontaktné osoby na strane zdkaznika
Priorita v ramci telefonickych poziadaviek

PocCet Ziadosti opravnenych
na spracovanie v ramci prémiove;j obmedzené
podpory

ESET PREMIUM
SUPPORT
ADVANCED

2 hodiny

4 hodiny

1 pracovny den

nepretrzite

neobmedzené

ano

neobmedzené

Dedikovany Technical Account Manager

Prioritny pristup k podpore od
ESET vyvojarskych timov

Proaktivne informacCné sluzby

ESET Deployment & Upgrade

ESET Healthcheck

ano

ano

ano




ESET DETECTION AND RESPONSE

DETECTION AND

KATEGORIA AKTIVIT AKTIVITA RESPONSE ULTIMATE

Bezpec€nostna
podpora

pre koncové
zariadenia

VySetrenie
incidentov
a reakcia na ne

BezpeCnostna
podpora
pre EDR

BezpeCnostné
sluzby
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Komplexnost’ nastroja

Preco MDR?

Viacero upozorneni

Nedostatok
kvalifikovanych IT
Specialistov

Obmedzeny €as na
monitorovanie hrozieb v
XDR
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