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Incident Response Process

Detection & DETECT: SIEM Alert — Hosts, Servers, Security/Network Devices, Applications — Threat Intel (TIP)
Investigation ANALYSIS: Review Tool/Logs Pcaps, RE - Malware Sample, External Research

No

Low Yes Initial Actions: High Yes Containment Actions:

Response Medium Additional Analysis or Monitoring Threat Isolation of Perimeter,
Host, Server, Access

Threat? (Honeypots/ Vulnerability Scans) < Layer

No

Resolved Forensics, Threat Removal/Clean Up, Yes Contained

Recover ? g Reporting and Lessons Learned...
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Traditional SecOps Approach

Human element that consist of SecOps
analyst(s) that manage security technologies
and drive threat resolution within a well
defined process

Problem: InfoSec Shortage

People

&&‘ A systematic approach to

detect, investigate and

Products that provides threat respond to threats
visibility and response actions Problem: Manual Processes
Problem: Traditional Detection

Technology Process
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FortiAl

Virtual FortiGuard Analyst on your team
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Virtual Security Analyst™ powered by Deep Neural Networks that identifies, classifies, and
investigates sophisticated threats in sub-second, and proactively blocks them.

= _= FortiAl VM  FAIVMS0000000000

& Dashboard Discovery Date

. NA Security Fabric > T - - . ™"
I d en t | f ) 2020/06/23 13:53:06 10.10.10.23 Sniffer Sniffer .
I > Attack Scenario v

2020/06/23 17:17:31 10.10.10.27 Sniffer Sniffer PornoAsset

Infected Host IP Device VDOM Malware Family *

Attack Scenario Summary

Disrupt threats with sub- o | mmmanizos
. Industroyer [0 2020/06/23 13:36:30 10.10.10.23 Sniffer Sniffer Small
S e CO n d d ete Ctl O n an d ad aptS Wiper o) 2020/06/23 13:36:30 10.10.10.23 Sniffer Sniffer Small
Ransomware 2020/06/23 13:37:10 10.10.10.23 Sniffer Sniffer Small
to n eW th re atS Worm Activity 374 2020/06/23 13:37:15 10.10.10.23 Sniffer Sniffer Small
. DataLeak P 2020/06/23 13:37:32 10.10.1023 Sniffer Sniffer Small
Instantaneously. @ | «m— =
Botnet o Attack Timeline at Host 10.10.10.57
Backdoog L2054 Downloader Downloader Worm
Banking Trojan (21 ]
S 0 I Ves - - 10.10.10.4

Scenario Heuristic

S e CO pS are faC I n g I n C re aS e d Dos [Js/Crypt BBES!tr | [W32/Waski.Altr | | W32/Palevo.BWC!worm.p2p|

Generic Trojan

.
VO I u e Ve I OCIt an d Sophisticated © 0days 0 hours O minutes O seconds @ 0 days 0 hours 0 minutes 1 seconds ® 0 days 0 hours 0 minutes 3 seconds
me, Y

Application 39 jami \E\ | Downloader | Dinwod | |E\ 'Worm | Ruledor |

sophistication of threats

Identify threats in less than a second
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Virtual Security Analyst™ powered by Deep Neural Networks that identifies, classifies, and
investigates sophisticated threats in sub-second, and proactively blocks them.

Classify IT and OT threats: Industroyer, Wiper, Fileless,
Ransomware, Worm, Downloader, Dropper, Rootkit,

Banking Trojan, Infostealer, Exploit, Phishing, and many
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Virtual Security Analyst™ powered by Deep Neural Networks that identifies and classifies, and
investigates sophisticated threats in sub-second, and proactively blocks them.

Investigate

Speeds investigation by
analyzing the entire threat
movement and identifies patient
zero and subsequent victims in
real-time.

Solves

Manual investigation of a
malware outbreak/lateral spread
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Cryptojacking

Identify patient-zero
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'z Virtual Security Analyst™ powered by Deep Neural Networks that identifies and classifies, and
investigates sophisticated threats in sub-second, and proactively blocks them.

Automated Response
Quarantines these threats in
real-time found in the network
through the seamless
Integration with FortiGate.

Solves

Manual mitigation efforts to an
on-going attack or an outbreak
scenario
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FortiGate quarantine based on FortiAl risk & confidence levels
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Example: WannaCry Response Life Cycle
The traditional approach with SecOps analysts only

Detect (1+ hrs)
Assume out of 100’s — 1000’s
threats alerts on a SOC
dashboard, threat selected
happen to be ransomware or,
Alerted directly by an affected
user

Investlgate (4+ hrs)
Log into security product(s)
Review logs/alerts
Use built-in and external tools to

Investigate

validate ransomware

Perform external research

Log into security product(s) to search
for WannaCry’s lateral movement
Create mitigation plan

Respond (2+ hrs)

Quarantine devices(s), network segment
Remediate device(s)/restore back-up
Apply patches

Close ticket

Respond
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Example: WannaCry Response Life Cycle
SecOps analyst augmented with Deep Neural Networks (Al)

Detect (<1 ms)

e Al: Ransomware validated in
sub-second
e Al: Self-learns new ransomware
features
Investlgate (<5 mins)

Al: Provides WannaCry kill-chain with
contextual threat research

Investigate

* Al Identify WannaCry patient-zero &
lateral movement
* SecOps: Create mitigation plan

Respond (<30 mins )

* Al integrated with Security Controls:
* Quarantine devices(s), network
segment
* SecOps follow-up:
* Remediate device(s)/restore back-

Respond

up
* Apply patches
* Close ticket
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