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Safe Harbor

Nasledujuci text je uréeny na nacrtnutie nasho vseobecného smerovania produktov.
Zameriava sa vyhradne na informacie, a nesmie byt zacleneny do akejkolvek zmluvy.
Nejedna sa o zavazok poskytnut materialy, kod alebo funkcionalitu, a nemalo by sa nan
spoliehat pri rozhodovani o kuipe. Vyvoj, uvolfovanie a nacasovanie vsetkych funkcii
alebo funkcionality popisanych pre produkty spolo¢nosti Oracle zostava na zaklade
vyluéného rozhodnutia spolocnosti Oracle. Nie vsetky identifikované technolégie su k
dispozicii pre vsetky Cloud sluzby.

Disclaimer

Informacie v tomto dokumente nesmu byt interpretované alebo pouzité ako pravne
poradenstvo tykajuce sa obsahu, interpretacie alebo aplikacie akéhokolvek zakona,
nariadenia alebo regulacného usmernenia. Zakaznici a potencialni zakaznici musia
hl'adat vlastné pravne poradenstvo, aby pochopili uplatnitelnost akéhokolvek zakona
alebo nariadenia o spracovani osobnych udajov prostrednictvom pouzitia akéhokolvek
produktu alebo sluzieb dodavatela
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Styri hlavné oblasti na ktoré vplyva GDPR
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Na koho/¢o ma vplyv/dopad GDPR

Detaily
* ludia * procesy
— zamestnanci, zakaznici, dodavatelia, partneri — obchodné procesy
— kontinualne vzdelavanie — technologické procesy
— vysSie povedomie o bezpecnosti — organizacné opatrenia
— noveé zodpovednosti — zmluvné opatrenia
— zodpovedna osoba — kontrola nad spracovanim OU
* technolodgie * data
— IT infrastruktdra (HW, SW) — primerana uroven ochrany
— bezpecnost ,By Design“ a ,,By Default” — doévernost / dostupnost / integrita
— vysSie naroky na kazdej Urovni IT infrastruktury — prevencia
— zavedenie novych technologickych opatreni — detekcia

— kontrolné mechanizmy
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IT a GDPR
Ako uchopit GDPR z pohladu IT - 4 dimenzie

* Ochrana dat vyzaduje znalost
— Kde su data ulozené
— Akému riziku su data vystavené

* Musia / mali by byt naplnené urcité poziadavky
— Modifikaciou aplikacii

— Vyuzitim spolahlivej architektury INVENTAR DAT
APLIKACIE ARCHITEKTURA

POCHOPENIE RIZIKA
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Priklad

Vyhlradanie citlivych dat a procesov / Diagram architektury IS

[=] Oracle Enterprise Metada: x & %

<« & | heep:/ foracle. com/ cemm
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Priklad

Identifikacia rizika / Vystup z bezpecnostného hodnotenia DB

Database Security Risk Assessment - Highly Confidential

Bszessment Dare &
Time

Date of Data Collection Date of Report Reparter Version

‘whed Mar 30 2016 13:55:00 Thu Apr 7 2016 12:00:06 0.3 [4pr 2016] - cabb

Database [dentity

Basic Information

Mame Flatform  Databaze Role LogMode Created

ROBMS2 Linus 256 Gd-bit PRIMARY  NOARCHWELOS 'Wed Mar 30 2016 13:44:00

Users with Expired
Pazswords

USER.EXFIRED Some Risk

Found Tunlocked user(s)
with password expired for

more than 30 days.

Pazsward enpiration is used to ensure that users
change their passwords on aregular basis. If auser's
paszsword has been expired for more than 30 days. it
indicates that the user has not logged in for at least that
long. Accounts that have been unuszed far an
extended periad of time should be investigated ta
determine whether they should remain active,

Item

ID Status Result Remarks

Database VYersion

Oracle Database 12c Enterprise Edition Releasze 12.2.0.0.3 - 6dbit Production
Security options used: Advanced Security, Databasze Vault, Label Security

User fccounts in

USER.TELSPA | Significant

SYSTEMar Sv'SALK CE Risk

Tablespace

40 uzer(s] use SY'STEM or

SvSAUX tablespace.

The S¥STEM and SY'SAll tablespaces are resemed
for Oracle-supplied user accounts. Ta avoid a possible
denial of service caused by exhausting these
resources, regular user accounts should nat use these
tablespaces. Prior to Oracle Database 12.2. the
SY'STEMtablespace cannot be encrupted, and this is
another reason to avoid user schemas in this

Security Features

Feature Currently Used

AUTHORIZATION CONTROL
Database Vault es
Privilege Analysis Yes
OATAENCRYRTION

Calumn Encryption Yes
Tablespace Encroption Yes
Metwork Encruption Mo
ACCESS COMTROL

Data Redaction es
irtual Private Databaze ‘ez
Real Application Security ‘ez
Label Security “es

Transparent Sensitive Data Protection Yes

ALOITING

Traditional Audit Yes
Fine Grained Audit Yes
Unified Avidit ‘ez
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Sample Schemas

USER. SAMPLE | Significant
Rizk

Uszers with Default
Paszwards

USER.DEFPO

Pazsword Verifier
Version

USER.VERIFIE [Pass
3]

Found 3 sample
schemals).

Sample schemas are well-known accounts provided by
Oracle to serve as simple examples for developers.
They generally serve no purpose in a production
database and should be removed because they
unneceszarly increase the attack surface of the

12 unlacked user
accaountls] are using
default password

Default account passwords for predefined Oracle
accounts are wellknown, Open accounts with default
passwords provide a trivial means of entry for attackers,
but well-known pazswards should be changed far
lacked accounts as well.

All user accounts have
updated password
verifiers.,

Oyer time, Oracle releases have added support for
increasingly secure algorithms far generating password
verifiers for user agcaunts, Inorder ta remain
compatible with alder client softw are, the database
continues to generate password verifiers using the
previous algorithms as well. Each user account should
include a verifier for latest version supported bu the
database so that the user can be authenticated using
the latest algarithm supported by the client. When all
clients have been updated, the security of user
accounts can be improved by removing the obzsalete
verifiers.
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Priklad

Znizovanie rizika / Architektura maximalnej bezpecnosti

DEI:
Redaction
SSN:XXX-xx-4321
— dob: xx/xx/xxxx
JL _]| Dev/Test |
T ek Partners, BI |

Controls

Access denied

,’U\ “Insufficient Data Datc Data
= Privilege Encryption hee o Masking
(7 *T#$%!@!%afb Regio ea ssn:423-55-3571
12 HH<>*$H@34 e-based dob: 12/01/1987
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Cesta k suladu

* Dosiahnutie suladu vyzaduje sadu * Oracle poskytuje technoldégiu, ktora

koordinovanych krokov roznych — Zlepsuje dovernost, integritu a
oddeleni v kazdej spoloCnosti. dostupnost
* Pozaduje pokrytie oblasti: — Zabezpecuje odolnost systémov

0 R spracovania
— OrganizacCne
5 : — Pomaha pri vyhladavani citlivych

— Pravnej a zmluvnej dajov
— Informacnych technologii — Zmierfuje bezpecnostné incidenty

* Vhodna technolégia moze ucinne * Oracle mdZe pomaoct zaélenit
pomoct Slf'ad s nariadenim technoldgiu do spravneho kontextu
dosiahnut
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Oracke UK » Aboust Oracle » Features » General Data Protsction Regulation

Oracle security solutions

GDPR is Coming.
Are You Ready?

Learn how Oracle Security Solutions can help organizations implement
controls that reduce the risk of non-compliance fines around GDPR.

oracle.com/goto/gdpr

EOmDA D

Accelerate EU GDPR How Selected Oracle Accelerate Your
Compliance wit Data Security Solutions Response to the EU
‘\‘ = N B ] —— . - : W « your 3 R = RO = YA v
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Integrated Cloud

Applications & Platform Services
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