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We Must Restore Trust
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Changing the Cost of Successful Attacks
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Today’s Problem

World of World of Technology

Cybersecurity (IT, OT and loT)

The world of technology and the world of the
security designed to protect technology are
moving in opposite directions
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6 Major Trends

Simpler and Easier

More Convenient

Fewer People

Natively Integrated

More Automated

Designed to Prevent

*These trends are driving
the movement to Mobile,
Virtual, Cloud and loT

*These trends
generate
requirements
that drive
innovation

*User and operator
experience:

-Fused
-Smooth
-Pleasant




\

\
]
1
1
I

]

I

4

U

,/

/

/

4 \\
More Difficult Simpler and Easier,
\

SN

6 Major Trends

*These trends are driving
the movement to Mobile,
Virtual, Cloud and loT
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*These trends are challenged
with the movement to Mobile,
Virtual, Cloud and loT
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4. Information
Sharing

3. Open
Source
Integration

2. Proprietary

Technology
Partnerships

1. PIatform)

Effective Cybersecurity Ecosystem

Integration is leverage

4. Information Sharing: Sharing threat information
through formal and informal relationships and integration
with public and private sector network defenders.

3. Open Source Integration: Leveraging the practice of
API enables integration of various technologies and
defensive capabilities deployed by an enterprise through
plug and play.

2. Partnerships: Customized deep technical integration of
complementary technology with market leading
companies.

1. Platform: Prevention at the Network, Cloud and
Endpoint levels through natively integrated capabilities
that are designed from the beginning to work together, are
automated, and are context driven to provide visibility and
deliver prevention controls across the threat lifecycle in all
network environments.




Attack Life Cycle [HPNIINE III il

Actions on
the
Objective

Recon Exploit C2&
& Probe Vulnerability Movement

Exfiltrate Intellectual Property for Profit
Steal Credit Card Information / Demand Ransom

Dox embarrassing email messages
m Destroy military capabilities / critical infrastructure

Deface websites / cause disruption
Create fear by threatening employees
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Threat Life Cycle Occurs Across All Environments

SECURITY NEEDS TO BE CONSISTENT
AND AUTOMATED

ALL WITHIN ALL
ENDPOINTS CLOUDS AND
AND IOT SAAS
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