CYBER THREATS IN MODERN
GOVERNMENTAL
ENVIRONMENT

Csaba Krasznay
26/10/2011

©2011 Hewlett-Packard Development Company, L.P.
The information contained herein is subject to change without notice




Mega trends
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Risk is becoming more challenging/complex

60%

CONSUMERISAEION




RISK

Senior Business & Technology Executives — Survey Data

Breached externally

Breached internally

Volume of security events
increased

Confident very well defended
against threats




RISK

Senior Business & Technology Executives — Survey Data

Increasing trend external

Increasing trend internal

Result*:

1. Identity & privilege abuse — 23% 3. Business interruption — 21%

2. Unwanted disclosure — 19% 4. Unsound transactions — 13%

*Senior technology executives




Threats of governmental systems

IT-based, physicalandhuman

Hardware, OS,. COIS. framewotk. custom
application

Cyberthreats, insiderattack, legaluser
error, technicalerror




Real cyberthreats

+By foreign
cotintries
+For state secrets

+By foreign
cotintries

+To support
traditional wartare

Cyberwarfare

Cyberterrorism

+By hacktivists
+For ideology

gy organized
crime groups
+For money




Government Security Priorities

- Manage INFORMATION RISK in the era of
mobile, cloud, IT consumerization, social
media

- Protect against increasingly sophisticated
CYBER THREATS

- Improve REACTION TIME to security
Incidents

« Reduce costs and SPEND WISELY

- Achieve COMPLIANCE in a predictable and
cost-effective way




The HP approach to enterprise security

.
ﬂ » Risk tolerance and exposure

ASSESS

Organizational capabilities
» Future requirements

MANAGE JJ fETRANSFORI\/I

» Integrated security and IT operations = Risk and security Strategy
= Service- and risk-level agreements = Range of visibility for threats and

= Automated compliance reporting vulnerabilities
= Internal awareness and behaviors




New and updated HP offerings for enterprise
security

' = HP Enterprise Security Discovery
ASSESS

Workshop
» HP DVLabs Cyber Security Risks
Report
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HP Information Security Management HP ArcSight Express 3.0
HP Enterprise Cloud Services for End HP Fortify Software Security Center
Point Threat Management HP DVLabs Web App Digital Vaccine

HP Security Information and Event HP DVLabs Toolkit 2.0 for Snort
Management Services HP Reputation Security Monitor

HP Application Security Testing-as-a- HP TippingPoint Reporting and Archiving
Service
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