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Need for SOC

Invisibility of Threats

e Attackers today masquerade
as legitimate traffic

e Without a centralized
surveillance (SOC), you only
see fragments, not the full
picture of the attack

Speed and Volume

e We are faced with thousands
of alerts every day

e Human capacity is no longer

sufficient to manually sort out
what is a false alarm and
what is a critical incident

Regulations and Trust

e With the advent of directives
like NIS2, security is no
longer just an 'IT issue’

e [T and Cyber Security is a
legal obligation and a
question of brand survival.
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We recently argued that an inflection point had been reached in Services
cybersecurity: a point at which AI models had become genuinely useful for

cybersecurity operations, both for good and for ill. This was based on

systematic evaluations showing cyber capabilities doubling in six months;

we’d also been tracking real-world cyberattacks, observing how malicious

actors were using Al capabilities. While we predicted these capabilities p

> too
would continue to evolve, what has stood out to us is how quickly they have
done so at scale. - T
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In mid-September 2025, we detected suspicious activity that later Data Code . Human reviews findings
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investigation determined to be a highly sophisticated espionage campaign. “tool || “tool and directs further action.

The attackers used AI’s “agentic” capabilities to an unprecedented degree— \ B T
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using Al not just as an advisor, but to execute the cyberattacks themselves. 100l \>=/
. . . 5 | at?aﬁgsls — =) l e ]

The threat actor—whom we assess with high confidence was a Chinese state- . tool Exfitasion

sponsored group—manipulated our Claude Code tool into attempting |

infiltration into roughly thirty global targets and succeeded in a small

number of cases. The operation targeted large tech companies, financial
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