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OPPORTUNITY - accelerate digital business transformation
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Zero Trust Web Browsing
Fast Native Experience

Regular Browser
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Remote Browser Isolation
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Applying Zero Trust in Web Access

Safe Site Known Bad
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Isolated
Container

Secure Web Gateway Remote Browser Isolation
with DLP inspection RBI

and Content Disarm and Reconstruction
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HTML/CSS (Secure Rendering)
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Zero Trust Information Exchange
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How do you protect an organization when you can’t detect what the newest threats are?

To receive information, you must accept data ...

.. but data can carry malware
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To share information, you must send data ...
... but data can carry extra information
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Content Disarm & Reconstruction

UNSAFE DIGITAL CONTENT SAFE DIGITAL CONTENT

EXTRACT VERIFY BUILD

content from original data, discard unwanted content that the information is safe and deliver safe information and data

- Extract only the business information — nothing else
« Transform and simplify everything, trust no data or complex software
« Stop malware without the need to detect it
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The Mission of Data Security in 2023
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Data-first
Start with the strongest data security at the heart of everything

Data is everywhere

(endpoint, network, email, cloud, web, private apps)

Discover Prioritize Monitor

1R

Classify Protect

People work anywhere - Unified
(home, branch/remote sites, offices) + Automated with Al
* Accurate

Risk-Adaptive
Zero Trust continuous monitoring

Leader in the 2023 Forrester Data Security Platform Wave
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Required DLP Capabilities

) ) o Structured and Unstructured data, can ingest directly from databases,
PreciselD Flngel’pl’lntlng documents, spreadsheets, etc. and provides high confidence detection for
even small subsets of data leaving an organization

. . Unstructured data, registered and learned automatically by providing DLP with
\Y aCh Ine Learni ng both positive and negative samples of content, e.g., drawings, code, etc.

NH= SCFi ts 300+ predefined available in various languages. Intelligent data type
p detection based on described content with contextual helpers for accuracy

Forcepoint Classification o . Meta-Data (Files, Emails, etc) , integrated with Microsoft Purview
Powered by Getvisibilty Classification Labels Information Protection, Forcepoint Data Classification and others.
Supports any file labelling and classification tool

o Over 900 file types detected based on true file type to identify all file
Flle Types types regardless of if they are renamed to avoid detection

. Perl based regular expressions to provide wide,
Regular ExpreSS|ons deep and accurate detection of content

Over 1,000 pre-defined regulatory and compliance
Keywords/Phrases keyword, phrase and dictionary-based detections
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Forcepoint ONE

Cloud-native platform for Data-first SASE el Wb enemive Al Pvae fops Bl
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Increase Productivity — empower people to use business information
more efficiently, safely, and seamlessly (say yes to BYOD, no to VPNSs) rorcepoint ONE

Cut Costs — be more agile, simplify operations, reduce helpdesk calls Zero Trust Access

Reduce Risk — implement Zero Trust easily oHreat Se[é%tfilty i alue

Streamline Compliance — centralize control & visibility of data Unified Management
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FlexEdge
SD-WAN
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Remote Users Offices BYOD
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