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Operacie proti ransomwaru

THE SITE IS NOW UNDER CONTROL OF LAW ENF(
The Federal Bureau of Investigation seized this site as part of a coordinated law

This site is now under the control of The National Crime Agency of the UK, working in enforcement action taken against ALPHV Blackcat Ransomware
with the FBI and the international law enforcement task force, ‘Operation (

Alle

‘We can confirm that Lockbit’s
services have been disrupted as a '

result of International Law

Enforcement action — thisisan 4 .
ongoing and developing v
operation. '

Return here for more
information at:

11:30 GMT on Tuesday 20th
Feb.
’!N L ¢

REWARDS
JUSTICE

E2NCA é‘:té}é@@@

Nnbonal Crime Agency

This action has been taken In coordination with the United States Attorney’s Office for the Southern District of Florida and the C Crime and Property
g Section of the of Justice with from Europol and
BINCA .= -
e ‘-v--n-n %Em Pél. ITIE M N » . If you have about their or you may be eligible for a reward through the Department of State’s Rewards for Justice program.
ational Crime Agency oLice %

Information can be submitted through the following Tor-based tip line: (Tor browser required).




Operacie proti ransomwaru
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Operator zlahcuje dopady Operator zlahCuje dopady
Strata dovery u partnerov Strata dovery u partnerov
Na hranici prezitia Vzdava sa bez boja

PokusSa sa o navrat s verziou 4.0 Rebranding



Pocet obeti podla leak stranky

LOCKBIT 3.0
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LOCKBIT 3.0
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@ DragonForce




@ DragonForce

DragonForce - work

at ib f 151 ¢ 4 IK1ufs kdid.onio

It is not good...

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin

adm:x:3:4:adm:/var/adm: /sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:8:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100:games: /usr/games:/sbin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:65534:65534:Kernel Overflow User:/:/sbin/nologin
dbus:x:81:81:5ystem message bus:/:/sbin/nologin
systemd-coredump:x:999:997:systemd Core Dumper:/:/sbin/nologin
systemd-resolve:x:193:193:systemd Resolver:/:/sbin/nologin
Lss:x:59:59:Account used for TPM access:/:/sbin/nologin
pelkitd:x;998:996:User for polkitd:/:/sbin/nologin
clevis:x:997:0993:Clevis Decryption Framework unprivileged user:/
var/cache/clevis: /sbin/nologin

unbound: x:996:992:Unbound DNS resolver:/etc/unbound:/shin/
nologin

libstoragemgmt:x:995:991:daemon account for libstoragemgmt:/var/
run/lsm: /sbin/nologin

dnsmasq;:x:990:990:0Dnsmasq DHCP and DNS server:/var/lib/dnsmasq:/
sbin/nologin

cockpit-ws:x:989:989:User for cockpit web service:/nonexisting:/



Feb 18, 2024
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@ DragonForce

Hi. Don't worry will be up soon, they just decided to move to our infrastructure! We are reliable partners.

A good example of how “projects” work, a new option from The DragonForce Ransomware Cartel!

. ] Blog:
. I Client:

PS. RansomHub hope you are doing well,_consider our offer! We are waiting for evenyone in our ranks.

Zdroj: Sophos
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Co si zapaméatat?

Ransomware gangy utocCia uz aj na konkurenciu
Takedowny su ucinny sposob boja a maju citelny dopad
Ransomware neodchadza, naopak stava sa nebezpecnejsim
Dodrziavat pravidla bezpecnosti:

Aktualizovat

Vzdelavat

Chranit kvalitnymi rieSeniami (endpoint, aj EDR)
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