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Customers Profile Building On-Prem LLM / SLM

Neo-Cloud, (ISP) Service Providers
GPU-as-a-Service (GPUaaS) platforms, multi-tenant.

Government / Defense / Public Sector
Sovereign Al, national security, air-gapped environments

Financial Services (Banks &

Insurance)
Private inference, regulatory compliance, risk & fraud Al

Manufacturing / Industrial /

Engineering
IP-driven Al, digital twins, engineering copilots, factory Al.

Healthcare & Life Sciences
Kﬁ\CIinicaI AI pharma R&D, patient data protection

[ According to Gartner's server
forecast, growth in the
shipment of Al-optimized
servers is driven by
enterprises and service
providers that are aiming to
build future-ready Al data
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Source Gartner: Forecast Analysis: Data Center Sites, Worldwide
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ProC agenti meni bezpecnostni model

Autonomie = nova proménna. Agent jedna na zakladé svého opravnéni bez ¢ekani na Clovéka — proto OWASP zavadi
princip ,least agency”.

L. L Goal / Behavior Hijack (7] Tool Misuse
{ )} Co déla agenta jinym )
ASI01 — nepfimy prompt ASI02 — zneuziti opravnénych
injection v e-mailu, PDF, RAG nastroju k neopravnéné akci
obsahu
* Planuje a vykonava vice kroku
» Vola nastroje, API, spousti kéd
. - . - Identity & Privilege . .
« Ma pamét napfi€ sezenimi y g Memory Poisoning
Abuse
« Deleguje ukoly dalSim agentim ASI03 — eskalace pres ASI06 — otraveni perzistentni
. L _ nadmeérna opravnéni agenta paméti napfi¢ sezenimi
* NerozliSi spolehlivé instrukci od dat
] Insecure Inter-Agent
A Excessive agency ﬁ Comm g Rogue Agents
vic autonomie, nez je potfeba, ASI07 — Gtok bF ( ' ASI10 — drift chovani. koli
zesiluje kazdou chybu — ok pres o — driitcnovant, Kolize,
nezabezpecenou komunikaci sebereplikace po kompromitaci

mezi agenty

Zdroj taxonomie: OWASP Top 10 for Agentic Applications 2026 (ASI)
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BARRIER TO PASS

Indirect prompt injection attacks (via
files or websites) succeed with
significantly fewer attempts than
direct attacks, bypassing standard
filters.

Source: Lakera Q4 2025 Agent

60%

TARGET SYSTEM DATA

~60% of observed attack traffic
attempts to leak system prompts—
targeting the application’s internal
instructions and IP.

Source: Lakera Q4 2025 Agent

Security Trends

]

15%

AUTONOMOUS DECISIONS

By 2028, 15% of day-to-day work

decisions will be made autonomously

by agentic Al—shifting the burden of
trust from humans to machines.

Source: Gartner

Tool What It Sees What It Misses in Al

Network / Packets, HTTP Prompt intent,

WAF requests reasoning paths

App Security Schemas, Indirect manipulation,
validation context

DLP Files, regex Semantic leakage in

patterns output

IAM Roles, Unsafe autonomous

permissions sequences
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The Check Point Al Defense Plane

A unified security model
for Employees, Applications, and Agents.

. 48

— — ~ Tool/ Unsafe Rogue \\ //
\ / Privilege Abuse  Autonomy agents /X\
Shadow Al Sensitive Data Prompt  Harmful  Data

Injection Outputs  Exfiltratio
e Pastes Leakage

Protect —
Govern
Discover

I

_— Al Defense Plane —
One platform. One lens. From employees to applications to agents.
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Al Guardrails: Agentic Patterns

A Indirect prompt attacks

/\ Prompt attack /\ Data leakage @ S

A Unexpected data @

Unacceptable behavior :
/\ Unacceptable behavi /\ Indirect prompt attacks

l,mu-om,-____o _____ . A Data poisioning

\\\\' - / F 2 /
O user )] :\@ Ctewiy / AGENT <—‘—.—> @ Proprietary Data
)

_ //4_

/\ Indirect prompt attacks

& Data leakage A Unexpected data

/\ Malicious links /\ Damaging actions

A Unacceptable behavior
Downstream systems
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Al Data Center Secuirity:
Check Point Defense-in-Depth Stack

1. Perimeter & Network Security Zone isolation, Remote Access, Egress filtering

Comprehensive
Network + Host + Al

Level Security
Tailored Security at the
network, host and prompt
level designed for Al
Infrastructure

Maestro Hyperscale NGFW ZTNA

2. Al Native Application Security Prompt injection, rate limiting, DLP

WAF + Al Security API Security + Guardrails
3. Workload & Container Security Zero Trust, runtime protection
Zero Impact on Al Microsegmentation K8s Runtime Security

Performance
Running in BlueField-3
DPU with no impact on Al

performance 4. Host Level Network Security (on every node)  Control & Data Plane protection , IPS, EW traffic security

Check Point NGFW + Nvidia BlueField-3 DPU

5. Hardware-Accelerated Al Security (Integrated with Check Point)  Offloded inspection

Al workl I
Nvidia BlueField-3 DPU + DOCA + Check Point Threat Cloud : et‘gg{l oﬁads anomaties

W

Designed for cloud

service providers
Dedicated security per
customer
Easily manageable
at scale
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Typical Al Data Center

Management Layer Frontend Application Layer
GitLab, GitHub, DevOps, Nvidia MGMT , Slurm Controller APl GW , Load Balance , Perimeter FW , WAF

NS Data Plane
Traffic API : Ethernet

MGMT Control Plane : Ethernet

<«

NVIDIA.

Custo%p;ﬁnfal; use Training Models Cluster (GPU) gvidiasDGXl LLM/SLM Inference Clusters (GP_L_J)
pre-trained models Workloads Slurm / Ray [TEOEERATT Workloads Kubernetes / Cilium

NVMe over RDMA/Ethernet

Storage

InfiniBand InfiniBand
DGX Intra traffic DGX Intra traffic
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The Al Data Center Blueprint e

Multi Layer: Data Center, Servers, Containers and Application

|

E

- Maestro Access Control, Zero Trust 3

Internet B Hyperscale Private Access, Threat Prevention '!

Users Firewall
DevOps
* DevOps, Users,
Operations/Management Plane Data Plane

Training Model Clusters

Apps + AI Inference LLM GW

Server Segmentation

'////::X::\\\\' '////::X::\\\\' Flrewall + F|rewa|| +
IPS — —
“ Nvidia “ Nvidia “ Nvidia

DGX Server DGX Server DCX Server

Prompt Security

(App Layer)

ia LAKECRA

“ Nvidia

DCX Server

Inference Apps Containers



Al Native Application Security

¢ Cloud-native Web & API security solution that
provides precise threat prevention using contextual Al
to protect your Apps against known and unknown

threats, without relying on signatures.

1. Perimeter & Network Security

/\ Prompt attack

/\ Unexpected data 2. Al Native Application Security

/\ Unacceptable behavior /\ Indirect prompt attacks

mo L /\ Data poisoning

o U TR @ LM @ » £ Proprietary Data 3. Workload & Container Security

. /\ Dataleakage 4. Host Level Network Security (on

every node)
/\ Unacceptable behavior

/\ Malicious inks

5. Hardware-Accelerated Al Security
(Integrated with Check Point)

* Protects LLM APIs from prompt injection and jailbreak attacks

» Enforces safe and compliant use of LLMs through policy controls
* Monitors and restricts LLM tool and function usage

* Prevents sensitive data leakage in LLM responses
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Workload & Container Security

Check Point integration with lllumio can provide additional Al-driven insights to identify risks and
attack routes, enabling quick containment at the container layer. It is also possible to
accomplish similar micro segmentation using PVLAN and/or SDN technologies.

[ J
& cHEcK POINT &
PERIMETER FIREWALL

. .
WEB APPS DATABASE WEB APPS DATABASE
MICROPERIMETER 1 MICROPERIMETER 2

Collaborative approach to zero trust: Protect critical assets with effective micro-segmentation across hybrid
environments, simplifying and accelerating zero trust adoption

Lateral movement prevention: Shield critical assets by identifying attack paths early and preventing threats from
spreading laterally across the network

Advanced threat intelligence: Leverage combined threat intelligence from both platforms to expose hidden threats and

strengthen your security posture

1. Perimeter & Network Security

2. Al Native Application Security

3. Workload & Container Security

4. Host Level Network Security (on
every node)

5. Hardware-Accelerated Al Security
(Integrated with Check Point)

©2026 Check Point Software Technologies Ltd.
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Al Host / GPU Level Protection

B

Server Resources

NVIDIA GPU

CPU

Host memory

BlueField-3 DPU

DOCA

o
& cHeck POINT

Independent of the
host, invisible to
attackers

Security functions run on
DPU, so CPUs and GPUs
are fully dedicated for Al

1. Perimeter & Network Security

2. Al Native Application Security

3. Workload & Container Security

4. Host Level Network Security (on

every node)

5. Hardware-Accelerated Al Security
(Integrated with Check Point)
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Hardware-Accelerated Al Security (Integrated with

Check Point
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Unique host-level process and application protection,
preventing local code execution and privilege escalation attacks

Log Details

=~ AppShield

@ Mar 10, 2024 2:38:44 PM GMT+02:00

shmayagsmp-6307

Time: O Mar 10, 2024 2:38:44 PM GMT +02:...
Blade — AppShield

Product Family: & Network

Type: O Alert

Log Server Origin: 41819c72-9186-420a-8e9d-90127ba2012
Log Server IP: 10.20.3.197

- More

H Aert

Anomaly detected [httpd, pid:1318560...

pid:1318560 ppid: 131
runtime fibrary load [ibmisc so]

242523172 A
gwD9683C93

1. Perimeter & Network Security

2. Al Native Application Security

3. Workload & Container Security

4. Host Level Network Security (on

every node)

5. Hardware-Accelerated Al Security
(Integrated with Check Point)
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Check Point Al DC Full Security Stack

1. Perimeter Security

Maestro Hyperscale

2. Al Application Security
WAF + Al Security

3. Container Security

Microsegmentation

4. Host Level Security
Nvidia BlueField-3 DPU

5. Hardware-Accelerated

Nvidia DOCA + Threat Cloud

DevOps / Ops / Admin /
Nvidia Ops

K8s / DGX operations
traffic from Devs and

Admins

Slurm Controller

EW Lateral Movement /
Segmentation Control /
Access Control Zero trust per
DevOps ID / IPS libs <

Internet
(GitLib ;GitHub)

NS Security: K8s / DGX
updates and LIBs
download from the
Internet

Check Point Maestro Hyper

SG1: NGFW
Management Scale Cluster FW

Network
Access
(ZTNA)

NS traffic
inspection app
data plane into
the K8s Cluster

Zero-Trust

SG2: NGFW Private
Access

Load Balancer

Al/API GW

Pu CEess

CloudGuard
WAF/ LAKERA
Al API Security

Training Models Cluster

Inference Clusters

NS API data traffic: Ethernet

inspections / Command
Execution analysis

(DGX clusters) (DGX dusters)
I-_-I N - l-‘-'-’= I“-ﬂ’-? I_-UE
o) =0 s =D | =0
Check|Point Check Point Check Point Check Point Check Point Check Point
MGMT VLAN MGMT VLAN MGMT VLAN

THREATCLOUD Al

https://catalog.ngc.nvidia.com/orgs/nvidia/teams/doca-checkpoint/containers/aicp?version=0.8.2

Micro-Segmentatio
n / Container FW

EW : Namespaces Traffic

K8s : Kubernetes Cilium
Nodes with Apps and LLMs

SuperNIC with Ethernet

NVIDIA BlueField DPU with
Check Point FW DOCA /
AppShield

DGX Server
(ConnectX Dual

and InfiniBand
interfaces

- e e e e -

Check Point

Open Garden
Ecosystem

Control / K8s Runtime protection
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