Bezpecnostni audit sité za 30 minut
aneb co se skryva ve vasich IT a OT sitich
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Architecture

SPAN/MIRROR port Threat Intelligence

Signature-based detection

Signatures & DPI

Signatures & Deep Packet Inspection

Known malware -
Known attacks -
Known exploitations =
Policy violations -

High performance packet capture

N2

NBA

Network Behavior Analysis

Behavior-based detection

Malware activity propagation, downloading, spamming
Attacker activity - scanning, brute-forcing, exploitation
C&C activity - RAT, APT, AVT, bots, worms, rootkits

Data exfiltration

Stats

Network Statistics

Visibility & Performance

User interface, Reporting, Notification & Integration (SIEM, Firewall,

Complete network visibility
Application performance
Network performance

Application & user awareness
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Detection
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Response

Network Access
Control Integration
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e u Discovery: New RDP Remote Access system 2

*  Signature: -50015 (Information, created: 2021-05-23 02:00:00)

Signature |1D: © -50015 &) Description: MNew RDP Remote Access system appeared in network.
Mitre: Discovery/System Service Discovery
Created: 2021-05-23 02:00:00 (Modified: 2021-12-03
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https://demo-mendel.greycortex.com/network_inventory.xhtml?state=78ec5ebfdc55602fdcbc47df873b6cc3
https://demo-mendel.greycortex.com/network_analysis.xhtml?state=c19fc80e3fe8ec17ac4caf649718f9e3
https://demo-mendel.greycortex.com/events.xhtml?state=67778038aa6e12fd638e98d8801cced5

Malware, Exploits and Hacker’s activities

Known Threats

Projevy nebezpecneho chovani
= C&C odchozi komunikace

= Utoky hrubou silou

= Skeny
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https://marty.greycortex.com/events.xhtml?state=57f3d6eb931ebb507d3b225124c9ef0a
https://demo-mendel.greycortex.com/events.xhtml?state=c42b9f327b5204f65ee0bdbb19a777d5
https://demo-mendel.greycortex.com/events.xhtml?state=8dfba22d16672ed4b4b26f8d00f21d1f
https://demo-mendel.greycortex.com/events.xhtml?state=01e4a606cf93fcc6900b3b3480d5d4a0
https://otdemo.greycortex.com/events.xhtml?state=db1504bde842a86bd032c30e88422088

Security Policies

Co neodpovida best practices interni sité?

Prostupy kritickych segmentu a systému

Pristupy privilegovanych AD uctu

Plain-textové autentizace a nesifrované protokoly

Administrativni pristupy — vzdalena sprava (TeamViewer, AnyDesk, ...)
VPN pfristupy (SoftEther, pristupy z vnejsku)

Aplikace — coin miners, TOR, P2P, ...
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https://demo-mendel.greycortex.com/events.xhtml?state=75f9bed031a42c15ec5f84f6137b94bd
https://demo-mendel.greycortex.com/events.xhtml?state=06f7ad3a4bcd44fd9f88fb5a3e85f572
https://demo-mendel.greycortex.com/network_peers.xhtml?state=24ee72d8b92b56fc7fafd5106cef2b4e
https://demo-mendel.greycortex.com/network_peers.xhtml?state=9d38026bae74e58cc757bd998d13dba5
https://demo-mendel.greycortex.com/events.xhtml?state=d5b3edcc62844f6ed0fc9db30d1e23d5
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