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Eﬁ%ﬁ*}? y Act (EUCA) sets the ground to establish an
ram rk Tor cybersecurity certification of ICT product and

services

One of the objectives of the EUCA is to increase the level of
trust in ICT services and products by introducing an EU-wide
security certification providing for common cybersecurity
requirements and evaluation criteria across national markets
and sectors.

ENISA will play a key role. It has been tasked with developing
and maintaining a cybersecurity certification framework,
building on existing best practices, with a view to
increasing the transparency of the cybersecurity
assurance of ICT products, ICT services and ICT



Proliferation of Schemes
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Uneven Landscape




CSA’s activities in Cloud Assurance and
Certification
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EU SECURITY CERTIFICATION
Cloud Controls Matrix



Trust in Cloud by Certification FUSEC
The European Security Certification Framework (EU-SEC) s

EU SECURITY CERTIFICATION

EU-SEC aims to create a framework
under which existing certification
and assurance approaches can co- ﬁ%@ @
exist. It has a goal to improve the [Ah R e 8
business value, effectiveness and Cusamer (€50 Assurance B8

thl. Co') Cloud Security Cloud Service
BN Certification Provider (CSP)

efficiency of existing cloud \

security certification schemes. G EUSEC s

* Multiparty Recognition . .
Framework (MPRF) for cloud "enon s Gove™
security certifications, e

* Continuous Auditing-based Auditing Services

Certification (CACQC)
* Privacy Code of Conduct (PLA

Co(C), and u
- Governance Structure for EEE
trustful and compliant use of Competent Acthorty

C I O u d C 0 m p u t i n g This project has received funding from the European Union’s HORIZON Framework Programme for
research, technological development and demonstration under grant agreement no 731845.



FUSEC

EU SECURITY CERTIFICATION

Multiparty Recognition Framework
Objectives 5

* Minimize the burden for a CSP
* Guide cloud stakeholders in understanding the certification landscape
* Streamline the cloud compliance

This project has received funding from the European Union’s HORIZON Framework Programme for
research, technological development and demonstration under grant agreement no 731845.




Multiparty Recognition Framework
Requirements Collection and Analysis

EU SECURITY CERTIFICATION
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Multiparty Recognition Framework
Lifecycle Overview 5 EUSEC

EU SECURITY CERTIFICATION

Multiparty Recognition Framework

£l

1

ER

1 :

Multiparty = |
Recognition =g Multiparty Recognition :
Lifecydle ' Framework
Process i “ — |
85 = - .
£ g Security Controls/Requirements
3 & EU-SEC | - .
g ] Repository Privacy Requirements ;
& Evidence/Auditing Reguirements f':

This project has received funding from the European Union’s HORIZON Framework Programme for 1 1
research, technological development and demonstration under grant agreement no 731845.
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For some cloud customers in heavily
regulated industries such as banking,
(bi-)annual certificates are not good
enough.

They need CONTINUOUS

assurance.

This project has received funding from the European Union’s HORIZON Framework Programme for 1 2
research, technological development and demonstration under grant agreement no 731845.




EU-SEC introduces: continuous audit-based
certification J CUVEL

aditional certification”
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3 assurance levels

@ EUSEC

Continuous Certification

Extended Certification with Continuous

Salf-assessment

Continuous Self-assessment

‘echnological development and demonstration under grant agreement no 731845
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Continuous Auditing-based Certification
Methodology - phases J R

1. Preparation: mainly devoted to the

operationalisation of the controls |

* This initial setup is performed once
« SLO’s and SQQO'’s are defined to
describe controls

* The output are: scope, SLO/SQO
and frequency of assessment. v

2. Collection: devoted to the collection
of evidence

v

3. Measurement: the metrics are
applied to the collected evidence.

4. Evaluation: it checks if an objective

S
This project has received “J”dl”g from the Eutopean Union’s HORIZON Framework Plogiamme for

_,‘ . c e rt i ﬁ C at i o n: a C C O rd i N g to t h e re S U I t - research, technological development and demonstration under grant agreement no 731845,




5 EUSEC

EU SECURITY CERTIFICATION

Conclusions

* The current cloud certification landscape suffers of issues, such us: proliferation
of schemes, lack of clarify, difficulties to compare existing schemes, lack of
guidance of which scheme is suitable for what level of assurance.

The cloud certification framework under the Cybersecurity <Act should:

* Foster simplification and clarity

* Guide private and public companies to obtain the right level of assurance
* Increase user’s trust in cloud services

* Facilitate free flow of data and support competitiveness

Likely the new cloud framework:
* Wont increase the compliance effort of mature CSP
*  Will force less mature CPS to improve their security posture

* Increase the level of transparency and accountability across the cloud supply
chain

This project has received funding from the European Union’s HORIZON Framework Programme for
research, technological development and demonstration under grant agreement no 731845.







I/-Ielpful Links

A WWW.CLOUDSECURITYALLIANCE.ORG

Cloud Controls Matrix sa A &

https://cloudsecurityalliance.or bbm
g/working-groups/cloud-controls- s e
matrix/#_downloads

Open Certification Framework

https://cloudsecurityalliance.org
/working-groups/open-certificatio
n/#_overview
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EU SECURITY CERTIFICATION https://www.sec-cert.eu
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