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MDR observed a pattern of events where an adversary attempts to clear Windows Event logs on a
specific host using the wevtutil.exe utility. The wevtutil.exe utility is a legitimate Windows command-
line tool used for managing event logs. However, its misuse to clear event logs can indicate
malicious intent, as adversaries often attempt to erase their tracks and evade detection by removing
any evidence of their activities. Host has experienced multiple attempts to clear Windows Event logs
using wevtutil.exe with distinct command lines. Windows Event log channels that are most often
deleted by adversaries are: System, Application and Security.

It is important to note that while clearing event logs using wavtutil.exe may not always be indicative
of malicious activity, multiple attempts, especially with different command lines, raise significant
concerns
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Assignee John Doe Executables
Incident Timeline .
Time created 2 days ago - Dec 1. 2024, 10:11:11 AM
Last update 3 min ago - Dec 3. 2024, 10:11:11 AM
Author ) In progress

Tags Needs more investigation

(7 Comments

Description

On Desktop-D561G, rundli32.exe executed with an unusual command line, and wslservice.exe made an HTTP request to https://api.github.com. while
taskhostw.exe accessed LSASS, suggesting credential dumping. XDR correlation with EntralD revealed identity anomalies—John.Doe@company.com had
multiple failed logins before a successful RDP session from an unusual external IP (45.33.XX.XX), followed by psexec.exe execution on Server-X123,
indicating lateral movement. Meanwhile, svc-backup@company.com was flagged in EntralD for rare administrative actions, correlating with shadow
copy deletion and log clearing, suggesting potential service account compromise. The combination of compromised identities, endpoint tampering,

and credential theft suggests an ongoing ransomware attempt or unauthorized persistence, requiring immediate containment.
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mate €as ani rozpocCet na vlastné monitorovanie prostredia

Ak nikto nemonitoruje prostredie, neviete, Ze sa nieCo deje. Nezachyteny
utok sa moze rozvinut’ do nie€oho horsieho — napriklad ransomvéru

ESET ma €as aj know-how na nepretrzité monitorovanie vasho prostredia
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