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Zakaznik

° verejna sprava
* prevadzkovatel zakladnej sluzby

* problém?
o phishingove utoky
o hrozby priamo zvnutra
spolocnosti
o zakon €.69/2018 Z.z. o
kybernetickej bezpecnosti
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Iny typ kompromitacie

Phishing email
with malware

Bezpecna siet
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Malvér cez USB
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ENTERPRISE INSPECTOR

ALARMS

PTS

Alarms | v v
ALARMS  (50) SEVERITY
A Rule System utility was executed test [AD403] 0

ARJE‘
ARJE

ARJE

ARJE‘

ARJE
A rue
AR.JE
A ruie
A rue
ARJE
A rue
AR.JE

Unpopular process has started from %Temp% [

System utility was executed test [A0403] ﬂ
System utility was executed test [AD403] 6
Common AutoStart registry modified by unpeopular process [A0103]

Cmd.exe executed with '/c' by unpopular process [A0400] 0

Unpopular process has started from %6Temp%: [Z0402]

ion or modification [B0402] ﬂ

Service insta
Windows Firewall rules manipulation [B0202]

Unpopular process has started from %aTemp'a

n32/Bundled.

ted application: @ApplicUnsa
| System wtility was executed test [A0403]

System utility was executed test [A0403]

System utility was executed test [AD403]

Unpopular proces

as started from %eAppData/%:ProgramData% [

Unpopular proces started from %AppData®:,/%ProgramData% [Z

Unpopular proc

started from %AppDCatade/s

Unpopular proces:

started from %:AppDatades™

Unpopular proc

started from %AppDCat;

(B - - R - - - - -

Unpopular proces

s started from %AppCatate/FeProgramDatas [2
Common AutoStart registry modified by unpepular process [A0103]
EXE patching or dropping [B0304]

Common AutoStart registry modified by unpepular process [A0103]

Anrllivims Potentially w ted application: @ApplicUnwntWin32, A
A Rule System utility was executed test [AD403] 0
A Rule System utility was executed test [AD403] 0
A Rule Unpopular process has started from %AppData ProgramData% [Z 6
A noo- lnrr slvr e b rbarknd framn O & naMadndl @6 Menneans Pada0f (5]

RESOLVED x

PRIORITY

RESOLVED

TIME ~

7 hours ago

7 hours ago

2 days ago

2 days ago

2 days ago

2 days ago

2 days ago

2 days ago
one week ago
one week ago
one week ago
one week ago
one week ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago

2 weeks ago

2 weeks ago

2 weeks ago

2 weeks ago

2 weeks ago

2 weeks ago

COMPUTER

-8Q000GOLIR
Cl WIN-3QOO00GO1IR
] JAMKECH.hg.eset.com
C| JAMKECH.hg.eset.com
Cl JANKECH-TVM3

Cl JANKECH-TVM3

Cl JANKECH-TVM3

Cl JANKECH-TVM3

Cl JANKECH-TVM3

Cl JANKECH-TVM3
CL'&“ kech-tvmB

I;l JAMKECH.hg.eset.com
] JAMKECH.hg.eset.com
Cl WIN-3QOO00GOLIR
[ jarikech-tvma

Cl JANKECH-TVMS

] JANKECH-TVMZ

] JANKECH-TVM3

Cl JANKECH-TVMS

Cl JANKECH-TVMS

Cl JANKECH-TVMS

Cl JANKECH-TVMS

] JAMKECH.hg.eset.com
] JAMKECH.hg.eset.com
I:l Jankech-tvm1l

e

EXECUTAELE

el_demo.exe

AEMAgent.exe
AEMAgent.exe
AEMAgent.exe
AEMAgent.exe
AEMAgent.exe

AEMAgent.exe

tasklistexe

netstat.exe

) ACRAR it e

61.0.3163.79_60.0.3112.113 chrome_updater.ex

PROCESS NAME (ID)

P> reg.exe (3068)

P tasklict.exe (137396)

P netstat.exe (138400)

P cmdexe (7372)

P eci_demo.exe (7580)

P tasklist.exe

P netstat.ene (38952

P reg.exe (3336)

P AEMAgent.exe (8160)

P AEMAgent.e:

P AEMAgent.e)

P AEMAgent.e)

P AEMAgent.e)

P AEMAgent.exe (6940)

P> tasklist.exe (57756)

P netstatens

P> 61.0.3163.79_60.0.3112.113_chrome,
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RULE

System wtility

Unpopular process b

System utility w

System utility w
Common AutoStart 1
Crmd.exe executed w
Unpopular process b
Service installation o
‘Windows Firewall ru

Unpopular process b

System utility was ex

System utility w

System utility w

Unpopular process F
Unpopular process F
Unpopular process F
Unpopular process F
Unpopular process F
Unpopular process F
Common AutoStart 1
EXE patching or drog

Common AutoStart 1

System wtility

System utility

Unpopular process F
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ENTERPRISE INSPECTOR

Filecoder behaviour [Z0601]

SOURCE
CATEGORY
OCOURED

PRICRITY

REPUTATION
POPULARITY

FIRST SEEN

CATEGORY

EXPLAMNATION

MALICIOUS CALUSES

BENIGMN CAUSES

RECOMMENDED ACTIONS

ALARM TYPE

SOURCE RULE

OLCCURRED

TRIGGERED

ESET LiveGrid® ] findeppc-128

Alarm details

+ E winlogon.exe (468)

svchost.exe + E] userinit.exe (3096)

behaviour [20601] SIGNATURE TYPE + Iﬂ explorer.exe (3128)

Filecoders SIGMER NAME

]

11 minutes 390 - Mar 7, 2018, 4:57:39 PN SEEN ON 2 computers — E' outlook.exe (2200)
1] FIRST SEEM one day ago - Mar 6, 2018, 2:55:50 PM

LAST EXECUTED 11 minuUtes 300 - Mar 7, 2018, 4:57:38 PM - @ wirword.exe (1860)

[#essssses] PARENT GROUP Finance Department

LAST CONMECTED 3 minutes ago - Mar 7, 2018, 5:05:32 PM

B OEAEAS

ONe year ago LAST EVENT 4 minutes ago - Mar 7, 2018, 5:05:02 PM

AGENT VERSION

o8 Windaows 7 1 Pov

Unpopular process has started from

with & duplicate sxtension created on top of & popular file sctension (Such B Jpg. O] NEL Dedn Créghéd That ly indCHte BCtiaty

oiTivare enonypt! ng Tiles.

Powershell.exe executed unpopular process [A0408)

Generated by ransomiwane when encrypting files

Sametimes used by egTmatle program 10 ok fensune ExXCILSNE A00835 o some file. Usually used on'y on ane or fes flas, don-System process with Fyslam pro

Are they encrypied? Is there any reason for adding a
he executable for analysis. Locate encrypted flies EXE file creation of modification [B0302]

2 hony the program réached your company and how w

Filecoder behavicur [Z0601]
Common AutoStart registry modified by unpopular process




+ @ winlogon.exe (468)

+ Q usernnit.exe (3096)
+ @ explorer.exe (3128)
= [>) outicok.exe (2200)

— E] winword.exe (1860)

— E] powershell.exe (2508)







Alarm details
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SOURCE SIGNATURE TYPE

CATEGORY Flecoders SIGNER NAME

OCCURED 5§, {- ¥ '3 2018, 4:57:39 PM SEEN ON

PRIORITY . FIRST SEEN

LAST EXECUTED

o
=

(i)
REPUTATION PARENT GROUP
POPULARITY LAST CONNECTED
FIRST SEEN ONe year 390 LAST EVENT

AGENT VERSION

05




CATEGORY

EXPLANATION

MALICIOUS CAUSES

BENIGN CAUSES

RECOMMENDED ACTIONS

ALARM TYPE

SOURCE RULE

OCCURRED

TRIGGERED




ESET Security Management Ce X [P ESN BN AN o @ Gl Alarm Details - ESET Enterprise In. X Alarm Details - ESET Enterprise Ins, X = ==
D & ht eei

@s[X) ENTERPRISE INSPECTOR

UNGROUPED : [J resowveD X

O ALARMS (12) b SEVERITY PRIORITY RESOLVED OCCURRED TIME ~ TRIGGERED TIME COMPUTE ©)

MS Office application has invoked script interpreter [D0807) 7 Feb 2019, 15:30:39 7 Feb 2019, 15:28:17
Powershell.exe creates network connection [A0502] 7 Feb 2019, 15:30:39 7 Feb 2019, 15:28:17
Powershell.exe executed unpopular process [A0408] .30:39 7 Feb 2019, 15:28:17
Unpopular process has started from %Temp% [Z0402] 7 Feb 2019, 15:30:39 7 Feb 2019
File association for execution was changed by unpopular process [AO 7 Feb 2019, 1° 7 Feb 2019
Unpopular process has started from %Temp% [Z0402] 7 Feb 2019, 15:30 7 Feb 2019, 15:28
EXE file creation or modification [B0304] / 15:30:3 7 Feb 2019
Unpopular process has started from %Temp% [Z20402

A Rule Saving script file [Z0301
Cmd.exe executed with '/c' by unpopular process [A0400]
Common AutoStart registry modified by unpopular process [A0103] 7 Feb 2019, 15:30:3¢ 7 Feb 2019
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ESET Security Management Cc X Alarms - ESET Enterprise Inspector X JAETGINNSEIEEE SN IR NIET NSNS Gl Alarm Details - ESET Enterprise In<. X +

C @ D # htt eei

ENTERPRISE INSPECTOR

Alarm details

TRIGGERED
init.exe (1344)
PRIORITY

SEVERITY [> explorer.exe (1428)

RESOLVED .
+ [> winword.exe (3280)

TRIGGERING PROCESS

COMMAND LINE "CA\Users\Client11\AppData\Local\Temp.\w.exe" /a

PATH TMP" “+ D w.exe (2676)
INTEGRITY LEVEL

EVENT RegSetValu HKCU\mscfile\she
COMPUTER

TRIGGERING EXECUTABLE




ESET Security Management C= X Alarms - ESET Enterprise Inspector X Alarm Details - ESET Enterprise In< X IRAEIENEET SN S NI E IR

C @ D # https//eei

ENTERPRISE INSPECTOR

Alarm details

+ D“‘ eventvwr.exe (3488)
ALARM TYPE Firewall detection

s
THREAT TYPE Suspected botnet detected + [’ cmd.exe 3632)

THREAT NAME Win32/Agent.AAED

IP PROTOCOL Transmission Control Protoco

A wexe (3324)
SOURCE IP 0 111:491C

DESTINATION IP
OCCURRED
TRIGGERED

THREAT HANDLED

RESTART NEEDED ( > 4 D‘ winword.exe (784)

ACTION TAKEN




Bezpecnosti Specialisti
potrebuju chranit
kompletne cely perimeter

(esD)

Uto&nikom staéi najst
jedno slabé miesto



Svet sa meni a rovnako aj ESET

Cielené )
utoky Sulad

RN emIls Detekcia spravania

Strojové ucenie
Ransomware

Bezsuborové Utoky N =X UEFI

\ E-T? ’/‘ —

Kyberneticka vojna



BEZPECNOSTNI IT EXPERTI
NA VASE) STRANE

Dakujem za pozornost.
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