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Sergei Butenko
Head of Modern Data Center division, 
NEE region

Estonian Government Cloud – 
way to tackle challenges

Board member
Estonian Government Cloud
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Riigipilv

X-Road Digital signature

ID-CardE-Tax

E-Register of 
population E-School

E-Police E-Health E-ResidentPrivate CloudE-Voting

Mobile IDE-PrescriptionE-InvoiceData Embassy

Faster VM provisioning 
Vs standard Public RFP

(Municipal elections 2017)

99
%

Cost savings  in Capex
(Ministry of Environment ‘18)

24
%

Reduction in 3Y Opex
(Center of Registers)

61
%

Nine 9’s Uptime
Vs traditional five 9’s

(RIA survey & audit ’18) 

99,999999999%



75% of digital business applications
will be built not bought by 2020

–Gartner, August 2015
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From idea to production: 6-9 months
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Minimize Application Risk
Before and After

814K USD each data breach cost

50% are unprotected in the cloud

Rethinking risk to achieve 
both speed and safety

Growth in application 
vulnerabilities88%

Vulnerabilities in top 
Docker images30+

Traditional approaches to 
application risk aren’t working

Average number of days 
to identify a data breach197

2.36T is average data loss

82% of responders not prepared to 
address future business challenges
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C
loud Tiering 

Target

Data Embassy 

Elastic
Cloud Storage

https://accesspoint.yourdomain.comhttps://accesspoint.yourdomain.com

Site 3Site 3Site 1Site 1
Site 2Site 2

IoT Data Repository

In-place Analytics on 
Geo-distributed Data

Cloud 
Gateway 

Back-up and 
Archiving 

Backup LTR

CloudPools CloudArray

CloudBoostObject A
s A

 

Serv
ice



8of 45

Cloud Native Apps
(web/mobile)

Cloud Backup Sync 
& Share

AnalyticsIoTTiered 
Archive

Cloud 
Gateway

SITE 1
SITE 2

SITE 3

Traditional/“Platform 2”Traditional/“Platform 2” Cloud Native/“Platform 3”Cloud Native/“Platform 3”

Scale Effortlessly - Store Efficiently - Access Globally

SINGLE, 
GLOBAL, 
SHARED

Supporting A Wide Variety Of Workloads
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Verizon 2018 Data Breach Investigations Report
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Adversaries Exploiting Your Blind Spots

Adversaries are bypassing anti-malware and traditional security controls, allowing them 
to go undetected for months or sometimes even years. 

Organizations often not prepared to respond and face prolonged data recovery times.

Source: SecureWorks Targeted Threat Response 
Engagements

 Breach & Dwell Time Incident & Response

170 Days Average 28 Days Average

Challenges:
• Disappearing perimeter  Lack of Visibility 
• Cloud, Mobile, IOT  More points of exposure 
• Skills Shortage  spread to thin, too much information
Requirements:
• Adaptive framework  responds to evolving threat landscape
• Tools, knowledge, and expertise reduce breaches and dwell time

Challenges:
• No clear understanding of business 

impact
• Often delayed due to lengthy data 

recovery 
Requirements:
• Framework for prioritized recovery 

of business processes
• Integrated incident response and 

data recovery plan
Role of Cyber Recovery Solution
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VxRail simplifies lifecycle management 
Sustained and delivered as a single 

software update- no more testing, 
sequencing, and validating

Integrated Software

SDS

Hypervisor

Software governance

Virtualization Management

BIOS

Components Firmware & Drivers

NIC Firmware

1

2

2

3

1

4

1

2

1

2

5

4

3

6

1

4

2

3

Critical Releases Maintenance Releases

Jan Feb Mar Apr May Jun Jul Aug

* Example only, not reflective of actual  
VxRail software packages

GO FROM 
ONE GOOD 

KNOWN 
STATE TO 
THE NEXT

S
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e
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dw
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Secure, Protect, Archive and Recover Your Apps – 
Wherever They Run

Secure APIs

Detect & Respond Protect & Recover

Minimize Vulnerability 
Windows
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