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/5% of digital business applications
will be built not bought by 2020

—Gartner, August 2015
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- Modernize Your Existing Application Portfolio

Dell Technologies Services helps A3‘/«ou to assess, replatform, or refactor existing apps
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Minimize Application Risk
Before and After

Traditional approaches to
application risk aren’t working

88% S
197
30+

Average number of days
to identify a data breach

Vulnerabilities in top
Docker images
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Rethinking risk to achieve
both speed and safety

814K USD each data breach ¢
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2018 Data Breach
Investigations
Repor
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Who's behind the breaches?

73% I——
perpetrated by outsiders

28% I

involved internal actors

2% 0

involved partners

2% 0
featured multiple parties

50% I
of breaches were carried out by organized
criminal groups

12% .

of breaches involved actors identified as nation-state or
state-affiliated

Who are the victims?

249, I
of breaches affected healthcare organizations

15% N
of breaches involved accommoedation and food services

14% I
were breaches of public sector entities

58% II——

of victims are categorized as small businesses

What tactics are utilized?

48% I

of breaches featured hacking

30% I
included malware

17%

of breaches had errors as causal events

17% I

were social attacks

12% .

involved privilege misuse

11% .
of breaches involved physical actions

What are other commonalities?

49% I—

of non-POS malware was installed via malicious email'

76% I——
of breaches were financially motivated

13%
of breaches were motivated by the gain of strategic
advantage (espionage)

68%

of breaches took months or longer to discover




Adversaries Exploiting Your Blind Spots

Adversaries are bypassing anti-malware and traditional security controls, allowing them

to go undetected for months or sometimes even years.

Organizations often not prepared to respond and face prolonged data recovery times.

Challenges:
Disappearing perimeter _ Lack of Visibility
Cloud, Mobile, IOT - More points of exposure

Skills Shortage _, spread to thin, too much information
Requirements:

Adaptive framework _, responds to evolving threat landscape

Tools, knowledge, and expertise reduce breaches and dwell time

@DAD

No clear understanding of business
impact
Often delayed due to lengthy data
recovery

Requirements:

Framework for prioritized recovery
of business processes

Integrated incident response and

Role of Cyber Recovery Sotttion



VxRall simplifies Iifecycle management
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Secure, Protect, Archive and Recover Your Apps — @
Wherever They Run

Secure APIs Minimize Vulnerability

Windows

Detect & Respond Protect & Recover
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