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Reasons to became the Cyber Powerhouse

§ The Government as facilitator
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Reasons to became the Cyber Powerhouse

§ The Government as coordinator
§ The government as a business catalyst

§ Making the startup incubator and accelerator




Beer Sheva — Cyber Capital, Cyber Eco

GAV-YAM NEGEV ADVANCED TECHNOLOGIES PARK

Advanced Technologies Park in Be er\,‘v Sheva

In Cooperation with Ben-Gurion University (
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Reasons to became the Cyber Powerhouse

§ The Government as coordinator
§ The government as a business catalyst
§ Making the military a startup incubator and accelerator

§ Investing in human capital
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Reasons to became the Cyber Powerhouse

§ The Government as coordinator

§ The government as a business catalyst

§ Making the military a startup incubator and accelerator
§ Investing in human capital

§ Embracing interdisciplinarity and diversity




Beer Sheva — Cyber Capital

HISTORY IN THE MAKING

Four Years of Development
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Reasons to became the Cyber Powerhouse

§ The Government as coordinator

§ The government as a business catalyst

§ Making the military a startup incubator and accelerator
§ Investing in human capital

§ Embracing interdisciplinarity and diversity

§ Rethinking the cyber box




Israel Cyber Directorate

§ Protection of Civilian Cyber arena
§ Cyber Force and Capacity Building
§ International Relationships
§ Operative cyber protection —
§ National CERT
§ Sectorial CERTS
§ Cyber Eco System
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Flagship - Israel Energy, Water &
Critical Infrastructure CERT




Energy CERT — Beer Sheva




Energy CERT — Goal

To enable near real time
| 5
y % oversight of the Energy & Water
sector, at the cyber security layer
and at the production layer in
order to upgrade the resilience

A ==\ and/to ensure the delivery of the
('

essential public services under

the Ministry Of Energy




Energy CERT — Main Objectives

National integrated
oversight on cyber
event

Sharing and
producing added
value information
like earthquake,
floods, missals

Sharing information
regarding cyber
events and threats

in the (War) and more A
Energy & Water National
sector ‘ collaboration and
24 X 7 overview cooperation
‘ of SIEM logs of toggther with the
Forensic and the National CERT

investigation infrastructures
Assistance to capabilities using
handle and big data the
response with security feeds

cyber events
(Blue Teams)
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Energy CERT — Main Domains

Investigations
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Digital Forensic
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Energy CERT

Information Sharing Energy CERT Observed Bodies
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PROCESS

Effective organizational placement
Consolidation of CND functions
Authority, recognition of swim lanes
Repeatability tempered with agility

Energy CERT —

Comprehensive Program Concept

PEOPLE

Diverse, deep experience in IT, offense & defense
Out-of-the-box thinking like the adversary
Understands constituency mission, networks
Trust, credibility, strong stakeholder connections

Quality >> Quantity

TECHNOLOGY

Mix of modern FOSS & COTS

Data fusion from across constituency
Maintain parity with threat
Relevancy to IT assets, mission







