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{#) Pain Points

Alert Fatigue Skills Shortage Attack Sophistication
Too many alerts & false positives - Skilled resources are scarce Ransomware is the biggest
can result in being already and tools are complex digital threat

exploited (and unaware)

© Fortinet Inc. All Rights Reserved. 6



j £ § L.
-;—@ ,

EVERYWHERE




- B - > S = I < R

* .
© FortiAl
FortiAl is a generative Al security assistant for SecOps teams to offload their workload.

FortiAl uses FortiGuard lab's high-fidelity security data and is continuously monitored and improved by

FortiGuard Security experts.
' Can you provide a summary of the latest security incid < ’
[
Example Prompts Al Capability Security and Privacy
« Can you provide a summary of the latest security « Assist SOC analysts of all skill levels to augment their FortiAl is meticulously designed for privacy, accuracy, and
incidents detected? abllity for incident investigation, response and threat safety. It carefully conceals sensitive information and
« Could you assist in identifying any anomalies in our hunting. strictly acquires only verifiable, factual data to minimize the
network traffic? = Interpret security events, generate a detailed summary,

Is there any unusual behaviour observed from specific
user accounts we should investigate?

Are there any known exploits or vulnerabilities that we
need to remediate immediately?

Is there any unusual outbound network traffic that could
indicate data exfiltration?

potential impact, and remediation recommendations.

« Simplify platform usage with natural language prompts,
like creating complex database queries and generating
reports, writing event handler and correlation rules and
executing many product functions during typical
workflow.

risk of Al-generated errors. Additionally, robust security
measures are in place to protect the Generative Al against
hacking attempts or data poisoning, ensuring the integrity
of its outputs. Furthermore, the Al provides users with
Insights into the potential risks associated with
recommended actions and utilizes built-in role- based
access control to safeguard against unauthorized access.




Are my private date safe?

@OpenAl
& {5 Bard
Product XYZ @ 06 © @Other

eQueryTransformation 9 Response Shaping

Vector DB and
pre/post processing

Vendor and security intel, Adds complete query detail Builds out a complete
product detail, and examples needed to elicit an accurate relevant and actionable
to augment the Al engine contextual Al response user response

and add contextual accuracy

Cloud Al engine data sharing is limited to explicit customer interaction content. N

&S(FE)C.urlty Sensitive information can be automatically masked before sharing.
== rvacy The assistant does not itself share or provide access to customer data.




What can you help me?

FortiAl

Hi, how can | help you?

vies po slovensky? vies odoivedat v slovencine?

Ano, viem komunikovat v slovenéine. Ako vam mdzZem
pomoct?

© Fortinet Inc. All Rights Reserved. 10



F-RTINET



	Snímka 1: Kyberbezpečnosť s Mozgom Ako AI (z)mení hru
	Snímka 2: SOC Maturity Modeling
	Snímka 3: SOC Maturity Modeling
	Snímka 4: SOC Maturity Modeling
	Snímka 5
	Snímka 6: Pain Points
	Snímka 7
	Snímka 8
	Snímka 9: Are my private date safe?
	Snímka 10: What can you help me?
	Snímka 11

