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Sektor Zdravotnictva z pohfadu NBU

Sulad na zaklade auditnych sprav

VYHODNOTENIE SEKTORA ZDRAVOTNICTVO

SULADY 45,75 %
CIASTOCNE SULADY 16,93 %
NESULADY 25,54 %
NEAPLIKOVATELNE 6,05 %
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EMEA Healthcare Threat Landscape 2025
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FortiGuard Labs 5 | 9 b n

Growth Year over Year

63.51%

Intrusion Prevention
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9.8bn

Malware Distribution
Activity

40.8M

Cyber Kill Chain Model

Limited disclosure, restricted to the community.
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EMEA Exploitation Attempts 2025

Healthcare

ATT&CK’
TA0001 - Initial Access

T1190 - Exploit Public Facing Application

T1195 - Supply Chain Compromise

Exploit Attempts Distribution by Signature
@ MIS.SMB.Server.Trans.Peeking.Dat...
@ Apache.Logdj.Error.Log.Remote.C...
@ OpensSSL.Large.Message.Size.Han... 43.3M (5.3%) —.
@ Generic.Path.Traversal.Detection :
@ NTP.Zero.Transmit.Timestamp S SMIGSRIEe

@5SSLv3.POODLE.Information.Disclo...

@ DigiNotar.SSL.Breach 54.1M (6.6%) ——
@ Bash.Function.Definitions.Remote...
@ Web.Server.Password.File.Access 65.6M (8.0%) —

@ Cross.Site.Scripting

108.1M (13.1%) —/

27.1M
39.6M (4.8%) 3:3%)

Behavioral Trend Analysis by Month Current detections
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Behavioral Trend Analysis by Signature
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Limited disclosure, restricted to the community.

Targeted Vulnerabilities
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EMEA Brute Force Attacks 2025

Healthcare

ATT&CK’
TAO006 - Credential Access

T1110 - Brute Force
+T1110.001 - Password Guessing
- T1110.003 - Password Spraying
+T1110.004 - Password Stuffing

Brute Force Attacks Distribution by Signature
@SMB.Login.Brute.Force

@5SSH.Connection.Brute.Force

@ SIPVicious.svcrack.Brute.Force.Login

@ MS.SQL.Server.Brute.Force.Login

@ SMTP.Login.Brute.Force

10.4M (28.2%) ——

Behavioral Trend Analysis by Month

Behavioral Trend Analysis by Signature

@ Current Year  Last Year
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Limited disclosure, restricted to the community.

Current detections

36.90M

Last year detections

27.98M

Growth YoY

31.89%

Targeted Applications
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EMEA Malware Distribution 2025

Current detections

40.76M

Hea Ithca re Behavioral Trend Analysis by Month
ATT&CK® @ Current Year = Last Year
TA0002 - Execution
T1204 - User Execution
- T1204.001 - Malicious Link
- T1204.002 - Malicious File
1.2M 1.6M 0.7M
T1203 - Exploitation for Client Execution T e
January February March

T1059 - Command and Scripting Interpreter

Malware Distribution by Signature

@ Riskware/Tftpd 0.6M

@Riskware/PCldentidad 0.7M (1.9%)(1-6%)

@ PowerShell/CONEXION.5461!tr
@ Linux/Mirai.REALItr

@ HTML/Refresh.AUD!tr

@ Riskware/Application2

@ W32/AI.PALLAS.SUSPICIOUS

@ Js/Phish.BYR!tr

@ MSIL/Agent.RYL!tr.dldr

@ MSIL/Kryptik AIWZ!tr

34.7M (92.1%)

35.5M
Last year detections
7.38M
Growth YoY
: 1.6M
o 451.96%
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Behavioral Trend Analysis by Signature
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—EMEA Denial of Service Attacks 2025

Healthcare

ATT&CK
TA0040 - Impact

T1498 - Network Denial of Service
+ T1498.001 - Direct Network Flood
+T1498.002 - Reflection Amplification

T1499 - Endpoint Denial of Service
- T1499.002 - Service Exhaustion Flood (DNS)

Scan Attempts Distribution by Signature
@BlackNurse.ICMP.Type.3.Code.3.Flood.D...
@DNS.Amplification.Detection

@ Linux.Kernel.TCP.SACK.Panic.DoS

@ Digium.Asterisk.PJSIP.Contact.Header.DoS
@ MIS.Windows.Server.iSCSI.Target.DoS

@® MySQL.MaxDB.HTTP.GET.Request.Buffe...
@ Ms.Windows.Vista.DHCP.DoS

@ MS.Windows.TCP.IP.Integer.Overflow

@ IMAP.LOGIN.Command.Buffer.Overflow
@® MS.Windows.NAT.Helper.DNS.Query.DoS

Obn (20.2%) —_

Behavioral Trend Analysis by Month Current detections
@ Current Year  Last Year
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Limited disclosure, restricted to the community.

Targeted Vulnerabilities
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Safeg u a rded by AI -powe red Sec u rity Comprehensive security across your entire

attack surface - Networks, Files, Web, SaaS,
Data and Devices. Includes ATP and UTP.

Simple FortiGate Bundles e ———— Pl -

Each bundle, builds on the other "Lllﬁm@mﬂg

Advanced protection across network
and web., Includes ATP. Blocks more
threat vectors.

Essential First Line of Defense.
Protects against known network
intrusions and malware.

¥

el
\ /

Add SaaS + Data + Device
Security and Zero-day Protection

Add Web Security
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FortiSwitch Secure Ethernet Switching

A secure approach to Ethernet

Secure

NGFW security
visibility and
control to Ethernet
networking

Simple

Zero touch
deployment

Easy to manage
whether integrated
or standalone

Scalable

Deployments from
the smallest branch
to largest campus

F——=T"“=F—=7T IfF aET_
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FortiAP Secure Wireless LAN (((0)))

A secure approach to Wi-Fi networking

Sy

e

S

Secure Flexible Resilient
SSIDs directly Manageable via Quad radio design
controlled and FortiGate, Cloud, or for access +
secured by SASE, on-prem, troubleshooting
FortiOS hardware or VM Intelligence at all

levels for peak
connectivity
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Fortinet’s Unified SASE Solution for Secure Access

)

Remote
Users
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Thin
Edge
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Branch,
Campus

\_

ot

SSE
FortiSASE

SD-WAN
FortiGate

Flexible Enforcement, Connectivity

SWG

Secure Internet Access

FWaa$S
Secure Internet Access

CASB, DLP

Secure SaaS Access

DEM

Digital Experience

RBI

Remote Browser Isolation

Universal ZTNA
Secure Private Access

SD-WAN
Connectivity, Private Access

Al-Powered Intelligence

@

Internet

salesforce

Public Cloud

EEE Data
5= Center

Private Cloud
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Fortinet Unified Agent Evolution

Continuous Innovation, Wide adoption with over 20M endpoints deployed

Evolution of Secure Access Integrated Endpoint Security

@)

VPN Only Endpoint Management Universal ZTNA Endpoint Endpoint Detection
(Saa$S / On-prem) (with IT Hygiene) Protection (EPP) and Response (EDR)
» Remote Access » Centralized Endpoint » Continuous Posture » Al Powered Anti-Virus * Behavior-based
VPN only Management Validation  Application firewall Protection
* Endpoint Telemetry * Vulnerability Scanning « Ransomware protection » Extended automated
and Visibility and Patching Policy responses

* Web Filtering * Threat hunting
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Fortinet Deception Solution
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FortiAnalyzer Turnkey SOC

Essential turnkey capabilities for the lean security team

Solution Specs

FortiAnalyzer
Turnkey SOC

Purpose-built for teams managing
both IT and security

Delivers speed, structure, and
visibility in a single platform

Reduces operational burden—no
stitching, scripting, or standing up
extra tools

B LML L e b

Appliance  Virtual Machine Cloud Big Data

NGFW, LAN, SD-WAN, ZTNA, SASE

Threat Intelligence | FortiGuard Labs

@ 0 % @ @

Unified Data Lake

Close security gaps through centralized log
collection and analysis, providing a unified
single source of truth view

Native Threat Intelligence

Stay ahead of emerging attacks with real-time
FortiGuard Labs threat intel, outbreak
detection and loC tracking

Built-in SOC Automation

Streamline processes with ready-to-deploy
SIEM, SOAR, and XDR capabilities, featuring
prebuilt content.

Embedded Al-Assistance

Speed response and enhance efficiency
with Al-assistance for augmented operations

Flexible Deployments

Lightweight deployment options through
horizontal big data scale with appliance, VM,
or cloud deployment
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24/7 Security Monitoring with FortiGuard SOCaaS

FortiGuard SOCaaS

Ensures threats are acted
on—not just detected

Maintains full coverage during
off-hours, holidays, and
staffing gaps

Accelerates maturity without
building a full in-house SOC

B
— *FortiGuard SOCaasS is a simple FortiGate on subscription

& FortiCloud 2 Services ¥ ) Supr

SOC AS-A-SERVICE

@ Service Requests

© MyAssets

B Reports

Detect Respond

Let Fortinet monitor and investigate Fortinet experts will alert teams in
alerts 24/7, notifying you when 15 minutes and provide insights on
something is important and needs the incident and remediation steps.
attention.

Improve

Cloud portal with intuitive dashboards,
on-demand reports, and quarterly
meetings with Fortinet Experts
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