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Nova doba — inteligentna infrastruktura

Globalizacia a globalne
dostupné zdroje

Miliardy mobilnych zariadeni s | Pristup k informaciam v realnom
case

pristupom na internet

Tvarou v tvar: Pomahame;

Novym moznostiam | ZlepsSova t’ Sluzby
Nove] komplexnosti Nové formy komunikécie Redukova t' Naklady
Novym rizikam Riadit’ Rizika

2 © 2010 IBM Corporation



IBM Security Framework: Identity & Access management , potreby a rieSenia .

IBM Security Framework

Solutions

The IBM Security Framework

Security Governance, Risk Management
and Compliance

People and Identity

Data and Information

Application and Process

Network, Server, and End-point

Physical Infrastructure

Common Policy, Event Handling and Reporting
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TAME-SSO ....... Tivoli Access Manager for Enterprise Single Sign-On . . . .. Enterprise SSO

TAMeb ........... Tivoli Access Manager for e-business . . . .............. Web SSO/access control

TAMOS .......... Tivoli Access Manager for Operating Systems . . . ... . ... UNIX/Linux access control

TCIM . ........... Tivoli Compliance Insight Manager . .. ................ Audit management/reporting

DI . ... oL Tivoli Directory Integrator . . . .......... ... .. ... Synchronize info across repositories
TDS............. Tivoli Directory Server . . ... Scalable/available (often embedded) LDAP
TFIM . ........... Tivoli Federated Identity Manager . . .................. Identity transform — SOA and federated
TFIMBG ......... Tivoli Federated Identity Manager Business Gateway . . . . . TFIM “Lite”

TIM .. ..o oL Tivoli Identity Manager . . .......... .. ... User provisioning, recertification, pw synch, ...
TKLM . ... .. Tivoli Key Lifecycle Manager . . ...................... Crypto key management

TSCM . ........... Tivoli Security Compliance Manager . . ................ Server/workstation policy setting/enforcement
TSIEM . .......... Tivoli Security Information and Event Manager .. ........ Event/audit management/reporting

TSOM . ........... Tivoli Security Operations Manager . . ................. 24x7 security operations center
TSPM............ Tivoli Security Policy Manager . . ..................... Entitlement and SOA policy management
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Riadenie identit a pristupov
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Cyklicky proces riadenia identit a pristupov

Define
Controls

. Enroll
L & Proof
\ Users

Monitor,
Audit,
Report

Issue &
Enforce Manage User

Access Control Rights
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Typicke problémy Identity Managementu

» Vytvaranie novych pouzivatelov

» Podpora pouzivatelov

» Odstranovanie nepotrebnych uctov

» Tvorba novych aplikacii
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ldentity Management

Riadenie §
KTO ma PRISTUP ku COMU
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KTO v Identity Managemente

» Pouzivatelia definovani v Identity Managemente su fudia, ktori potrebuju pristup ku zdrojom.

» Pouzivatelia mozu byt interni alebo externi

= Zamestnanci

HR System
, , . Name:  Jane Doe
= Zakaznici Dept: Accounting

L Manager: John Smith

L Address: 10 Main St.

Tel. No: 555-1212

Bus Role: Benefits Administrator

Obchodni partneri

= Obcania

» Kazdy pouzivatel ma identitu a atribaty .

Atributom pouzivatela méze byt jeho rola.
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CO v Identity Managemente

Priklady zdrojov
— Operacny systém
— Databaza
— Aplikacia
— Adresar

Uéet bezne pozostava z
— userid
—heslo
— skupina alebo rola

10

Uget je potrebny, aby pouzivatel mohol vykonavat svoje tlohy.

CO je pouzivatelsky G&et na IT zdroji.

Pristup je zabezpeceny prostrednictvom Uctu. Unix: jdoe

Windows, Linux, Unix
DB2, MS SQL, Oracle
Lotus Notes, SAP
Active Directory

RACF:
jd044595
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Ako je zabezpeteny PRISTUP

i

Pravidla definuju, kto méa PRISTUP ku zdrojom

Pravidla pozostavaju z €lenstva a opravneni

Schva lovaci proces zabezpedi pridelenie
pristupu spravnym fudom ku spravnym zdrojom

Prislusnost ku pravidlam méze byt definovana na —
zaklade roli
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Moznosti automatickej spravy pristupov

Request Based

j
Publikuj = Pouzivatel o
oo katalog = gl poziada e+ - - —
sluzieb pristup L
chvalenie

Pri(,jelenie videlna

pristupu recertifikacia
Hybrid Approach A
A u
Hruba definicia roli Velké zmeny fstup vytvoreny  _ Recertifikacia ¢
- Volitelné = automatické,, ¢ ' | automaticky, dba vynimiek I%
poziadavky ' 'Malé na Ziadost Vynimky a
3N | §) schvalované t

I
O
n

o , ( Automaticka
_=— Definicia RBAC jena v pouzwatelskorn» zmena a kontrola
odelu a pravidiel 'é.eptrlbute vyvola zmenu pristupov

pristupu

12

© 2010 IBM Corporation



IBM Security Framework: Identity & Access management , potreby a rieSenia .

Postup vytvorenia pristupu

Service
(Resource)

» Pouzivatel ma priradenu rolu podla svojej pracovnej naplne
= Na zaklade role su vytvorené pristupy ku zdrojom podla definovanych pravidiel

» Pravidla m6zu nastavovat atribaty pouzivatelov

13 © 2010 IBM Corporation



IBM Security Framework: Identity & Access management , potreby a rieSenia .

1

Zusuladenie ,Co je* oproti ,Co ma byt* - reconciliation

= Vynutenie nastavenie podfla definovanych pravidiel

= Tivoli Identity Manager mdZze modifikovat neautorizované zmeny:
— Rollback
— Accept
— Suspend

= |dentifikacia nevyuzivanych ucétov
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DalSie moZnosti Tivoli Identity Manager
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Bezpecnostny audit a sledovanie log-suborov

M

User Activity ' Compliance
Collect Monitoring \\ Dashboard
& Store ' Custom

Best Practices
Investigate ' Compliance
& Retreive

1501

Log Conti
Report™

Management
Modules

Real Time ,_.5'. Security Event ! Security
Collection / Correlation ] Operations
/ Dashboard
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Co na to analytici?

Security Project Portfolio Placement
ric{(Listed in "Top 5" Priorities)

Top Security Project Priority
(Listed as No. 1 Project)

Ranking Ranking
1 Intrusion Prevention 47.5% 1 Identity Management 20.5%
2 Patch Management 46.1% 2 Data Loss Prevention 13.9%
3 Data Loss Prevention 44 5% 3 Antivirus 10.6%
4 Antivirus 41.1% 4 Firewalls 9.3%
4 Identity Management 41.1% 5 Intrusion Prevention 8.6%
6 Firewalls 37.4% 6 Network Access Control 7.3%
6 Vulnerability Assessment 37.4% 6 Patch Management 7.3%
8 | Network Access Control 355%| g8 |occuntyinformatonand Event | g o,
Management
g | SecuityinformationandEvent | .5 50 | g | strong User Authentication 4.6%
Management
10 1"Ij;rl;rﬁl'u::tta--l»ﬂb‘u::w::.sesa-: or Site-to-Site 31.29% 10 5;&1&&%{:&55 or Site-to-Site 4.0%
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The IBM Security Framework

The IBM Security Framework

Security Governance, Risk Management
and Compliance

People and Identity
Data and Information

Application and Process

Network, Server, and End-point

Physical Infrastructure

Common Policy, Event Handling and Reporting
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IBM Security Solutions
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Otazky a odpovede
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