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CO ROBIT?
Ako postupovat krok za krokom k lepsej KB?

Model Strategicky Takticky

Vyspelosti plan plan

Kam ideme? Co potrebujeme  Ako sa tam Aké st mil'niky?
zobrat do avahy? dostaneme?
AUDIT - Cas . ' vl v zx rz
SECURITY - Postupy Mvu5|||(11e pokryt -Zabez:?eqltl,( ze vas,plan
MANAGEMENT - Technolégie vsetky je realistic ya ma
- alebo - _ rudi nedostatky kontrolu kvality
A uci identifikované v pre kazdy definovany
Certifikacny - Peniaze audite mil'nik
AUDIT - Zakony
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Pristup Atos-u érté%:sR

security

Pochopit Analyzovat| Vybudovat

Prevadzkovat

Your business technologists. Powering progress



...na zaklade “best practices” é}'é%SR

security
Pochopit ‘I‘dentif’ikov’?t' Vyhodnotit rizika Implementovat
p02|adavky normalne (na zaklade scenarov) architektaru
spravanie i i
Definovat kritickost Definovat kontroly
Definovat security systémov & dat (na zaklade scenarov) Vynutit security
metri-y kontroIY cez
technr “logie
Merat stav VVthHOCOV?t' Vyn(tit monitoring
security . zranitel'nosti kontrol za pomoci
Audit . .
technologii
Reagovat na Monitoroyat’a detekovat Pouzit real time
incident “abnormalne” risk management
spravanie technologiu
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3x "musite” na ochranu IT systémov ér%%%

security

Musite #1:

Definovat na mieru usity ramec pre

kybernetick bezpeénost Musite #2:

C ] |

Y kyber-

p . I bezpecnostné
Musite #3: I= technologické

Prevadzkovat kyber-bezpeénostni kapacity
infrastruktiru

Your business technologists. Powering progress Aws



Kyberneticka bezpecnost (KB) AtoS
10 krokov k lepsej KB?

security

©® N O

NnhWNRE

IT Bezpecnostny Expert(i)
IDENTIFIKOVAT Vsetky IT Aktiva
IDENTIFIKOVAT ~Zlaté nugety”

Ja to vsetko? ky KB RIZIKA

NAP ) ategicky & takticky
PLAN ANO!

Vypra x NY”

INVES ®ehnoldgii
IMPLEMENTOVAT metriky pre KB

. Vypracovat a implementovat KB Procesy

10 Zvysit povedomie o KB
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Kyber-Bezpecnosté (KB) Minimum
Co obycajne chyba?

Zabezpecenie fyzického pristupu

Procesy

Politika Hesiel

KB pracovnici

Monitoring Kyber-Bezpecnosti

Segregacia roli

RIESENIE PRE zdielanie privilegovanych opravneni (ROOT / Admin)
Centralizovany monitoring KB udalosti a incidentov(SIEM)
Hardening systémov (vdaka chybajicim baselinom ALEBO
opatreni)

Antivirusova a Malware Ochrana

Sietova Bezpecnost

Zleé praktiky pri programovani

SPRAVNY pristup manazmentu a zamestnancov ku KB

... OVELA VIAC ...
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Zivotny cyklus IT Security Event/Incident  ALSS

security

,—' P
> £
Containment

Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity
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SOC/CSIRT/ ... ATOS MODEL

AUOS
CYBER

security

Communication

Security Operations Center — L1, 7x24 onsite

Monitoring, alarms investigation & response
CSIRT P3/P4 incident handling, communication, coordination,for all CSIRT incidents

Vulnerability reporting

1st line activities cross all other GSS services

\

AHPS
L2/L3

Atos High Performance Security

Sx10 business onsite
7x24 standby

Customer
Infrastructure
onboarding
maintanance
projects

CSIRT
L2/L3

Cyber Security Incident Response Team

5x10 business onsite
7x24 standby

Cyber
Computer Y Threat
. Secunty
Forensics Management
ncident
Management
>~ AN 200000 AL 2 0 5

Endpoint and
Perimeter Threat
Management

L2/L3

5x10 business onsite

7x24 standby

Vulnerability
Management
L2/L3

5x10 business onsite

7x24 standby

Identity & Access

Management
L2/L3

5x10 business onsite

7x24 standby

DETEKCIA

SIEM monitoring

REAKCIA

OCHRANA
(Protection)
AV/Malware/IDS/
IPS/Proxy/NGFW

DETEKCIA

OCHRANA
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TakZe o je Alfa a Omega v Kybernetickej ~ ALOS

bezpecnosti? security

Alfa = uvedomit si, Zze Kyberneticka
Bezpecnost som Ja, ty, vy, komercna
firma, statna firma, proste kyberneticka
bezpecnost je o vSetkom ¢o je/moze byt
IT/ICT

Omega = Manazment Kyber-bezpecnosti
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Dakujem

For more information please contact:
Marian Duda

M+ 421 903 416 694
marian.duda@atos.net
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