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Key trends drive growth in Public Sector

» Economic growth, industrial transformation and demographic
change must be mastered by matching infrastructures and

efficient administration

Mobility, migration and growing urbanization
= Security

= Interoperability

= Transformation

= Limited budgets

»  Siemens is an expert partner supporting Governments to

cope with their challenges and to allow for innovation and
smooth, sustainable transformation

Source: Siemens IT Solutions and Services
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Standalone IT solutions raise administrative costs and =——— =
prevent a secure and transparent rights management

Employees

Customers §
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G2B

Partners
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A host of users require access to resources
in different applications

[
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arketing
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Many administrators are kept busy _ Logistics
repeatedly granting and revoking : —
access rights
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Public Sector organizations have to deliver —
Best external service with lean internal administration

? Q& -, b : .

Administration

Employment &
Pension Services —

Defense &
I_ntelljgence
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Areas of Application for Identity and Access Management

Internal Administration Processes

Unique electronic ID for employees
Lean and automated administration

= for the complete IT landscape
(SAP, Microsoft, IBM, Oracle...)

» Employee self-service

Compliant central user, role or
system based audit & reporting

Organizational white & yellow pages
Easy and secure Access through
= Password management

= Single-Sign-On for portals & web
applications or services

» for physical and logical Security
= Biometric Authentication

Central repository for PKI
(employee card)

Nov-08

G2 Citizen-Enterprise-Government

Unique electronic ID for citizens,
travelers and foreigners

» Large scale ID-repositories
(PKI, NHII, ..) for 10s of millions of
ID profiles

Efficient access management for
eGovernment applications & portals

» Citizen self service

» Single-Sign-On

» Cross organizational
ID-Federation

= Fast deployment of distributed
secure IT-applications and
services — ldentity Federation

» Web-service security for SOA
environments (Service Bus, G2E
or G2G)

= Biometric Authentication
Organizational white & yellow pages

Siemens IT Solutions and Services



Identity Management Drivers and Benefits
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> Let the business focus on
goals

business functions & E“r

»Let apps. focus on
service delivery

» Better controls
»Fewer mistakes
»Better transparency

»Do more with less DY
>Make fewer mistake Q

»Do it more quickly v

Quelle: Gartner, Inc., 2007

Manage
Comply with
Regulations

Contain

o Costs S
Improve
s

SLT = Service Level Target

Siemens IT Solutions and Services
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Government of Canada: Identity and access =

management @ Internet white pages
Challenge €
= One global information system !
» For the Canadian government offices,
= For the administration units and
l! 3 4 ."';- .FJ.
]:'l.

= For all citizens

Standards-based directory for = Improved internal and external

= Public white pages communications

= E-mail integration * |Improved processes in public services

= Printed phone books = Saved 1.5 mil $ within the first two years by

reduction of printed phone directories

= Public Key Infrastructure (PKI) = Reduced calls in the call center
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Government of Canada: Identity and access
management @ Internet white pages

http://direct.srv.gc.ca/
cgi-bin/direct500/BE

Govenment
- Electronic

Directory

Services

Public access:
via Internet

Government Electroni
Secure Application for Directory Services / ,

Key Management Services: based on DirX
Integrated PKI

with Entrust CA 280,000 objects: Internal access
Employees, departments, LDAP clients
e-mail, phone numbers, English and French GUI’s
postal addresses, etc. E-mail integration
100,000 hits / day Local administration by
departments
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Government of Canada

Government Electronic Directory Services

Public Works and Travaux publics et il

Government Services  Services gowvernementaux (:af}ada

Canada Canada
-

(g |

Search GEDS HOME
¢ 8
g 2

Government
Electronic 3
Directory
Services

Direct500

&l
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Search in: Government of Canada or select a specific arganization below,

Enter walue to search for:

| Sumarme, Given name ¥ |

Select which field to search:

Enbzgins wiith V'

Select matching :l:[ilseriq:-n 1o Use:

Examples: {1} Emith {2) Smith, John {3) 613-999-0101 or (8133 993-0101 .
Click here for more el

Government of Canada

Organizations

ABCDEFGHIJLMNOPQRSTVW
A

& Agriculture and Agri-Food Canada
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Dutch Tax Office

= Efficient support of

User Management
Authentication Management
Authorization Management
Monitoring and Auditing

» DirX Directory und DirX Identity Professional
= Synchronization using automated workflows

= Central administration of user accounts and
passwords

= User self services
= Role-Based Access Control

Solution
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» Efficient administration
» Reduced help desks costs
= Higher security

Siemens IT Solutions and Services



Dutch Tax Office
Architectural overview

Belastingdienst
(Tax Office)

é%ltl * Federation

Organization personnel

Target Systems

Web Interface
Active
Directory

Lotus Notes

-t SAP - ERP
—— - User Accounts
Employee - Passwords RACF
- Password synchronization
- Group Assignments
- Consolidation UNIX PAM
- Auditing & BI
- Reduced Sign-on
Sybase
DirX Identity
HelpDesk
Roles

I~
i’\‘, Permissions
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City of Braunschweig

= Simplification of user administration » Automated data update from local authorities

» Up-to-date and consistent data » Employee data always up to date

= Higher security = Better service for the citizens

» |[mproved competitiveness » Cost savings

= Basis for the configuration of new, innovative » | ogically consistent, globally available directory

eGovernment services
= Automated updates of user data

Metadirectory as the central data platform

» Data synchronization from various sources:
e.g. HR data bases, user administration of
telephone systems, PC network or building
management system

» Synchronization and replication tools
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City of Braunschweig
Architectural overview

Siemens IT Solutions and Services




City of Braunschweig
Citizen Portal

% Braunschweig

Startseite
Rat & Verwaltung

. Ohethilraermeister
Rat der Stadt
Stadtbezitksrate

[ ias wio? wie?

I Zentrale Anschriften
Fachbereiche und Referate.
Farmularsemvice
Pressestelle

Stadtpor

Stadtplanuny, Baue
Wohnen

Veranstaltungen

Tourist-Service

Umwelt & Naturschutz
Freizeit & Sport
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RAT & VERWALTUMG

Was? Wo? Wie?

Die Stadt Braunschweiy bietet Ihnen aufden
folgenden Seiten vielfaltige Infarmationen zu
ihren Serviceleistungen an.

Sie finden hier Allgemeines, Kontaktadressen
und detaillierte Informationen zu den
verschiedensten Themen - varm BAMGG, Oher
den Fischereischein und die Lohnsteuerkarte,

i =
Der Blirgerseryvice

his hin zum Fihrungszeugnis, Rentenantrag

und der Begriindung einer Lebenspantnerschatt Dariiber hinaus kinnen Sie,
falls ndtig, auch dazu gehdrende Antrage auf lhren Rechner laden und das
Formular beguem zu Hause ausfillen.

Das Informationssystem der Stadtverwaltung

SUCHE MNACH STICHWORTERN

Stichwiort Alphabetizch:
Q ABCDEF GHI 4 KLM
HMOPOQRST UV WY £
Nov-08
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IAM Solutions at work for public sector

Public Sector

Defense & Intelligence Public Security Public Administration Emp'”’";:t;’;i Pension

Sample Key Customers

= BWI = Metropolitan Police * Dutch Tax Office, NL = AMS Sweden

= Ministries of Defense: London, UK = City of Braunschweig = Deutsche
Germany, = Ministry of Interior = HZD, Germany Rentenversicherung
Switzerland Ital
D\év;;earrin ’ Dae;/artment of Justice § ©12 Germany

= Department of National NL * Canadian Government

Defence, CA = Canton St. Gallen, CH

Selected Enterprise Customers

| @ - ENELE FORTIS -k
DATEV & G((%s

B BrRAUN WP PN
msposrgz SIEMENS  Aua
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Volkswagen AG

Deutsche Telekom



Siemens Secure ID Solutions
IAM, Biometrics, Smartcards, PKI

Target Systems
User & Role Biometrics
: Management Smart Cards Enforcement
Employees E Delegation Secure Tokens POIicy Mgmt.

Partners

Audit

Consolidation — Correlation — Scans — Reports

Customers Public Key Infrastructure
Confidentiality — Integrity — Digital Signatures
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Provisioning Single Sign-On Web Services
Token Mgmt. Federation Security

Portals

Applications

Siemens IT Solutions and Services
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Contact

Austria/CEE:
Horst Bliedung
Director International Sales CEE
|dentity Management and Biometrics
Telephone: +49 (89) 636 31039
e-mail: Horst.Bliedung@Siemens.com

Internet: www.siemens.com/iam
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Thank you for your attention
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