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NERC-CIP 
Critical Infrastructure Security 
North American Regulations
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NERC and other terms

North American Electric Reliability 
Corporation (NERC)

Federal Energy Regulatory Commission 
(FERC)

National Institute of Standards and 
Technology (NIST)

Critical Infrastructure Protection (CIP)
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Critical Infrastructures Definition –
USA Patriot Act
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Critical Infrastructure Protection

Critical Infrastructure Protection or CIP is a national program to 
assure the security of vulnerable and interconnected infrastructures 
of the United States.
In May 1998, President Bill Clinton issued Presidential directive
PDD-63 on the subject of Critical Infrastructure Protection. This 
recognized certain parts of the national infrastructure as critical to 
the national and economic security of the United States and the 
well-being of its citizenry, and required steps to be taken to protect 
it. 
Updated on December 17, 2003 by President Bush through 
Homeland Security Presidential Directive HSPD-7 for Critical 
Infrastructure Identification, Prioritization, and Protection. The 
directive broadened the definition of infrastructure in accordance 
with the Patriot Act
Outside the USA the term 'Critical Infrastructure Protection' refers to 
the doctrine or specific programs that secure and protect national 
critical infrastructure. The European Union directive EU COM(2006) 
786 designates European critical infrastructure that, in case of fault, 
incident or attack, could impact both the country where it is hosted 
and at least one other European Member State. 
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Critical Infrastructure Protection-CIP
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Why to Protect Critical Infrastructures ?
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Nation’s Bulk Power Systems and NERC

NERC’s mission is to improve the reliability and security of the bulk power 
system in North America. To achieve that, NERC:

1. Develops and enforces reliability standards
2. Monitors the bulk power system
3. Assesses future adequacy
4. Audits owners, operators, and users for preparedness
5. Educates and trains industry personnel. 

NERC is a self-regulatory organization that relies on the diverse and 
collective expertise of industry participants. As the Electric Reliability 
Organization, NERC is subject to audit by the U.S. Federal Energy Regulatory 
Commission (FERC) and governmental authorities in Canada (PSEPC).
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CIP cont.

• The Federal Energy Regulatory Commission (FERC) on January 17th 2008 
approved eight new mandatory critical infrastructure protection (CIP) reliability 
standards to protect the nation’s bulk power system against potential disruptions 
from cyber security breaches. These reliability standards were developed by the 
North American Electric Reliability Corporation (NERC), which FERC has 
designated as the electric reliability organization (ERO).
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Compliance – as defined by NERC

Meeting the requirements using the measures in 
each of the standards
Compliance uses clear decision points

Yes or no
Done or not done
Seeks to know “what”, not “how”

Not qualitative
Formal audits, investigations, self-reporting, and 
spot checks
Violations usually result in sanctions
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Penalty Matrix*

FERC statutory limit: $1 million per day
Other limits may apply in Canada
*This matrix is still undergoing revision

$1,000,000$20,000$625,000$12,000$300,000$8,000$125,000$4,000High

$335,000$10,000$200,000$6,000$100,000$4,000$30,000$2,000Medium

$25,000$5,000$15,000$3,000$7,500$2,000$3,000$1,000Lower

HighLowHighLowHighLowHighLow
Range LimitsRange LimitsRange LimitsRange Limits

SevereHighModerateLowerViolation
Risk

Factor

Violation Severity Level
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Brief History of CIP Standards

CIP (Critical Infrastructure Protection)1200 approved in 2003 as Urgent 
Action item

Applied to:
- Balancing Authorities
- Reliability Coordinators
- Transmission Operators

Permanent cyber security standards under development since then

CIP 002-009 approved in May 2006

Submitted to FERC on August 30, 2006
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TOP 10 VULNERABILITIES OF CONTROL SYSTEMS 
AND THEIR ASSOCIATED MITIGATIONS – March 2007
Released by: NERC Control Systems Security Working Group

1. Inadequate policies, procedures and culture that govern control system security
2. Inadequately designed control system networks that lack sufficient defense-in-

depth mechanisms
3. Remote access to the control system without appropriate access control
4. System administration mechanisms and software used in control systems are not 

adequately scrutinized or maintained
5. Use of inadequately secured WiFi wireless communication for control. 
6. Use of a non-dedicated communications channel for command and control and/or 

inappropriate use of control system network bandwidth for non-control purposes. 
7. Insufficient application of tools to detect and report on anomalous or inappropriate 

activity. 
8. Unauthorized or inappropriate applications or devices on control system networks 
9. Control systems command and control data not authenticated 
10. Inadequately managed, designed, or implemented critical support infrastructure
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NERC Cyber Security Standards and Requirements

NERC CIP CYBER SECURITY STANDARDS
Eight Standards / 41 Requirements

NERC CIP CYBER SECURITY STANDARDS
Eight Standards / 41 Requirements
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CIP-002 Critical Cyber Asset Identification

Critical Asset identification

Critical Cyber Asset identification

Annual Review and Approval 

Related Cisco Products/Services
Cisco Campus Manager with Cisco LAN Management Solution (Cisco LMS), 
Cisco View

Cisco Monitoring, Analysis and Reporting System (Cisco MARS)

Cisco Network Compliance Manager 

Cisco NAC Profiler
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CIP-003 Security Management Controls

Cyber Security Policy (documentation and implementation)

Leadership

Exceptions

Information Protection

Access Control

Change Control

Related Cisco Products/Services
Cisco Network Admission Control (Cisco NAC)

User authentication through Cisco ACS (TACACS, RADIUS, LDAP, Dynamic 
Access Control)

Cisco MARS
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CIP-004 Personnel and Training

Awareness
Training
Personnel Assessment
Access

Related Cisco Products/Services
Cisco Focused Technical Support (FTS) 

Network Optimization Support (NOS)
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CIP-005 Electronic Security Perimeter*

Electronic Security Perimeter
Electronic Access Controls
Monitoring Electronic Access
Cyber Vulnerability Assessment
Documentation

Related Cisco Products/Services
Cisco Adaptive Security Appliances (Cisco ASA: Firewall, IPS, VPN modules)
Integrated Security: IOS FW/IPS/VPN, Private VLANs
Cisco NAC for wireless
Cisco Wireless LAN Controller
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CIP-006 Physical Security

Physical Security Plan
Physical Access Controls
Monitoring Physical Access
Logging Physical Work
Access Log Retention
Maintenance and Testing

Related Cisco Products/Services
Cisco IP Cameras

Cisco IP Gateway Encoders

Cisco Stream manager

Hardened enclosure

Physical Cable locks

Cisco MARS
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CIP-007 System Security Management
Test Procedures
Maintenance and Testing
Ports and Services
Security Patch Management
Malicious Software Prevention
Account Management
Security Status Monitoring
Disposal or Re-deployment
Cyber Vulnerability Assessment
Documentation

Related Cisco Products/Services
Cisco Security Agent (CSA)
Cisco ACS (secure system administration, AAA)
Cisco IPS
Cisco Configuration Assurance System (CAS
Cisco MARS, Cisco NCM, Syslog
Cisco NAC and Port Security
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CIP-008 Incident Reporting and Response

Cyber Security

Incident Response Plan

Documentation

Related Cisco Products/Services
Cisco Security IntelliShield

Cisco MARS

Cisco NCM, Cisco AS, MARS
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CIP-009 Recovery Plans for Critical Assets

Recovery Plans

Exercises

Change Control

Backup and Restore

Testing Backup media

Related Cisco Products/Services
Cisco disaster recovery manager
CiscoWorks Resource Manager
Cisco disaster recovery best practices

Cisco SAN products for disaster recovery and business continuity
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Power Grid Evolution
Power utility trends
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Power Utilities:  Key Trends

Ethernet is expanding into the grid
– Billions are being allocated to update power grids across the globe
– Ethernet is becoming the standard for substation and grid communications
– Demand for ruggedized Ethernet switches and routers is surging 
– “Smart grid” technologies that are Ethernet enabled are being deployed
– The power grid is being brought into the 21st century

Smart grid technologies are surging
– Substation automation and integration, smart meters, home area networks, 

smart homes, smart home controllers, renewable energy resources
– Every upgrade brings demand for Ethernet communications
– Nearly every utility in the world is considering one or all of these initiatives

Regulations are coming
– NERC-CIP – critical infrastructure mandate in North America that is driving 

networking in the grid ($1m/day fines if not compliant by June ’09)
– Similar regulations are on the drawing board for Europe and China
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Smart Grid / Substation Automation Drivers

Mass infrastructure build out / 
upgrade 

– Demand is outpacing supply
– Infrastructure is outdated 
– Large scale and costly blackouts are becoming 

frequent
– Reactive vs. proactive systems
– Government regulations (NERC-CIP)

• North American regulations
• $1m / day minimum penalty for non-compliance
• Audits start June 2009
• Similar regulations coming world wide

Influx of technology
– Electric Power Research Institute (EPRI) estimates 

$100b to upgrade power grid infrastructure from 
2003-2013

– Distributech estimates were at $900b from $2008-
$2018

Smart Energy Alliance
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Electric Utility Vertical (SmartGrid)

“$800 - $900 billion will be invested in next 15yrs”
– Former Secretary of Energy
– CEO of PNM Resources (Large US utility)

Ave. Home – increase 33% size & 32% demand

US usage – twice as fast as committed resources

Peak demand – 18% increase over 10 yrs

Many states – trajectory to fall below target capacity

Regulation for renewable energy is increasing

India & China – each projected to grow as big as US & Europe combined
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CapEx Trend in US Utilities
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Traditional Electric Utility Landscape

Generation Facility

Secondary Distribution
Substation

Distribution Substation

Transmission Substation

• Transmission & Distribution Subs                                          
(High to medium voltage or core substations)

– 275,000 core substations

– 5-7 IE switches per sub, 1 industrial router per sub

• Secondary Distribution Subs
(Low voltage or secondary subs)

– Estimated at 100x T&D subs (27.5 million world wide) 

– 1 IE switch per sub / 1 industrial router per sub

A Deeper Look:

In the US 
• Primary Substation > 69kV
• Secondary Substations < 69kV
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Core Substation Dynamics (High & Medium Voltage)

Transmission Distribution

• High to medium voltage substations

• Above ground substation control houses

• 19 inch rack mounted components

• Extended power requirements

• Some environmentally controlled most are not

• All require “substation compliance” equipment 
(IEEE 1613 & IEC 61850)

Subs
Core
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Secondary Substation Dynamics (Low Voltage)

Secondary Distribution

• Low voltage substations

• Small cabinets

• Typically underground in Europe

• Typically above ground in North America

• Space is limited

• Din rack mount or wall mount

• Extended power options

• Legacy connections

• Long distance connections

• All require “substation compliance”
equipment (IEEE 1613 & IEC 61850)

Subs
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Ethernet in the Core Substation (High & Medium Voltage subs)

Physical security
• IP cameras
• Badge readers
• Rugged IP Phones
LAN/WAN connectivity

Driver: NERC-CIP type regulations

Substation LAN

Digital IEDs
• Digital relays
• Digital protection systems
• Programmable ops controllers
Sub-to-Sub communication

Driver: Substation IEDs going 
Ethernet (IEC 61850)

Substation Control Network
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Substation LAN (Cisco’s physical security solutions)

Network-based video 
– Surveillance software, cameras, appliances, and 

routers
– Single and multi site surveillance
– Live and recorded video from any place at any time
– For wired, wireless and mobile deployments

Network-based physical access control 
– Connects existing door hardware (badge readers, 

locks) to the network
– Enables centralized monitoring, control and response

Network-based incident communications 
– Connects radios, cell phones and IP phones
– Enables immediate response to events 

Physical security
• IP cameras
• Badge readers
• Rugged IP Phones
LAN/WAN connectivity

Driver: NERC-CIP type regulations

Substation LAN
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Substation Control Network (IED communication)

Intelligent Electronic Devices (IED)
– Devices in the substation that have made the transition 

from electromechanical to digital
– Ethernet enabled and driving industrial networking

Rugged Computer
Programmable Operations

Controller

Digital Protection
System Feeder Protection

Relay

Digital Relay

IEDs from Schweitzer Engineering Laboratories, Inc Other IED Vendors

Digital IEDs
• Digital relays
• Digital protection systems
• Programmable ops controllers
Sub-to-Sub communication

Driver: Substation IEDs going 
Ethernet (IEC 61850)

Substation Control Network
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The Move to Smart Grid

Smart Grid technologies
Driving Change

Power grids of the future will be more 
dynamic, more efficient, and more flexible

• Every utility in the world 
is currently evaluating 
smart grid technologies
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Secure Substation
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