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Security operation center - SOC




SOC - Architektura sluzieb
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SOC - survey 2019 (SANS)

For each technology that you use for protection, defined by the CSF as “develop[ing] and
implement[ing] appropriate safeguards to ensure delivery of critical services,” rate your
satisfaction with the performance of the technology. (N=314)

W Very Satisfied M Satisfied B Not Satisfied

Other

R B
2.9% 6.1% 2.9%

Web application firewall
(WAF) 1.5%

SSL/TLS traffic inspection

Next-generation firewall
(NGF) 1.2%

Network access control (NAC)

: 261%
Malware protection s;zstem

[ D

MPS) 16.9% 25.2%

Mahware detonation eV
(inline malware destruction) 7.2% 29 3%

Ingress filtering o %
61.5 16.2

Protection

Data loss prevention |

9.2% 45.2% 411%
Application whitelisting | N
_ 13.1% 43.9% 1%
e ) ,
control/ VPN 28.7% 586%  121% A
0 50 100 150 200 250 300 350 e s - s
Number of Respondents A 4 -ll;; S

https://www.sans.org/reading-room/whitepapers/analyst/membership/39060




SOC - survey 2019 (SANS)

on

«== > Access control systémy a VPN vyhodnotend najlepsie
) > NGFW a web proxy tiez velmi vhodné

t

» DLP vyhodnotend najhorsie (nasadenie a vyspelost)

Prote

https://www.sans.org/reading-room/whitepapers/analyst/membership/39060




SOC - survey 2019 (SANS

For each technology that you use for detection, defined by the CSF as “develop[ing] and
implement[ing] appropriate activities to identify the occurrence of a cybersecurity event,” rate
your satisfaction with the performance of the technology. (N=312)
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SOC - survey 2019 (SANS)
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. » IPS vyhodnotend najlepsie

'Id » Network traffic monitoring, EDR, Threat intelligence a
neustaly monitoring tiez velmi vhodné

4= » Al/machine learning vyhodnotend najhorsie (nasadenie a
Q vyspelost)

-
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SOC - survey 2019 (SANS

Which of the following metrics do you use to track and report your SOC's service or performance? (N=145)

B Used B Enforced Consistently Met All Three

Number of incidents handled [N
67 1
Time from detection to containment to eradication |  GcNINGNGEGEGER

56 12 7 20

Number of incidents closed in one shift | EGcNIENGGERGGGD
48 9

17 36

17 22
Risk assessment for systems conveyed to SOC | EGTGIGNGNGNGEGERS
43 1" 16 18
Incident occurrence due to known vs. unknown vulnerability | GGG
48 n 8 19

Time to discover all impacted assets and users | GG

32 16 13 N

Downtime for workers or duration of business outage per incident [ G GcNERNS
35 14

i 15
Threat actor attribution (using threat intelligence) | GcTcTcTNNEERE _
35 12 13 17
Thoroughness and accuracy of enterprise sweeping (check all information [ .
systems for indicators of compromise) 28 1 s %

Metrics

Thoroughness of eradication (no recurrence of original or similar compromise) | ENEGcNNNGD
28 13 16 7

Avoidability of incident (could the incident have been avoided with common .
security practices in place?) 38 5

19 10
Monetary cost per incident || NGcNENNGD
29 " 12 12
Losses accrued vs. losses prevented [ NGRS
30 8 12 10
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SOC - survey 2019 (SANS)

» pocet vSetkych incidentov
» Cas od zistenia po odstranenie
» pocet uzatvorenych incidentov na jednej smene

» risk assessment pre systémy pripojenych do SOC

Metrics

https://www.sans.org/reading-room/whitepapers/analyst/membership/39060




SOC - survey 2019 (SANS)

Table 4. Challenges to Full Integration and Utilization of a Centralized SOC Service Model Year-over-Year

2019 2018
m Lack of skilled staff 57.7% 157 61.9% 148
E Lack of automation and orchestration 49.6% 135 52.7% 126
Too many tools that are not integrated 43.0% 17 47.7% 14
QJ Lack of management support 371% 101 37.2% 89
a— Lack of processes or playbooks 36.8% 100 42.7% 102
Q Lack of enterprisewide visibility 36.0% 98 41.8% 100
Too many alerts that we can't look into (lack of correlation between alerts) 32.0% 87 33.9% 81
O Silo mentality between security, IR and operations 30.2% 82 301% 72
S Lack of context related to what we are seeing 25.4% 69 18.8% 45
D_ High staffing requirements 25.0% 68 27.2% 65
Regulatory or legal requirements 9.2% 25 12.6% 30
Other 4.8% 13 8.8% 21
Answered 272 239
r
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SOC - survey 2019 (SANS)

» nedostatok kvalifikovaného personalu

» nedostato¢nd automatizacia a orchestracia spolocne s
integraciou nastrojov

» nedostatocna podpora manazmentu organizacie

» nedostatky v procesoch a postupoch

Problems

» nedostatky vo viditelnhosti stavu bezpecnosti v celej
organizacii a velky pocet incidentov

https://www.sans.org/reading-room/whitepapers/analyst/membership/39060




SOC - prob
prevadzkou

emy spojené s budovanim a

==GIASBERGEN:

“I’m no expert, but I think it’s
some kind of cyber attack!”




SOC - prob
prevadzkou

znalosti, skusenosti a chybajlci proces vzdelavania
nedostatok ¢asového priestoru, resp. nedostatok personalu

[}
[}
¢ | e« velky pocet réznorodych systémov
e mala pridana hodnota systémov a nedostatky v prepojeni o
o . ) , . . , . v , “I’m no expert, but I think it’s
I[=eplplelle1:c) @ nedostatocna konfiguracia (bezpecnostnych aj beZznych systémov) some kind of cyber attack!”

emy spojené s budovanim a

GUSBERGEN:

e chybajuce alebo zle definované postupy
e chybajuce nastroje a procesy pre kooperaciu a rieSenie aktivit SOC timu
nespravne kritéria na hodnotenie SOC
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SOC - odporucania

¢| estanovit spravne biznis ciele pre SOC
\ £ | ezabezpeit spravnu formu hodnotenia a prezentécie pridanej hodnoty

e identifikovat chranené aktiva, rozsah sluZieb a ¢as poskytovania sluzieb
Procesy e pred-pripravit procesy a postupy (SOC manazér) a pravidelne ich aktualizovat

» zabezpedit kvalifikovanu silu na riadenie (SOC manazér)

e spravne rozhodnut o forme SOC (outsourcing, hybrid alebo in-house)

* zaviest mechanizmus na overenie vzdelavacieho procesu

e definovat spravne role v time a zabezpedit ¢asovu dostupnost (pozor na zdielanie roli)

e identifikovat nedostatky v konfigurdcii a architekture existujuceho prostredia
e doplnit technoldgie s najvacsim prinosom
* zabezpedit technoldgie pre fungovanie SOC timu (SIEM, threat intell, SOAR, KB a pod.)

W,




SOC - LYNX — spolocnost s rucenim obmedzenym
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