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Frontier Al a Unit 42
Od analyzy hrozieb

k plne autondmnej kybernetickej obrane

Jarna ITAPA - SECURITY DAY, Crown Plaza, Bratislava, 17.6.2026, Palo Alto Networks, Slovakia

Zsolt Geczi, CEH, Regional Sales Manager, Slovakia
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Cybersecurity
Partner of Choice

Palo Alto Networks is the largest
pure-play cybersecurity provider,
securing the world’s most
demanding enterprises.
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Trusted by

70,000+

customers
globally.
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Incident Response
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Application Security
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Report 2026
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Styri hlavné trendy, ktoré budu v roku 2026 formovat oblast kyber-hrozieb

Al sa stal
prostriedkom na
znasobenie sily
utocnikov

o -0
o0
O ©O

Identita sa stala
najspolahlivejSou
cestou k uspechu
utocnika
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Rizika v
dodavatelskom
retazci sa uz

“netykaju len

zranitelnéeho kodu,
ale aj zneuzitia
doéveryhodnych
prepojeni.

..ffj:r-

Statom
sponzorovani
utocnici

~ prisposobuju

taktiky
perzistencie
modernym
podnikovym
prostrediam.
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Utoky su za posledny rok 4-krat rychlejsie.
Al urychlila cely proces

Utoénici scanuju nové 72 minut od preniknutia
CVE do 15 minut od ich po exfiltraciu
oznamenia

1. The Hacker News Q1 2025 CVE analysis 2. 2026 Unit 42 Global Incident Response Report, 25% of fastest cases
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Al umoznuje utocnikom
skratit cely zivotny
cyklus utoku
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From Vulnerability to Exploitation

—— Mean TTE

The “Al
Vulnerabillity
Storm”:
Building a
“Mythosready”
Security
Program
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® zerodayclock.com
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Utocmm 'zacinaju upustat od sifrovania
Aby dosiahli okamzity Uspech pred odhalenim

96%
e 90% - ¢2%
? —@- 89%
_20&1_ . _20&2_ R _20&3_ . _2624, . _2025_

% Podiel pripadov vydierania, pri ktorych doslo k Sifrovaniu

Source: 2026 Unit 42 Global Incident Response Report



Jadro OpenBSD

Model autondmne odhalil 27 rokov staru

hlboku systemovu zranitelnost v jadre
OpenBSD, platforme sluziacej pre
klu¢ovu armadnu infrastrukturu s

povesfou nedobytnosti.

"The Sandbox Escape”

Kniznica FFmpeg

Al identifikovala 16 rokov utajenu
chybu vo videokniznici, ktoru
predchdadzajuce automatizovane
skenery overovali viac ako paf

milionov krat bez povsimnutia.
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Test SWE-bench

Vo verifikovanom teste odhalovania
chyb model dosiahol ohromujuce skore
93,9 %. Tieto poznatky su plynulo
infegrovane do ochrannych signatur

Palo Alto Networks.



Project
Glasswing

"The Breakout Moment”




CYBERSECURITY IN THE AGE OF Al
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Al Agentl
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Nasadenie Al agentov vSak so sebou prinasa
Nove bezpecnostne Rizikaja Otazis '

Mohli by sa vasi Al agenty stat terCom novych a doteraz neznamych
utokov?

Ako zabezpecujete, aby bol kazdy agent umelej inteligencie a kazda
aplikacia bezpecne nakonfigurovana?

Dokazete overit integritu a bezpe¢nost modelov a nastrojov umelej
inteligencie od tretich stran?

.

r/ I
\ 0

O organizacii ma pokrocily
6 /0 strategicky ramec na Al

security.

Ako zabrariujete uniku citlivych udajov? *7

Maju vasi agenti umelej inteligencie Siroké opravnenia, ktoré by mohli byt §

{ Su vase Al aplikacie nachylné naprompt injection?
[ zneuzité?

Source: The 2025 Al Index Report, Stanford University, 2025.

®
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4 PRISMA AIRS



https://hai.stanford.edu/ai-index/2025-ai-index-report

Al Agentmi sa d’aleju rozSiruje architektura aplikaci...
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...a prinasaju este viac Rizik

Downstream Services

_Supply Chain Risks = - Runtime Risks
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Al Al Artifact
Gateway Scanning

{ PRISMA AIRS
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Predstavujeme
Prisma AIRS 3.0

Securing the
Agentic Enterprise

Odhalte agentov kdekolvek su Al Runtime Agent Posture

Security Management

Neustale Posudzuijte rizika spojené s Al
agentmi

Zabezpecte interakcie Al agentov v
realnom Case

Al Identity Al Red
Security Teaming
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Thank You

paloaltonetworks.com
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