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How to protect your WEB site
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Better Control 2 Authentication & Authorization

Better Code = SecOps & DevOps

Better Encryption = n TLSv1.3

Human factor, Error by design, Backdoors etc....
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The risk you don’t know




B The solution

> WEB
» Application

> Firewall



B But why WAF is not in blocking mode?

False Positive
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 But why?

Because:
* Site design is proprietary
* Site dynamically changes (DevOps)

And Because:

* Signatures based technology

Customization of rules

Site Learning requirements

Operational complexity

Running costs
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B A10 ADC/ NGWAF
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ADC
e Advance load balancing

A10 KI_DC

e SSL Offloading

e Advance security
e Simple to use

* High-availability
e Flexible Scaling

NGWAF
* |n nextslide ©
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A10 NGWAF

Accurate textual context evaluation
@DUJHSD gy
% @ownse,
9P OWASP Top 10

APPLICATION
SECURITY

O )
Stop Account Takeover / Credential Stuffing

Protect against the
latest threats

Protects against abusive behavior
é%b

)
@ Aggregate & correlate anonymized attack information across users
Powered by

(@) Signal Sciences

Now part of fClSl:ly



I SmartParse technology

Detect attacks such as SQLi, XSS, and other OWASP Top 10 injection attacks

WEB REQUEST 2

POST finput.html HTTP/1.1 Great TEXT @
Content-Type: ! OPERATOR (&
application/x-www-form-

urlenconded Just TEXT &
msg=Great! Just select users from

Jess' list where it makes sense

users TEXT & @

i
: from KEYWORD @
[]
: 'I-'III-'II’- 'III-'I-I-*- Tﬂken
Il.l.--l-i...l.l.-ii-i...l’, JESS TEKT and CﬂﬂtEKt
) © Analysis
list
-
it Results: Not executable SQLI.
makes TEXT &
Great! Just select users o
sEnse from Jess' list where it Request 2: OK
makes sense = = sccsccsssssss=== -
WEEB APP
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B A10 Enabling any Platform: Cloud or On-Prem

TRADITIONAL PRIVATE CLOUD PUBLIC CLOUD HYBRID CLOUD
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B What Website operators needs
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