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BezpeCnostné vyzvy pre organizacie

Komplexnost Reguldcie a ich Nedostatok IT FinanCna
utokov poziadavky security narocnost
odbornikov
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neistota
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PROTECT & INSPECT cLoup
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cident  Timeline

Filecoder activity across multiple endpoints
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Status ® Open

Severity A High

Assignee Michal Jankech

Tags Gartner Scenario 2 || Ransomware Atta..
Description

Threat indicators (28)

ArRule
Mitre att&ck™ techniques

Domain trust discovery [D1102]

Domain trust enumeration via NLTest/ADFind [C1118]

ARule

Mitre att&ck™ techniques

o
!

Computers (7)

[CJwk-beach-head01.demo.lan

Executables (4)
[>Jpowershell.exe

Processes (19)

[> powershell.exe (10188)
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Problémy

o o)y B

Komplexita nastrojov Unava z vel'kého mnoZstva Nedostatok Limitovany Cas na reakciu
upozorneni kvalifikovanych Fudi
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Co je ?
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Managed Detection & Response je sluzba B
pod vedenim odbornikov monitorujucich a N
reagujucich na $kodlivu aktivitu vo vasej ’
infrastrukture.
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PreCo meni pravidla hry?

je uCinné rieSenie na zvladnutie vyziev spojenych s
detekciou a reakciou na hrozby pre zakaznikov

Gartner:

kl'itcovou hodnotou, ktoru poskytovatelia MDR prinasaju, su
sluzby, inak prilis zlozité a nakladné na to, aby ich klienti
VALCHEVEUREE: T3 1k

Analyza rozlicnych telemetrickych udajov

Al/ML a l'udska interpretacia bezpecnostnych incidentov
VCasné usmernenie ohrozenia

Ro6zne urovne reakcie/napravy




Ako vie
pomoct™?

Posilnenie Skuseni l'udia Cross-industry Uspora Naplifanie
bezpeCnosti viditel'nost’ nakladov regulacii



Ako ESET VIDR
funguje?

Zakaznik

4

reporting

ESET LiveGrid Cloud Reputation System
THREAT 79 . . ' iy
: Machine Learning Threat Analyses
%°

INTELLIGENCE

(es[E3) INSPECT

SIEM | SOAR

Neustale zlepSovanie a
automatizacia

Monitoring and
hunting, 24/7 SOC

Urychlena reakcia

Adversary Monitoring

Continuous adjustment of behavioral patterns

24/7 monitoring, hunting a incident creation
za pouZzitia Al a SIEM kombinovanych so SOC
MDR dohladom

Upozornenie zakaznika cez notifikacie

Quick response to incident/ risk mitigation
using SOAR technology

Overview of current of incident states in a
dedicated MDR dashboard




Specifikacie sluzieb
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Cim je ESET MDR unikatna:

20 min. 600+

Cas potrebny na R&D expertov v 13
detekciu a reakciu centrach

35 rokov podpora

Skusenosti v 39 jazykov
cybersecurity

24/7

threat management

110M+

Po celom svete



Dakujem za pozornost’




