Pt o |
Check Point

SOFTWARE TECHNOLOGIES LTD

AKO

WELCOME TO THE FUTURE OF

CYBER SECURITY
O INFiNiTY

CLOUD °* MOBILE ° THREAT PREVENTION

©2019 Check Point Software Technologies Ltd. Last update Q3/19



I




....Cyber Security — Global Challenge Cheok Point

SOFTWARE TECHNOLOGIES LTD

World Economic Forum —
Global Risk Report
January 2019

Cyber Attacks —
#4 Global Risks

#1 Man Made Risk »

46% of all companies were affected
36% of all consumers globally lost
data

Likelihood
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#1 Detection mentality Check Point

SOFTWARE TECHNOLOGIES LTD

2>
WELCOME TO THE FUTURE OF CYBER SECURITY e
©2019 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees 5




Generations of Attacks and Protections Chock Point

Gen | = = Lated8R0am The Anti Virus
Tge PC attacks - standalone

Virus

Mid 1990s -

Attacks from the internet The Firewall

Gen |

Networks

Early 2000s - Intrusion

Exploiting vulnerabilities :
in applications Prevention (IPS)

2010 - Behavioral

Polymorphic Content Analysis
Payload
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Large scale (across country
and industry)

Multi-vector (network,
cloud, mobile)

Commercial & Government
Grade Attack tools

WELCOME TO THE FUTURE OF CYBER SECURITY
©2019 Check Point Software Technologies Ltd.

VULNERABILITIES

16,555 vulnerabilities found in
2018 (up from 6,447 in 2016)

736 Mobile (iOS & Android)

vulnerabilities in 2018

Cloud Infrastructure is the
weakest link
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#2 — Not protected to current level attacks
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Gen Il y Er{terprises
@ = %‘g S are protected

APPL for Gen 2-3
C @,‘ g attacks

1990 2000 2010 2015 2017
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#3 Too much complexity Chock Point
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Complexity - Preventing Infected Files Check Point

Mobile
Devices

Anti Virus

Sandbox

File Extraction

=8 Static Analysis .E.
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SSL Inspection .g.

Anti Ransomware

8 SECURITY TECHNOLOGIES
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Machine learning
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9 ATTACK VECTORS

Web Corporate § Shared | End Point Messaging SaaS Private
Downloads]y Email Folder Device Apps. Apps Email
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Complexity — Broader View
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THIS TREND?
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Step Up .
D-[g) to Gen V @ Prevention
g

A —
Gen Il N -
20% 80%
15 security 1 Architecture

o
vendors

DETECTION PREVENTION

@ Consolidate
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Step Up Your Security Level from Gen Ill to Gen V

Checlz Point
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Simplify and Consolidate your Security
Check Point
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15 1 Architecture
SECURITY VENDORS 5-6 Vendors
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New Investment in Cyber Security

O

%

20% 0%

DETECTION ' PREVENTION

100
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Tightly coupled
monolithic Security

Security Service
and Delivery

BIG: Multi-core,
multi-gigabyte

©2019 Check Point Software Technologies Ltd. [Internal Use] for Check Point employees
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Decouple Security Delivery and Service
Nano-Agent — Everywhere — Cloud, loT

Check Point
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Future: Cloud Security Architecture

Hybrid/Cloud Delivered Security Services and Security Delivery
SECURITY DELIVERY

®

o Hybrid Security for
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Secure
Mobile Devices

“One-Line Security” for
Cloud Environment
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SECURITY SERVICES

Anti Phishingl File Emulation [ Threat Extraction

- IP Reputation | URL Reputation | App. Control
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GEN VI

* Cloud Services

S Enabled
Al ADAPTIVE * 100,000 Secured
SECURITY CONTROLS Assets

50 Devices/User
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Scales to 1B+
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TO SUMMARIZE...
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