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— Top 10 Unresolved Threat and Warning Detections
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l,.’ Network connection from System temp folder [A0509] (157)
Suspicicus rundll32 process [F0430] (28)
Process from SysWOW®4 started by unpopular process [A0416] (18)
Netsh firewall rules manipulation [F0453] (14)
Ransomnote file was written - filecoders [C0611] (7) Il System wtility was executed test [A0403] (14)
; 3 & -~ [l Unpopular process has started from %Temp% [Z0402] (8)
Ransomnote behawora‘» detec“o?. filecoders [C0619] u ) [l Non-browser process makes HTTP request to a popular Web Service [E0501] (8)
Common AutoStart registry medified by an unpopuilar process [A01033] (6) [l Common AutoStart registry modified by an unpopular process [A0103] (8)
[ MS Office application has invoked script interpreter [D0807] (5) [l Cmd.exe executed with '/c' by an unpopular process [A0400] 7(7)
Z X 5 : work ion from Windows Installer (msi A0512] (7
Detected by ESET Endpomt Securlty product ls) [l Network connection from Windows Installer (msiexec) [A0512] (7)
Suspicicus script interpreter process tree - Microsoft Office [F0420b] (4)
[l Suspicious service executed [80902] (3)
Modification of "hosts” file [B1002] (3)
[l Generic Apache backdoor activity - child process [FO402] (3) I
Windows rirewall rules manipulation [BUZUZ] (3)
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BACK | Generic Apache backdoor activity - chiid process [F0402). > Threat and Warning Detections
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Detections &I Ungro 1 ®@ 000 RESOLVED | | X || SELECTED DETECTIONS X DD | .

DETECTIONS (3) SEVERITY v OCCURRED TIME COMPUTER EXECUTABLE PROCESS NAME (ID) COMMAND LINE USERNAME PRIORITY RESOLVED

Generic Apache backdoor activity - child Sep 7 7:34:40 AM cl1-it.ESETDEMO.lo... htt [>’http:2 exe (3756) =g HTTP Proxy 2.4.48" nt al
m Generic Apache backdoor activity - child process [F0402] A Sep 7, 2021, 7:12:35 AM cl1-it.ESETDEMO.lo... httpd.exe D*httpd. -d "C:/Program Files/Apache HTTP Proxy 2.4.48" nt aL
Apache backdnnr arctiiitir - rhild aracace [FNAND] Sep 7, 2021, 6:48:21 AM cl1-it.ESETDEMO.lo... httpd.exe [>’ht:p::‘ exe (2424) -d "C:/Program Files/Apache HTTP Proxy 2.4.48" nt a
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ENTERPRISE INSPECTOR
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- D’ wininit.exe (516)

[ oo [>] st Livearide
PE: Apache HTTP Server

A SETCTEE Suspicious process creation and process manipulation + D" services.exe (628)

Event iy DCP A ntipd.exe (2784)

%PROGRAMFILESS\apache http proxy SHA-1 661A6100E286382845256FB377CF3A423D3.., (]
24.48\bin\httpd.exe si
ignature type . n
Reputation httpd.exe (375
Occurred 2 months ago - Sep 7, 2021, 7:34:40 AM Signer Name ] A httpd.exe (3756)
L Popularity
Triggering process S 1 compute: A oo e b
B y First S Generic Apache backdoo

Command Line -d "C:/Pragram Files/Apache HTTP Proxy 24.48" First Seen 2 months ago - Sep 7, 2021, 647:06 AM Irst Seen 3 months ago
LSS TR e S e Last Executed 2 months ago - Sep 7, 2027, 8:44:04 AM A Injection from an unpopular process [F0415]

User Role

N mang

- [>* wininit.exe (516) |

+ [>’ services.exe (628)

4
A httpd.exe 2784) 302845256FB377CF9A423D3...

-] A httpd.exe 3756)

- Sep 7, 2021, 6:47:06 AM

(¥)]

A Injection from an unpopular process [FO41 L Sep 7, 2021, 8:44:04 AM

~ [>* rotatelogs.exe (3804) J

ITigge e
Priority 0

Severity Threat

Severity score 75

Resolved No
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Block Hashes

661A61008286302845256FB377CF9A423D39091C

DETECTIONS

SHA1 Hashes

Enter one hash per line

Note (0/2048)
Applies to all hashes above

Clean & quarantine files
Response

The executable will be blocked from running and moved to the quarantine. Related registry entries will be removed permanently




Shutdown this computer? Scan this computer?

This will shut down the selected computer and may lead to data This will trigger scanning of the selected computer.
loss. R

Isolate this computer from the network?

The selected computers will be isolated from the network and all
connections, except those needed for ESET products, will be
blocked. This will likely interrupt the normal operation of the
computers and should be used in emergency cases only. To end the
isolation, select "End network isolation” in the menu.

Generate a Sysinspector log for this computer? Kill selected process?

The selected computer will be requested to execute Sysinspector to This will immediately terminate the selected process and may lead
generate a system log. to data loss.
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Incident details
A
Open A High A& Al A1 B O1 Do

[> powershell.exe

AL1 Process Added

INCIDENTS

< o P 4l as

[Jpowershell.exe

AL1T Module Added

CIREP-JT-01

AL1 Computer Added

A Rule - Suspicious scripts created [W0403]

AL1 Detection Added

AL1 Incident Created

exe powershell.exe ( ) ileTruncated (on open) %TMP%\__psscriptpolicytest_m24lcmyo.p4f.ps
I > hell (7600) > FileT d ({ ) %TMP%)\ | 24lcmyo.p4f.psi

Process started

A rep-jt-01\localadmin

COLLAPSE
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KATEGORIA
AKTIVIT

Bezpecnostna
podpora

pre koncové
zariadenia

Vysetrenie
incidentov

a reakcia na ne

Bezpecnostna
podpora
pre EEI

Bezpecnostné
sluzby
pre EEI

Profesionalne
Sluzby

STANDARDNA DETECTION AND
AKTIVITA BEZPEENOSTNA RESPONSE CESPONSE ADVANCED
PODPORA ESSENTIAL

Malvér: nezachytend detekcia ano ano ano
Malvér: problém s liecenim ano ano ano
Malvér: infekcia ransomvérom ano ano ano
Nespravna detekcia ano ano ano
VSeobecné: preskimanie podozrivého sprdvania ano ano ano
Zakladna analyza suborov X ano ano
Podrobna analyza suborov X ano ano
Digitalna forenznd analyza X ano ano
Digitalna forenzna pomoc pri reakcii na incidenty X ano ano
Technickd podpora — pravidla X ano
Technickd podpora — vylucenia X ano
VSeobecné: otazky tykajlce sa bezpecnostného ,

L X ano
nastroja EEIl
EEIl: pociato¢nd optimalizacia X ano
EEl: ESET Threat Hunting X ino
(vyhladdvanie hrozieb na vyzZiadanie)
EEl: ESET Threat Monitoring X
(monitorovanie hrozieb)
EEl: ESET Threat Hunting X
(proaktivne vyhladavanie hrozieb)
ESET Deployment & Upgrade X

DETECTION AND
RESPONSE ULTIMATE

ano
ano
ano
ano
ano
ano
ano
ano
ano
ano
ano
ano

ano

ano




Dakujem za pozornost

ONDREJ KRAJC

Senior Technical Pre-Sales Representative



