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Cyberwars: Al Amplifies Disinformation and
Influence Campaigns

In 2025, Allwill be increasingly leveraged in cyber warfare, particularly|in the context of disinformation and influence campaigns.

!

Nation-state actors and cyber criminals alike are employing Al tools to amplify fake news, create deepfakes, and manipulate public
opinion. As these technologies become more advanced and widely-used, the ability to manipulate media, elections, and public

sentiment is growing, making it harder to differentiate between truth and fabricated content.

Another concerning trend is the rise of state-affiliated hacktivism. Hacktivists, often with the backing or encouragement of

governments,|are using cyber attacks to further geopolitical agendas, promoting disinformation and destabilizing their enemies.

These activities could be a precursor to more severe cyber wars and a shift in strategy. We may soon experience a transition to larger,
more sophisticated attacks with long-term consequences to their targets rather than the attacks that focus on immediate, high-

Impact damage we’'ve seen In the past.

https://blog.checkpoint.com/research/5-key-cyber-security-trends-for-2025/
https://www.checkpoint.com/security-report/
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https://blog.checkpoint.com/research/5-key-cyber-security-trends-for-2025/

Attackers will increasingbl leverage advanced Al code generation tools, jnoving beyond code completion tools, like GitHub Copilot, to

Al platforms capable of generating full code creation of malware from a single prompt. This shift will enable the rapid creation of
sophisticated and highly targeted cyber threats, dramatically lowering the barrier to entry for malicious actors and making the world
a far less safe place as these tools become more accessible, harder to detect, and capable of evolving faster than traditional security

defenses can adapt.

Key Findings from the 2025 Report:

« Evolving Cyber Wars: Nation-states are shifting from acute attacks to chronic campaigns aimed at eroding trust and destabilizing systemsj Al-powered disinformation and influence campaigns targeted one-third of global elections between September

2023 and February 2024.

+« Ransomware Evolution: Data exfiltration and extortion overtook encryption-based attacks as the primary ransomware tactic, simplifying operations and maximizing payouts. Healthcare became the second most targeted industry, with a 47% increase in
attacks year-over-year.

« Edge Device Exploitation: Compromised routers, VPNs, and other edge devices served as key entry points for attackers. Over 200,000 devices were controlled by advanced botnets like Raptor Train, operated by state-sponsored actors.
« Prevalent Vulnerabilities: 96% of exploits in 2024 leveraged vulnerabilities disclosed prior to the year, underscoring the importance of proactive patch management.

« Targeted Industries: For the fifth consecutive year, education remained the most targeted industry, experiencing a 75% increase in attacks year-over-year.
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Autonomni a poloautonomni systémy v boji

Co se déje uz dnes

» Drony s prvky Al dokdZzou samostatné navigovat, menit trasu, reagovat na ruSeni,
vyhledavat charakteristické tvary cilt Ci tepelné stopy

- Ve valce na Ukrajiné vznika “ekosystém dronU” — od FPV aZ po autonomni rojové koncepty.
Al vyrazné zrychluje OODA cyklus (Observe—Orient—Decide—Act)

- Projekt Maven vyuzZiva ML k analyze videa / satelitnich dat — zrychluje identifikaci cilt — s
minimem lidského dohledu

Dopad na taktiku

- Pfevaha ve vzduchu se pfesouva od stihaCek k levnym dronUm — asymetrickd vyhoda i pro
slabsi stranu

- BojiSté je neustale ,viditelné”. Utajeni je témeérf nemozné
- Velmi se sniZuje hodnota tradiCni ,t&€zké techniky” bez anti-drone/anti-Al obrany

https://en.wikipedia.org/wiki/Alassisted_targeting_in_the_Gaza_Strip https://arxiv.org/abs/1803.10664
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Kyberneticka valka a IT bezpecnost jako klic boje

- Tady se odehrava skryta cast valky, ktera je Casto vyznamneJS| nez kineticky

bOJ kdo nema zero-trust,
schopnost rychlého patchovani,

- Zastaravani technologii

Al-detekci anomalii,

* IT bezpecnost jako zakladni pilif armady je do tydne mimo hru.

o KybernetiCké dominance . Ifomunikace, drony, logistika, navadécf systémy, nemocnice, elektrarny — vie bézi na IT.
e Utoky typu wiper, ransomware nebo supply-chain attack (SolarWinds styl) dnes délajf:

* Lethal Cyber Effects ey Kok

ztratu rizeni jednotek,

logisticky chaos,

kolaps zdravotni péce.
(3) Kyberneticka dominance = =

» Rusko, Cina i zdpadnf staty pouZivaji Al pro:

Dnes uz kyberGtok muze pfimo zabijet:
generovani phishingu, e vypnuti svétel ve mésté — Gtok drond

automatizované exploitace, e manipulace GPS — havirie letadla/dronu

detekci slabin v realném Case, e vypnuti nemocnice — mrtvi civilisté

deepfake operace.

; Y . 2 . : S : . Kybernetické bojisté neni nekinetické — je jen tiché.
e Utok mize probéhnout behem sekund — Al Gtocnik/obrance déla tisice akci za sekundu — clovék nenf
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Informacni a kognitivni valka

Al meéeni 3 klicové oblasti

- Propaganda & deepfake videa — cileni na jednotlivé skupiny

- Socialni analyza — Al mapuje nalady obyvatel — predpovida protesty Ci slaba
mista

- Psychologickeé operace (PSYOPS) — mikro-cileni fake informaci

Toto ma Casto veétsi dopad nez znicit tank.
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Command & Control (C2) rizene Al

Velké armady prechazeji na sitove systemy rizeni boje

Co to znamena

- Al propojuje satelity, drony, pozemni jednotky, radary — vytvari ,jednu mozek
armady”

- Rychlost rozhodovani dramaticky roste
- Lidska role se posouva z velitele — supervizora rozhodnuti Al

Dopad
- Strana s lepsi Al vyhraje
- Armada bez Al nebude schopna reagovat na dynamiku bojiste
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Kyberneticka obrana zbranovych systemu (velké témal!)

Moderni tank, letoun nebo raketa jsou primarneé software.

Blokace, ktera rozhoduje o vysledku valky:
- Anti-jamming

- Anti-spoofing

- Zero-trust armadnich siti

- Al-monitoring telemetrie

- Autonomni izolace infikovanych jednotek

Zranitelnost v firmware dronu muze zpusobit jeho prevzeti — zbrari se obrati
proti viastni strane.
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Hlavni trendy, které nas cekaji a zaver

e Al roje dronti s minimalnim lidskym dohledem.

Autonomni kyberobrana (Al — Al boj).

Digitalni dvojcata bojisté pro predikci vysledkd.

PIné automatizovana logistika — zasobovani bez lidi.

Expresni zastaravani zbranovych systému kvdli rychlému vyvoiji utoku.

Moderni bojovée konflikty se presunuly ze svéta ,,silnéjsi vyhrava® do sveta
»rychlejsi, chytrejsi a Iépe zabezpeceny vyhrava“.

Kdo kontroluje:

data,Al kyberprostor,informacni tok,
— ten kontroluje cely konflikt.
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