
TRUE PASSION

REAL CYBERSECURITY



Success of 
Ransomware 
detection and 

response

APTs using targeted TTPs to avoid EDR/XDR 
technologies

Targeted attacks on Microsoft 
environments often lead to EDR/EPP/XDR 

protection malfunctioning

Drops from 22% to 13% in recent 
years

Risk of 
Microsoft 

environmen
t protection 

failure

APT
 Targeted Attacks

Extension to EDR/EPP/XDR as a 
next layer of Ransomware and 
Targeted Attacks protection 
By Incident Responders for Incident Responders



ISTROSEC GRYPHON
The ultimate ransomware
protenction toolkit



IstroSec Gryphon

Built-in Intelligence
• AI-behavioral based detection in real-time

• Complete device protection 

• Block malicious code injection within processes
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User Experience
• Driver integrated directly into the operating system

• Automatic blocking of  ransomware on system level 

• Central management console to respond threats from 

anywhere

Online and Offline Protection 
• Designed to offer protection even in offline mode

• An agent-based extension to EDR/XDR/EPP tools for 

multi-layered security

• Integration with Windows standard protection 

systems

Ransomware Protection Toolkit



GRYPHON MDR platform – ransomware protection
The key focus is on behavioral analysis of  standard system and application behavior to detect ransomware and immediately 

block it. Currently the behavior is measured by 13 different behavior markers to identify ransomware behavior on the system. 

This version has a 99% success rate…!

Current functionality:

• Behavioral detection of ransomware and protection against ransomware 

(24/7 tested against current ransomware strains)

• Own driver for detection and response capabilities

• Automatic blocking of  ransomware on system level 

• Detection and blocking of  malicious usage of  LOLBINS in the system

• Realtime behavioral rules
↓ CONTI Ransomware on Win 11 with basic protection 

(standard NGAV/EDR) ↓ 
↓ CONTI Ransomware on Win 11 with GRYPHON ↓ 

Data has been encrypted 

& ransom is demanded!

Ransomware has

been automatically 

neutralized,

pop-up window

is shown



GRYPHON Admin UI

Admin view (Console / Endpoints view) ↓

Admin view (Dashboard) ↓ Admin view (Console / Alerts view) ↓



1) Behavioral model of  ransomware 

detection at the endpoint level.

2) Remote execution of commands 

and actions on selected endpoints

3) Automatic recovery of  encrypted / 

compromised files

4) Visual secure console, secure 

remote access and forensic file 

management

5) Central network communication 

control



GRYPHON Realtime kernel rules

Gui rule ↓ Text rule↓

Out of  the BOX more than 800 detection rules 

known attacks

Out of  the box more than 200 RMM detection 

rules



DFIR
✓ Incident (IR) Preparedness

✓ Incident (IR) Response Retainer

✓ Recovery (IR) Readiness

Managed 

Defense

Offensive 

Security

Advisory

✓ IstroMDR

✓ IstroSOC

✓ Defensive

Intellgence

✓ Threat Hunting

✓ Threat Exposure Monitoring

✓ Threat Intel Led Penetration Testing

✓ Cyber Resilience Testing

✓ vCISO (GRC)

✓ Trusted Advisor

✓ Regulatory

Compliance

✓ Awareness and 

Trainings

OUR MISSION

To be a trusted tactical 
cyber security intelligence 
vendor delivering first 
class advanced services 
and top-notch toolkits to 
ensure overall complex 
cyber resilience.



OUR EXPERIENCES





Expertise, Toolkits, Experiences 
and Methodologies

Capabilities

Service Level Agreement

Procedures

Components

Special Tiering for 24/7 L4 
DFIR services 

Expert capacity reservation and 
24/7 L4 DFIR services 

Methodology based IR service 
and optional components 

INCIDENT RESPONSE (IR) RETAINER 



Preparation

Detection 

& 

Analysis

Containment,

Eradication & 

Recovery

Post-Incident

Activity

Weeks/Months

Hours/Days Weeks/Months

Months/Years

Triage Forensics Standard Forensics Special Forensics Malicious Code Forensics
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