
Orchestrácia, Automatizácia a Reakcia
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15 Million
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462,217
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5.3 Million
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136,173

BLOCKED PER MINUTE
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903,860
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EVENTS per DAY?

31,395,240,000
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SOC Challenges

Alert Overload

• Lot of detection 
technologies

• Huge volume of data

Disparate Tools

• Multiple consoles like 
SIEMs, Threat Intels, 
EDRs, Sandboxes …

• Limited integration

Manual Processes

• Poor documentation

• Analysts do not follow 
processes

• Tribal knowledge

Talent Shortage

• global cybersecurity 
workforce gap
1.8 million by 2022
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FortiSOAR: Incident Response Component - Alerts & Incidents

AI-driven Security Operations

• Track entire incident life cycle

• details, status, assigned human, last 

updated date/time 

• Record Linking

• link assets, users, Indicators and 

vulnerabilities

• Intuitive and customizable view

• List/Grid view, filter & search

• Ticket system integration

A single place to view & organize security data to reduce the manual effort of going to disparate 

security tools
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AI-driven Security Operations
FortiSOAR: Orchestration and Automation with playbooks

• Drag and drop to modify or 
add a step to a playbook

• Variety of selection choices 
from graphical menus

• Create/Update/Find records

• Logical decisions, approvals and 
tasks

• Connectors and utilities

• Nested playbooks

Build your best practices and entire workflow into the playbooks for consistent Incident 

handling and response
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AI-driven Security Operations
FortiSOAR: Workspace collaboration & Knowledge Sharing

• Workspace Comment Panel

• Use Knowledge Sharing 
Component to create SOC 
Wiki for knowledge sharing 
and team collaboration

Each incident or alert has a workspace pane with a built-in ‘chat’ channel for SOC analysts to 

collaborate and perform actions
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AI-driven Security Operations

FortiSOAR: Incident War Room

Advanced crisis management and real-

time team collaboration, built around four 

pillars –Communicate, Coordinate, 

Investigate, Escalate

• Internal information gathering

• Internal communication & visibility to 
executives and employees​

• Shared situational awareness across 
teams​

• Built-in task management, investigation 
arena, collaboration, reporting, 
announcements and much more for 
streamlining P1 investigations
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AI-driven Security Operations

FortiSOAR: Threat Intel Management – Indicators

• Extracts threat intel from alert 
data, uploaded files, emails, 
and external threat intelligence 
sources

• Store the threat info in the DB 
for other modules to use

Managing multiple TI formats and sources from a central location and link the threat data to alerts 

and incidents
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AI-driven Security Operations
FortiSOAR: ML-Powered Recommendation Engine

Machine-learning based clustering strategy 

added to the FSR Recommendation 

Engine, making it more powerful and 

dynamic

• Allows to choose desired ML model

• Users can decide training frequency

• Users can specify on what parameters 
will the model be trained and for what 
kind of predictions it will be used

• Users can leverage the results for 
similar threats, field predictions and 
auto-population of fields during ingestion
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Analyst Productivity (3-10 times) Faster Response Time To Alerts 
(80% faster)

Reduce Volume Of Alers

Benefits of SOAR solution




