FERTINET

Konvergencia siete a
bezpecnosti, FortiGuard

Zsolt Géczi, CEH

Regional manager sales, Slovakia - - - - - - .. . ... ...

222222



Agenda

01
02
03

O nas

Mesh vs Fabric,
Konvergencia, Homogenizacia

FortiGuard, Threat Intelligence

© Fortinet Inc. All Rights Reserved.

2




Kto je Fortinet? N@Sgggg 100 Nsasil‘;qPFTsl\lQO

Publicly Traded GAAP Profitable

Poslanim spoloCnosti Fortinet je uz viac
ako 20 rokov zabezpecovat fudi,

zariadenia a Udaje véade na svete. BBB+ Baa1 $4.18B

Security Investment Grade Rating FY2021 Billing

Sme hybnou silou vyvoja kybernetickej Financially Stable Top 3
bezpecnosti a konvergencie sieti a

bezpecnosti. NasSe rieSenia sietovej
bezpecnosti su najrozSirenejsie, 50+ ASIC

najpatentovanejSie a patria medzi najviac Integrated Fabric Products Security Processing Unit (SPU)
overené v odvetvi.
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Hardware
One Third

Software
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Vacsina nasho R&D prebieha v Severnej Amerike
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9.4M+

615,000+

Global Firewall Shipments

Customers Worldwide

B \Massive Customer Input

o Centers of Excellence

P Headquarters
® Dev Centers
Y Support Centers

FortiCare
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Huge Scale

oLk
SoE
NL.EE
S

1,285

Patents Globally

Top Innovator
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Cybersecurity Is Viewed as a Business Risk

Board of Director’s View of Cybersecurity — Comparison

Cybersecurity is viewed Cybersecurity is viewed
as a business risk as a technology risk

2022 survey
AV High/Low significance
---------------------- differences between
2022 vs. 2016 survey
2016 survey
-100% 0% 100%
R, o o o
B S A M A A Gartner
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Gartner Cybersecurity Mesh Architecture (CSMA)

Produkty kybernetickej bezpeénosti Platformovy pristup kybernetickej bezpeénosti
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20 Vendors 4-6 Platforms
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Gartner Cybersecurity Mesh Architecture (CSMA)
Gartner

MESH Benefity

ZlepSena pozicia organizacie voci rizikam a
zdielanie spravodajskych informacii o politikach a
hrozbach

Zvysenie rychlosti reakcie vdaka automatizacii

Znizenie vydavkov na licencie jednotlivych
vendorov

Jednoduhsia sprava, ovladanie menSieho poctu
Security technologii

Executive Guide to Cybersecurity Mesh, 2022 Felix Gaehtgens, James Hoover, Henrique Teixeira, Claudio Neiva, Michael Kelley, Mary Ruddy, Patrick Hevesi. As of October 2021
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Fortinet. GARTNER is a registered trademark and service mark of Gartner, Inc.

and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved.

- © Fortinet Inc. All Rights Reserved.



Fortinet
Security
Fabric

Siroky

viditefnost’ a ochrana celého
digitalneho utocného priestoru s
ciefom lepSie riadit’ rizika.

Integrovany

rieSenie, ktoré znizuje zlozitost
spravy a zdiela informacie o
hrozbach

Automatizovany

samoregeneracné siete so
zabezpec€enim zalozenym na umelej
inteligencii pre rychlu a efektivnu
prevadzku

Security
Operations

Cloud
Security

Zero Trust
Access

FortiGuard
Threat

Intelligence

Secure
Networking
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Virtual
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Cloud
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Agent

Container
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FERTINET

FortiGuard
Threat Intelligence

Vizibilita + Inovacie = akcieschopné spravodajstvo o hrozbach
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MensSia komplexnost' a Rychla Reakcia

Prostredie Hrozieb Konvergencia sieti a bezpeénosti Konsolidacia bezpe¢nostnych technolégii

Vendor
Vyuzitie AI/ML na
o l'JtOky Vendor .
Pokrocﬂa ’ : Siete riadené : PIatf9rtmovy
perzistentna Siete bezpeénostou Bezpecnost PFISEUR
pocitacova Kyberbezpecénosti
kriminalita Vendor
Vendor
Proof points: Gartner Enterprise Networking Market Forecast Proof point: Gartner Cybersecurity MESH Architecture
ANk
H+ © Fortinet Inc. All Rights Reserved. 10



Advanced Persistent Cybercrime
Pokrocila pretrvavajuca kyber-kriminalita

©
- [l oT -
Nation State / APT
Wipers Botnets
Infrastructure/ OT Targets Ransomware

Hacktivism Money Laundering

Cyber Warfare & Terrorism BEC

PRE-ATT&C MITRE

Lateral

Sophistication and Speed
Tactics, Techniques & Procedures
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Advanced Persistent Cybercrime
PokrocCila pretrvavajuca kyber-kriminalita

Wipers
Infrastructure/ OT Targets
Hacktivism

Cyber Warfare & Terrorism
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Nation State / APT

PRE-ATT&CK

MITRE ATT&CK

Lateral

Sophistication and Speed

Cyber Crime
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Botnets
Ransomware
Money Laundering

BEC

Tactics, Techniques & Procedures
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Center for Threat Informed Defense

Centrum obrany zaloZené na informaciach o hrozbach

Znizena komplexnost a rychla reakcia

ATTACKIQ

BANK OF AMERICA %7 verizon’
—~.
CItl' siemENs splunk> Google Cloud

Booz | Allen | Hamilton"  JPMORGAN CHASE & CO.

NP cybereason F::RTINET
O
a" Microsoft @ SYBER - FUJITSU
e ALLIANCE.
RETAIL & HOSPITALITY @ IBM security

C @S Center for Internet Security”®
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CYBER
Analysis & Resilience Center {) THREAT CROWDSTRIKE
FOR SYSTEMIC RISK ALLIANCE

(Ebank. red canary @ FS-ISAC

L " NATIONAL
HCA-=- EY suicroeveier NREF
working world FEDERATION®

Healthcare”
ANOMALI
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IKST

Members as

of November 2021

© 2021 MITRE Engenuity.
Approved for public release.

MITRE

SOLVING PROBLEMS
FOR A SAFER WORLD*
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CyberCrime ATLAS

Partnerstvo proti kyber-kriminalite

CYBERCRIMEATLAS

EXPERT INTELLIGENCE COLLABORATIVE OPERATIONAL
COMMUNITY KNOWLEDGE BASE PLATFORM FRAMEWORK

© Fortinet Inc. All Rights Reserved.




The Intelligent Fab

Powered by LabsFortiGuard

® & D

FortiRecon FortiDeceptor Inline Sandboxing

PRE-ATT&CK

Reconnaissance Weaponization

@n @m

FortiEDR FortiNDR

Sophistication and Speed

FortiNAC ZTNA

© @ x

Anti-Botnet FortiSOAR FortiSIEM

POST-ATT&CK

Exfiltration
& Action

>
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The Intelligent Fabric

Powered by LabsFortiGuard
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