——— Ll AT TN "”’ "‘,"'.""
— A,

e M/ A AT A S I A J#/ﬁ»fﬁ.@}t

Miroslav Knapovsky cissp, CEH, CCSK

Security Solution Architect

knapovsky@logmanager.cz



LOG manager

Zakaznicka
data

= (Click stream data
=  Shopping cart data
=  Online transaction data

Co jsou logy, udalosti, strojova data?

Linux/Unix

Virtualizace &

Velka data

Databaze

Mimo
datacentrum

Manufacturing, Logistics
CDRs & IPDRs

Power consumption
RFID Data

GPS Data

loT

Networking

= Registry

= Event logs

=  File system
= Sysinternals

Configurations
Syslog

File system
Ps,iostat,top

Aplikace
Cloud P
Hypervisor =  Web logs
Guest OS, Apps = Log4l, JMS, JMX
Cloud = _Net Events

Code and scripts

Configurations = Configurations

Audit = Syslog
Tables = SNMP
Schemas =  Netflow



LOGrmanager Néjak se ndm to tady mnozi

Svétova populace

Roku k dalsi Rok Miliard
miliardé obyvatel
1800 1
127 1927 2
33 1960 3
14 1974 4
13 1987 5
12 1999 6
12 2011 7
Current World Population 14 2025 g

7 530 945 842 *optimisticky vyhled Zdroj: wikipedia.org



LOGmanager Néjak se nam to tady mnozi

Konzervativni odhad logu ve firmé

Zaméstnancu EPS Dni do Miliardy logt
250 200 125
500 500 50
1000 700 35 | e
3000 1500 15 O

Czech TV

Planovanl L T

ka p a C | ty ? 1200 zdrojt / 3500+ EPS / 200-500 GB logti denné
— Miliarda logt za tyden —

- — -




LOGnansger,  Proc se pochopenim logi zabyvat ?

Praktické / provozni diivody LOG manage*_-...

SIEM .
Centralni dlozisté logu

O Nejde centralné vyhledavat
O Jazyk zdroje — nerozumime?
1 Rotace LOG souboru

Lo
- manager

Centralni ulozisté logt

Nasazeni a provoz centralniho systému na spravu a analyzu logt

1 Nebezpedi modifikace logl
O Analyzy — statistické, bezpecnostni —
O Prehled o anomaliich, incidentech EIENEERIS Sl SR iy

Zakona o kybernetické bezpecnosti
Zakonné davody

L Zakon o kybernetické bezpecnosti-§ 5 LOG manag#

O General Data Protection Regulation od kvétna 2018

LOGmanager a soulad s pozadavky GDPR
PDF na www.logmanager.cz . —— , T
Whitepaper ilustrujici, jak nasazeni platformy LOGmanager napomaha zajistit dodrzovdni

Centralni ulozisté logl




Ol il i
ﬁmmmm
TR e

AT TR 304 S

i e k. it e e s e tl AL A S




LOGanacer  LOG management a Kriticky IT Incident

Kriticky IT Incident zazije obCas vétsina organizaci

Nastane, kdyz je nefunkcni business aplikace nebo infrastruktura.
Obvykly Cas vyreseni +-6 hodin.

{4

Dva dulezité pojmy — MTTR a RCA — pro CIO: ,,cas jsou penize

Our Disaster Recovery Plan

Snizit MTTR/RCA umozniuje IT Operations Intelligence

Zakladem IT OPS je vhodny nastroj na sbér logu

- Viditelnost
- Koordinace
- Produktivita pri reseni incidentu

DILBERT

By Scott Adams




LOGmanager: LOG management — dal$i moiné ptiklady

Drill-down v udalostech

Sledovani pristupu ke sluzbam

(adresarovym / db / souborovym)

Analyzy, reporty, dohled, monitoring, audit

loT — Dohled, analyza udalosti, statistiky, Alarm @

GDPR - Kdo, kdy a jakym zpisobem

pristupoval k systémiim s osobnimi daty




I Sitova [ Bezpecdnostni

Kdo smazal data?

B Systémy il Aplikace

e mm

Prepinace

D 2

V grafickém rozhrani dashboard Windows File Access najit Logy ztracenych souboru
Zobrazit uzivatele operujici s danymi soubory

. 2

Sdélit prekvapenému uzivateli, kdo data smazal
Vytvorit auditni report

COLLECT

PROCESS




LOGmanager Vyhleda'vénl' jako V Google

Windows file access

QUERY »

ACCESS LIST @ # + x

[SYMCHROMIZE', 'ReadAttributes’] (24) [ReadAttributes] (12)

[READ_CONTROL' 'SYNCHRONIZE' 'ReadData’, ‘ReadEA (Extended Aftribute]’,
Readattributes? (12)

[DELETE', 'READ_CONTROL', "SYNCHROMIZE', ‘ReadData’, WriteData', ‘AppendData’,
ReadEA (Extended Attribute), "WriteEA (Extended Attribute ), ‘ReadAttributes’, Write Attribute s’

time must field must exists must .
field - @timestamp field : metatags field : msg.acce (8) B
- . @ [READ_CONTROL' "'SYNCHRONIZE' 'ReadData’, WriteData', ‘AppendData’, ‘ReadEA
L T T LLEL T (Extended Attribute ), "WriteEA (Extended Aftribute), ‘ReadAttributes’, WriteAttributesT (5)
to: now @ [SYNCHRONIZE', ‘ReadAtiributes’, WriteAttributes? (4)
® [WRITE_DAC", WRITE_OWNMNER', ‘ReadAttributes’] (2)
I | | @ [READ_CONTROL', "SYNCHRONIZE', "WriteData’, "AppendData’, "WriteEA (Extended
EVENTS OVER TIME o 'i Attribute ), "ReadaAttributes’, Write Attributes] (2)
View » | @ Zoom Out | tajny* (79) count per 10 | (79 hits) @ [DELETE', '"READ_CONTROL', WRITE_DAC', 'SYNCHROMNIZE", ‘ReadData’, WriteData',

AppendData’, ‘ReadEA (Extended Attribute), "WriteEA (Extended Attribute), ‘ReadAttributes’,
-
I 20 WriteAttributes] (2)

[WRITE_DAC", "ReadAttributes? (1)

15 -

20

10 20

5 15

0 10
11:08:00 ‘00 11:12:00 11:14:00 11:16:00 11:18:00 uh

BN | - - I N .
I USER NAME ® & + x FILE NAME
knapovsky (35) vanourkova (23) pokorny (21) tajny_dokument.xlsx (63) ~Stajny_dokumentxlsx (12) tajny_dokume

I 40 80




4 V 4

Generovani auditu na vyzadani

anager

ALL EVENTS CSV E + =
xport
Fields @
0 to 13 of 13 available for paging
All (1832} | Current (77}

msg s @timestamp v » 4« msg.username *» 4 msg.accesslist » 4 msg.filename » 4 msg.sharename » 4 msg.relativetargetname » 4 Msg.src_ip

2017-11-07T11:20:32.918+01:00 pokorny [DELETE’, ‘ReadAttributes] tajny_dokument xlsx WData sirwisalimportantitajny_dokument xlsx 182.168.2.80
0O msg.senderversion
O msg.sharelocalpath 2017-11-07T11:20:18.498+01:00 pokorny [DELETE', 'READ_CONTROL', "SYNCHROMIZE', ‘ReadData’, WriteData', "AppendData’, ‘Rea.. ~Btajny_dokumentxlsx WData sirwisalimportant 192.168.2.80
s — ‘~$tajny_dokumentxlsx
= Q@ Micro Analysis of msg.src_ip (string) I

) READ_CONTROL' "SYNMCHROMIZE’, ‘ReadData’, WriteData', "AppendData’, 'Rea... ~&tajny_dokumentxlsx WAData sirwisalimportant 182.168.2.80

0 msg.src_ip@ip.¢ Value Action Count/13 events \-$tajny_dokumentxisx
0O msg.src_ip@ip.t 1. 182.168.1.16 Qe - 8 I —
O msg.sre_ip@ip-C 2 182168.2.80 Qe - 3 READ_COMNTROL, "SYNCHROMIZE', ‘ReadData’, WriteData', ‘AppendData’, 'Rea... ~8&tajny_dokumentxlsx W"Data sirwisalimportant 192.168.2.14

A B C D F G

2017-11-07710:20:32 pokorny ['DELETE', 'ReadAttributes'] \\*\Data sirwisa\important\tajny_dokument.xlsx

BN

tajny_dokument.xlsx 192.168.2.80

1
2
3
4
5
6
7
8
9

2017-11-07710:20:18

pokorny

['DELETE', '"READ_CONTROL', 'SYNCHRONIZE',

~Stajny_dokument.xlsx

\\*\Data

sirwisa\important\~Stajny_dokument.xlsx

192.168.2.80

2017-11-07710:20:18

pokorny

['DELETE', 'READ_CONTROL', 'SYNCHRONIZE',

~Stajny_dokument.xlsx

\\*\Data

sirwisa\important\~Stajny_dokument.xlsx

192.168.2.80

2017-11-07710:18:05

vanourkova

['DELETE', 'READ_CONTROL', 'SYNCHRONIZE',

~Stajny_dokument.xlsx

\\*\Data

sirwisa\important\~Stajny_dokument.xlsx

192.168.2.14

2017-11-07710:18:05

vanourkova

['DELETE', '"READ_CONTROL', 'SYNCHRONIZE',

~Stajny_dokument.xlsx

\\*\Data

sirwisa\important\~Stajny_dokument.xlsx

192.168.2.14

2017-11-07710:17:12

knapovsky

['DELETE', '"READ_CONTROL', 'SYNCHRONIZE',

tajny_dokument.xlsx

\\*\Data

sirwisa\important\tajny_dokument.xlsx

192.168.1.16

2017-11-07710:17:12

knapovsky

['DELETE', 'READ_CONTROL', 'SYNCHRONIZE',

tajny_dokument.xlsx

\\*\Data

sirwisa\important\tajny_dokument.xlsx

192.168.1.16

2017-11-07710:17:00

knapovsky

['DELETE', 'READ_CONTROL', 'SYNCHRONIZE',

~Stajny_dokument.xlsx

\\*\Data

sirwisa\important\~Stajny_dokument.xlsx

192.168.1.16

2017-11-07710:17:00

knapovsky

['DELETE', '"READ_CONTROL', 'SYNCHRONIZE',

~Stajny_dokument.xlsx

\\*\Data

sirwisa\important\~Stajny_dokument.xlsx

192.168.1.16

2017-11-07710:16:5

knapovsky

['DELETE', '"READ_CONTROL', 'SYNCHRONIZE',

~Stajny_dokument.xlsx

\\*\Data

sirwisa\important\~Stajny_dokument.xlsx

192.168.1.16

2017-11-07710:16:56

knapovsky

['DELETE', '"READ_CONTROL', 'SYNCHRONIZE',

~Stajny_dokument.xlsx

\\*\Data

sirwisa\important\~S$tajny_dokument.xisx

192.168.1.16

2017-11-07710:16:02

knapovsky

['DELETE', '"READ_CONTROL', '"WRITE_DAC', 'S

tajny_dokument.xlsx

\\*\Data

sirwisa\important\tajny_dokument.xlsx

192.168.1.16

2017-11-07710:16:02

knapovsky

['DELETE', 'READ_CONTROL', "WRITE_DAC', 'S

tajny_dokument.xlsx

\\*\Data

sirwisa\important\tajny_dokument.xlsx

192.168.1.16




Sitova [ Bezpecnostni

LOGmanager,  Audit ext. uZivatel VPN  maw, mne

e DN KN
T e o

D 2

V grafickém rozhrani dashboard najit log eventy pro uzivatele z dané skupiny
Provést rychly ,,drill-down” v datech a vybrat dulezité udalosti

. 2

Vytvorit Dashboard zobrazujici prihlaseni a odhlaseni externich uzivatelskych uctu
Obohatit Dashboard o informace, kam uzivatel z VPN pfistupoval
Vytvorit Alert pri opakovaném selhaném pfrihlaseni

COLLECT

7
V)
LLl
O
o
o
o




LOG anager Snimek obrazovky z akce

1 Zobrazi prihlaseni a odhlaseni VPN_ZCZPL01_Successful_login
QUERY »

ZCZPLO1Logon || @ ZCZPLO1 Logout

FILTERING »

O Identifikuje cile komunikace z VPN

O Zobrazi tydenni data za uzivatele

time must ™ % field must & & % exists must &% field must
H & % L& 4 field : @timestam field : metatags field : msg.username field : meta.srcip@i
O Provede Audit vSech prihlaseni do CSV @imestamp . o S
from : now-7d query : cisco-asa query :"137.40.178.2
fo: now

O Provede Alert pfi uzamknuti uctu
, . y I EVENTS OVER TIME
O Zobrazi IP adresu a Geolokaci v mapé

View » | @ Zoom Out | ZCZPLO1 Logon (46) @ ZCZPLO1 Logout (44) count per 1h | (90 hits)
I 17.5

| 15.0

VPN_USERS_SENT BYTES ® & + x

zezpl01-sirwisavpn (470.6 MB) zezpl01-pchelpvpn (224 MB) zezpl01-pproivpn2 (88.8 MB) zezpl01-pproivpn3 (49.4 MB)
@ zczpl01-sabrisvpn (27.2 MB) @ zczpl01-comparexvpn (0.7 MB) @ (0 MB) | total of msg.sent_byte@int.value
500

400

300

| ([ | | | |
100 1 I

12:00 00:00 12:00 00:00 12:00 00:00
]
0 | &
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LOG anager Schéma LOG manager

W’ . @ =LE_] REST-AP!
E — a Syslog -out Prezentacni rozhrani
Maly LOGmanager \ \
nebo Forwarder
WAN vzvcljélfzn\'/vsbérséifrovénim, QoS a bufferem Apllkaénl' engine
LAN primy sbér

Q9 A

Syslog Syslog NG Windows

—

REN
Event Sender %
o | >

12/40/100TB db

DB Log4j/XML

@

LOGmanager

CheckPoint, VYMWARE, SQL




LOG :nager LOGmanager rozhrani

LM i Schovatmenu ™ ~ O Odhlasit (knapovsky)
O Prehled Windows - Logons Oct 2, 2016 20:15:43 to Oct 3, 2016 13:15:43 ~
. QUERY 4 FILTERING »
E Logy
la Dashboard time must & % exists must (& %X terms must (# & X field mustNot @
asnboar
— y field : @timestamp field : msg.logontype field : msg. eventtype raw field : meta tags
Q, Hiedani from : "2016-10-02T18:15:43 .4447" value : Security query : "computer-account”
to - "2016-10-03T11:15:43.445,
Sestavy
P
‘aw Soubory sestav
Y I EVENTS OVER TIME S + x
A Upozornéni i _ _
View » | @ Zoom Out | Logon Success (3758) @ Logon Failure (9) count per 10m | (3767 hits)
i= Sablony 100
'l Zdroje
B
80
B 7:5izeni
“ -
= Windows 60
Y Nastaveni Windows ¥ -
Y Filtry Windows 40
* Systém
20
Q@ sit
0
1 UzZivatele 21:00 22:00 2300 00:00 01:00 02:00 03:00 04:00 05:00 06200 07:00 08:00 09:00 10:00 11:00 12:00 13:00
10-02 10-02 10-02 10-03 10-03 10-03 10-03 10-03 10-03 10-03 10-03 10-03 10-03 10-03 10-03 10-03 10-03

QNépovéda
LOGON SUCCESS TO SERVER @ & + x TAGS @ &% $ x LOGON FAILURE TO SERVER @ & 4 x



LOG anager Radikalni jednoduchost

D D Blocks
ashboard ot
y I Tea:(t \o ) () to (RIS with: msg

_ . set ([[CIJEM to | create empty dictionary

D AI e rty I MAC ;gt to | create empty dictionary
I Lists set EMERP to | (&) create empty list
} Dictionaries c?o'inment

D Re p O rty Message | U Arcsight_cef device list - CLLREL] firewall « RG

g
I Logic add tag 0
’ v/ ’ I Variables —~— ; 1

D Data baze Zarizeni | Loops (%) i ll text | message (EVRS [LXLLRE L < qp»

| Parse do [ set (EIEM to |  message (KD

J Systém opravnéni
d Vestavéné i zdkaznicky vytvarené parsery log(l
(d Metadata, integrace (napr. MS AD, Turris Greylist)

d Uzivatelské forum )
Q PROJECT:TURRIS






LOG:nager Podporované systémy

Vic nez 100 zdroju v zakladu

il @ 2 aruba D&LL H3C FE:ATINET Juniper I Check Point > Kernun BROCADE™
HUAWEI = MNETWORKS
- Linux e \Z : = Flowmon RAPI
&)= Windows Serve @ v& \ NGIMX @ vmware BB Driving Network visaility 1,.-51 wPoEz‘Es }JB.'HQ%'KT'
(es[5; \ . cive m ORACLE m \ﬁ Z) AddNet GAMA:
I<ASI>ZE§II“<.:{£ - M Directory eDrr‘éc"t"(')ry\ w MHSQL SQLServer % netnorksolutions

’______—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—~

\
|I * Infrastruktura: = Software: = Microsoft: * Linux/Unix: I
Brocade SAN, Cisco (10S, ASA, WLC), Dell AV (Eset, Avast, Kaspersky, AVG) Windows Vista, 7, 8, 10 Amavis, Freeradius
I FortiNet (FG, FML, FA), FlowMon Apache web server, Tomcat Server 2008, 2012, 2016 ISC Bind, ISC DHCP |
I Huawei, H3C, HPE, CheckPoint, Juniper  Novell eDirectory, CompuNet GAMA Sharepoint, Exchange, MS-SQL NGiNX |
Kernun, Trapeze UBNT (Rocket, Unifi) HPE iMC, Kerio Connect, SAP Microsoft Windows IIS, Windows firewall Postfix
I PaloAlto Networks Mikrotik, Extreme SQL (MysQL, MSSQL, Oracle, Postgres)  Windows — any text logs... SSH & DropBear... I
| Sophos, Trend Micro... Vmware,... |
\ /

a vSechny systémy, co pouzivaji JSON, CEF a LEEF format logt



https://www.google.cz/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjC2O_MoZXKAhUH2xoKHU29Bh8QjRwIBw&url=https://commons.wikimedia.org/wiki/File:Oracle_logo.svg&bvm=bv.110151844,d.d2s&psig=AFQjCNEGfrgx9lCHyWsueE75L3Bah1gh1g&ust=1452172319755642
https://www.google.cz/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjC2O_MoZXKAhUH2xoKHU29Bh8QjRwIBw&url=https://commons.wikimedia.org/wiki/File:Oracle_logo.svg&bvm=bv.110151844,d.d2s&psig=AFQjCNEGfrgx9lCHyWsueE75L3Bah1gh1g&ust=1452172319755642

LOG manager Parametry

®

@ Trvaly pfijem az 7.000 logl za sekundu @ @
Zdroje Vykon

Workload akcelerator pro Velky a XL LOGmanager / \
@ V zakladu uloZeni az 100TB logti WES i V{/kon+

02

Q

Nativni podpora clusteringu \ /

@ Vlastni centralné fizeny klient pro Windows Vyd rz Data

Qe

©

Neomezeny pocet zdrojli

©



LOG manager Parametry

Snadny a piehledny systém licencovani. - ZADNE LICENCE Fé rum

7\,

\r—/
\QI
g
@)
/(M\

'

Pfima technicka podpora vyrobcem v ¢eském jazyce

Dokumentace a rozhrani v ¢estiné, anglictiné a
pokud bude zajem tak i v jakémkoliv jiném

Moderované uZivatelské férum \ /

Docs+ Cestina

Nové funkce - naslouchame zakaznikim




LOGmanager Vyvoj LOGmanageru

T

Mame tah na branku

e N N [ N N N [ N
IPv4/IPv6 Dual Stack
POdpora CEE Ever]t C.Orrevlator v POdpora LEEF Novy design
realném Case
: Podpora LEEF Retence dat + .
WES - Windows Event . . Nové API
. , . ' , - . UZivatelské parsery
Databazovy stroj Sender s filtraci Pristupova prava Rozsifeni Event L
, irelevantnich udalosti , o Archivace na externi Correlator Spousteéni skriptd
Parser engine Kategorizace zafizeni alosiste
DNS Resolver - - Thresholdy
Databaze zafizeni Kategorizace udalosti Export udélost! v Prijem SNMP udalosti _ o
Alerty . P Virtuaini konekto Sjednocovani identit
Sifrovani disku JSON ry o
Reporty Forwarder Workload Akcelerator SENEN
. J U VN J U J U VN J
{ PARSERY - prubézné aktualizace a doplfiovani SYSTEM - zvy$ovani vykonu a optimalizace

Security Event Management SIEM



Lo Taim. Vice nez 80 zakazniku

Ceska televize — moZnost navstévy ®
Slovensko: 4 zakaznici  produk

Ceska zemédélska univerzita
Ostravska univerzita U
Magistrat Hlavniho Mésta Prahy "

Statni zemédélsky intervenéni fond | Ol aatat Foboas
/7S Olomouckého kraje
Ministerstva (Zdravotnictvi, Kultury, Dopravy) - LOGmanager 1.7
Vojenské lesy a.s. sirwisa
Panasonic AVC Plzen
CEZ e

S 1DG




Lol e Dalsi akce online

‘>;:§~V€ racomp KDOJSME CODELAME PROPARTNERY  NOVINKY  VERACOMPACADEMY KONTAKT ™ (&

KALENDAR

LOKALITA =

[] Praha, CZ LISTOPAD 2017
[ Bratislava, SK

[] Ruzinov, SK Webinar LOGmanager - Jak na LOGmanagement
WEBINAR
4 10. listopad 2017, 09:30

VYROBCE Zdarma, Webinaf

I o G Pro¢ je vhodné se vénovat Security Event Managementu?

['] Extreme manager

. PRIHLASIT PRIHLASIT NA VERACOMP ACADEMY
[] FlowMon

o~ Pri pfihldSeni pies Veracomp Academy ziskate po absolvovéni kurzu 25 v¢ do Bonus Programu
orune;

[] Huawei VIiCE INFORMACI

Infoblox

K3

LOGManager

https://www.veracomp.cz/cz/kalendar-akci



LOG anager LOGmanager — Souhrn

Uil Centralni prehled s grafickou prezentaci

e Intuitivni a rychlé vyhledavani Reseni Kritickych IT Incidentt

Q Audit a forenzni analyza PIni pozadavky Zakona o

kybernetické bezpecnosti, GDPR

@ Inteligentni alerty a snadné reporty ISO/IEC 27001 a PCI-DSS

@ Sjednoceni formatu a retence logu - o . v .
Uschovani logu pro predlozeni
organizacim zabyvajicich se

Q Dlouhodobé online ulozeni dat bezpeénosti nebo Policii CR.

e Podpora clusteru

Q Centralni ulozisté logl s obrovskou kapacitou

A to vse bez licenci, v Cestiné a na vykonném hardware s vyménou do pristiho pracovniho dne.



Dékuiji ji za pozornost

Miroslav Knapovsky CISSP, GEH/CCSK 3

Security Solutlo

knapovsky@logmanager.cz



