Od incidentu k obnoveniu:
moderné trendy v detekcii a reakcii

Julius Selecky
Solution Architect




ESET UZ DESATROCIA PATRI
LIDROM V POUZIVANI UMEL

INTELIGENCIE V OBLASTI i
KYBERNETICKEJ BEZPECNOSTH

SR
BEETToNe

I

s
W, R
S

@
DespLoAmG s cone
g

LAYER 2: ADVANCED MACHINE LEARNING DETECTION
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LAYER 4: IN-DEPTH BEHAVIORAL ANALYSIS

FE FF PR
0 o1 00 ptr [ebx]
FE FF FF [ebp+ProcessInformation.hThread] ; hThread
€0 42 60 ds:GetThreadContext
eax, eax
o1 00 00 loc_a03AEs
o 5 1pNumberofBytesRead
4 5 nsize
FE FF FF eax, [ebpBuffer]
eax 5 1pBuffer
43 00 43370Ch ; 1pBaseaddress

FF BS AB FE FF FF [ebp#ProcessInformation. hProcess] ; hprocess

FF 15 54 E0 42 00 ds:ReadProcesshenory
88 47 34 eax, [edi+3ah]

39 85 B0 FE FF FF [ebp+Buffer], eax
75 28 short loc_48390C

offset ProcName 5 "Ntunmapviewofsection”

offset ModuleName 5 "ntdll.d11"

68 10 3F 43 00

68 28 3F 43 00
FF 15 88 E0 42 00 ds:GetModuleHandleA
s eax 5 hiodule

FF 15 44 E0 42 00 ds:GetProcAddress.

FF BS B0 FE FF FF [ebpsBuffer]

[ebp#+ProcessInformation. hProcess] /
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REALNYM
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GEler VDR

Sila rieSenia

ESET Inspect

Hlboky prehlad o tom
Co, Kde a Ako
prebiehaju hrozby a utoky

Poznatky

ESET odbornikov

Spickovi bezpeénostni
vyskumnici ESET zabezpeCuju
nepretrzitu 24/7
reakciu na hrozby

ESET MDR

NajlepSie hodnotenad
spravovana bezpeCnost, ktora
vas chrani
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Cas na detekciu a reakciu je
rozhodujuci



Cas na detekciu a reakciu (MTTR)
|

ESET MDR 6 minut

66000x

rychlejSie v
porovnani so
stavom bez MDR Ci
internym SOC

Interny SOC tim

16 hodin
960 minat

Bez MDR & SOC timu

277 ani
398880 mint
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