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Legal and practical advances 
to foster e-Government

(The Austrian Example)



E-Government Basics

encryption 

signature

E-Government law

● identification
● official signature
● representatives
● delivery
● payment
● e-forms



identification – the core question in
e-government



Security target – citizen card

the sole control by the user
methods: signing keys stored in smart cards and security servers

ownership and knowledge ensure sole control 

unique identification
how many Josef Schmidt in Vienna??

documents must be authentic and unchanged
method: electronic signature / hash function / crypto

representation
companies, non internet affine people 



Signature and E-Government
e-government follows the same rules as conventional government

application
procedure
document

where and why to sign normally
to prove identity
for a wilful act
to prove authenticity

signature in automated processes
unique provable identification
automated procedures
automated document issuing
electronic signature has additional duties



WEB SERVICE

Austrian citizen card

two components
• card (ownership)
• PIN (knowledge)

https://labs.cio.gv.at/egov-wip/cio/officesign/



SECURITY SERVER

citizen card functions 
with mobile phone

WEB SERVICE

three components
• mobile (ownership)
• PIN (knowledge)
• security server (TTP)



how signatures with mobiles work

– the user faces a document to 
sign (calling the Security-
Layer)

– user chooses his method to 
sign (e.g. A1.net)

– system checks “this is the 
entitled user” (SMS-CODE)

– the external security module 
is enabled and performs 
signing process. The 
operator has no access to 
the keys.
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https://labs.cio.gv.at/egov-wip/cio/officesign/



Companies - representations



fostering use



administrative signatures

• to temporarily cope with requirements of secure signatures
• algorithms etc. correspond to secure signature
• signing through knowledge and ownership (devices)
• basically the same conditions as with electronic payment

• temporarily:
viewer not relevant – as e-gov procedures are well defined

and layout is fixed (citizen card concept) 
identification – easier as it is linked to the ZMR and citizen 

card anyway
• conforms to article 3 (7) EU signature guideline



the officer as a proxy
the proxy concept allows officers to act with 
their citizen card on behalf of the citizen

only one type of procedure must be 
implemented

citizen see how e-gov works when they walk 
up tot the government office and might 
want to do it themselves the next time

e-gov does not differ from “manual 
government”



transient attraction

government fees associated with paper 
are not payable

temporarily (until 1.1.2007)

to compensate for the cost of the citizn
card

In the case a citizen card is used



electronic payment



electronic payment

payment must be electronic to avoid physical presence

legal procedures require payment to happen on the spot

EPS2 the technology backed up with e-signatures

payment embedded in web-services
as a step in the electronic procedure
as an element in electronic delivery



electronic delivery  -
e-government for mass application



electronic delivery – the goals
register with delivery – not with application

only one registration
applications need not maintain delivery data  

delivery to non applicants
e.g. building: notification goes to persons that do not apply

electronic addresses are transient
no official registry of electronic addresses
the same e-mail address might belong to a different person tomorrow. 

security an trust
this has to compare to conventional delivery methods



electronic delivery
office

Delivery 
service

document
notification2
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request (signed)

Transmission

4
status/proof of delivery

https://www.zustellung.gv.at/



making electronic documents valid



official signature

electronic documents must be valid in various 
environments

printouts must retain validity

electronic signature to be reconstructed from 
printout

using this as a general approach saves time 





official signature
date and time unique form id

logo validity hint
signature 

value

signing person
(function)

CA and serial 
number



how it works in praxis





integration

Process independent 
electronic delivery

sign to proof access

Identification 
identity link :: diversification 
automatic form fill 
(minimum input) 

Electronic signature
to allow use of private data 
to authenticate

ID*

ID**

https://www.zustellung.gv.at

http://meldung.wien.gv.at/ma62/egovmb/

diversification *

diversification **

https://labs.cio.gv.at/perlapps/apps/vpkshow/vpkshow.html

https://labs.cio.gv.at/egov-wip/cio/officesign/

payment



security



citizen card – EU dimension
the Austrian citizen card is an open concept it can 
incorporate other identity management schemes

IT

FI

BE
SE
ES
...

Identity can be recognized
if user signs
if id scheme is known

Identities in the EU can 
be managed automatically
by the user



M(odules) (for) O(nline) A(pplication)

SS

SP

ID

ZS

generate signatures

check signatures

check identity

delivery

further modules

form service


