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DXC Security by the numbers

3,200+
cybersecurity professionals

450+
Global clients

200+
Threat intel & responder experts

+25
customer delivery centers

13
security operations centers

30+
strategic alliances & partnerships

6 Global 
Languages
English, Spanish, Italian, French, Japanese , Chinese 

10+
Security offerings

Restricted
*
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Global coverage
Three main regions: Americas, Europe, and APJMEA

500+ 
security 

professionals

13
global security 

operations centers

24x7x365
security operations

Security Operations Centers
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Security Operations – Maturity Levels

• Integration with Core Security 
Systems

• Process and Accountability 
Defined

• Prioritisation by Impact
• KPI’s, Reporting and SLAs
• Noise Reduction

• Automate Data Gathering
• Threat Intelligence Integrated 

with IR
• Time to Detect per Incident 

reduced

• Compress MTTD and MTTR
• Greater Visibility across 

Teams impacted
• Contain Common Attacks and 

iteratively enhance
• Target 70-80% of Alerts for 

Automated Response or 
Analysis

• AI Powered SOC Analysts with 
human in the loop

• In-House Retrieval-Augmented 
Generation Pipelines to 
enhance LLM data quality

• Consolidate Visibility, Control, 
risk and Detection across the 
entire Attack Surface

• SOC is actively monitoring 
Pre-Attack / Post Attack 
working with other teams

Basic Incident 
Ticketing
Incident Response 
Definition

Value-Based 
Prioritisation
Visibility & Reporting

Enhanced Data 
enrichment tied to 
Incidents
Context Driven Detection

Automated Response 
Actions and Counter 
Measures
Integrated Change Request 
and Case History

1) Legacy Security 
Operations

2) Visibility 
& SOC Performance

3) Context 
& Enrichment

4) Automated 
Remediation at Scale

Security Operations Maturity and Speed of Response

Review Existing 
Processes, optimise 

and Automate.  
Address pain points

Leverage Client 
Criticality, CMDB and 

Asset Resources

Enrich Incidents with 
contextual data

Automation & Orchestration

Hours and days AI First (Minutes)

AI SOC

5) Future Investments
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DXC / 7AI Agentic SOC
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Incident view
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7AI Investigation summary
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Investigation report
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Incident remediation
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AI Attacks Emerge

Number of Incidents

A DECADES-OLD PROBLEM GETTING EXPONENTIALLY WORSE.

Low and slow → Fast and furious
Analysts Needed
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DXC Cybersecurity Partners

Firewall / FWaaS

WAF

SWG

CASB

ZTNA 

Data

SIEM / SOAR

XDR / EDR

CTEM

Identity

OT / IOT

Cloud

Identity

Device

Network Apps

Data

Office or Remote Cloud or On Prem

Firewall as a Service (FWaaS)

Web Application Firewall (WAF)

https://www.illumio.com/products/illumio-cloudsecure
https://cpl.thalesgroup.com/encryption/tls-ssl-security-certificate
https://www.splunk.com/en_us/products/enterprise-security.html
https://www.trellix.com/products/
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