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DXC Security by the numbers

3,200+ 450+ 13

cybersecurity professionals Global clients security operations centers
200 30 6 Global
Threat intel & responder experts strategic alliances & partnerships Lang UageS

English, Spanish, Italian, French, Japanese , Chinese

+25 10+ Restricted

customer delivery centers | Security offerings
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Global coverage

Three main regions: Americas, Europe, and APJMEA
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@ Security Operations Centers
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500+

security
professionals

13

global security
operations centers

24x7x365

security operations



Security Operations — Maturity Levels

Review EXxisting
Processes, optimise
and Automate.
Address pain points

]

1) Legacy Security
Operations

Hours and days

—\/r~
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Enrich Incidents with
contextual data

Leverage Client l

Criticality, CMDB and 5) Future Investments

Asset Resources é) AUtg_mta_ted ¢S |
emediation a caie
\ & Enrichment
2) Visibility
Automated Response . ,
& SOC Performance Actions and Counter Al Powered SOC Analysts with

h in the |
Enhanced Data Measures Lt L

enrichment tied to
Value-Based Incidents
Prioritisation Context Driven Detection
Visibility & Reporting

Integrated Change Request * In-House Retrieval-Augmented

- Generation Pipelines to
S R0 [ enhance LLM data quality

- Compress MTTD and MTTR * Consolidate Visibility, Control,
: Y risk and Detection across the
» Automate D_ata Gathering * Greater Visibility across entire Attack Surface
« Threat Intelligence Integrated Teams impacted
* Prioritisation by Impact with IR * Contain Common Attacks and * SOC is actively monitoring

« KPI's, Reporting and SLAs - Time to Detect per Incident iteratively enhance Pre-Attack / Post Attack
« Noise Reduction reduced » Target 70-80% of Alerts for working with other teams
Automated Response or
Analysis

Automation & Orchestration

Security Operations Maturity and Speed of Response Al First (Minutes)
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DXC / 7Al Agentic SOC

Threat Intelligence

Enterprise Insights

Configuration

karol.drgon@dxc.com
Enterprise Demo

Investigations

Ingestion

AWS 198

CrowdStrike 1,105

Microsoft Defender 1,068

o

SentinelOne 1,285

e

Microsoft Sentinel 793 .
| —

v

Categorization

Cloud 4,145

Endpoint 2,253

= B / Identity 1,483
A 7

Email 789 .

Threat intel 279 N

Insider threat 170 -

5,926

123d 11h

-\~
SXC TECHNOLOGY

Enrichment

Various Cloud alerts 914 .

Unusual Network Traffic 231

Various Endpaint alerts 2,004

Software vulnerability detected (non-exploited) 249 N

Various Identity alerts 1,483

User Reported Phishing 467 -

Various Email alerts 322 Il
Various Threat Intel alerts 270 N

Various Insider Threat alerts 170  w—

Sources
AWS 198
@ CrowdStrike 1,105

@ Microsoft Defender 1,968

@ Microsoft Sentinel 793
@ SentinelOne 1,285
@ Splunk 644
@® Wiz 126

Triage

Escalated 193 mmmm

Not escalated 5 926

© 2025 DXC Technology Company. All rights reserved.

DXC Confidential

(9 Last7 days

Determination

— 20 Malicious
134 Suspicious
39 Recommended for review

595 Acceptable risk

892 Mitigated

4,439 Benign
Agent Determinations
@® Malicious 20
Suspicious 134

@

) Recommended for review 39

»

Acceptable risk 595
Mitigated 892
Benign 4,439



Incid

ent view

7A1

Dashboard Services Threat Intelligence Enterprise Insights

Configuration

karol.drgon@dxc.com

Enterprise Demo

Category

&

Do

Search Filters

Alert

Bridge Rock Resources
EMAIL - a41f0d06-664e-3251-4537-1¢c371d%ec360

High Risk Okta Login Attempt
IDENTITY - 1742397519.587549000-aacfedf1-9ea7-4b8e-858c-0e2415428178

Malware: Windows_XP_Activator_1.0.exe
ENDPOINT - 2155114338801808275

Malware: ELSBox32.exe
ENDPOINT - 2155091973511730012

'Black Basta' ransomware was prevented
THREAT INTEL - d7beb988-dbe6-9436-911f-33cd66e10fdc

Human Resources shared 'Employee Pay Increase [Effective 11_29_2024].paper’ with

you
EMAIL - c41f0d06-664e-3251-4537-1c371d%ec360

User accessed link in ZAP - quarantined email
ENDPOINT - 12 GROUPED ALERTS - 4678709c-4bad-424b-af34-7fb96d9a4fSb

Email Investigation
EMAIL - b23af3c7-19db-4f9d-a816-f47585be7e50

-\~
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Primary Artifact

‘Bridge Rock Resources'

matt.walsh@okami-ai.com

Windows_XP_Activator_1.0.e
xe

desktop.ernser52

Black Basta'

Human Resources shared
‘Employee Pay Increase
[Effective 11_29_2024].pap...

Alert Time =

Yesterday
Nov 23, 2025,
9:27 PM

Yesterday
Nov 23, 2025,
8:18 PM

Yesterday
Nov 23, 2025,
6:24 PM

Yesterday
Nov 23, 2025,
1:32 PM

Yesterday
Nov 23, 2025,
1:06 PM

Yesterday
Nov 23, 2025,
6:13 AM

Yesterday
Nov 23, 2025,
5:11 AM

Yesterday
Nov 23, 2025,
3:10 AM

@ Reset all C@ Nov 18, 2025 - Nov 24, 2025) ({Zg Malicious x> (Q Completed x)

Determination

Escalated

Escalated

Escalated

Escalated

Escalated

Escalated

Escalated

Escalated

Source severity

Medium

@Mlamoh

Medium

splunk>

High

e~ "
< SentinelOne

High

-~ ;
< SentinelOne

Low

amn rosoft

Low

6 Microsoft

Unknown

@ Microsoft

Unknown

y /]
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7Al Conclusion

Due to malicious PDF attachment behaviors (attempted javascript execution, links to suspicious URLs)

Login anomalies detected; further investigation required due to suspicious behavior.

The file was classified as malicious necessitating further analysis.

The file was quarantined and killed by SentinelOne, but the findings are inconclusive.

The alert was determined to be a true positive, but the infection was limited to one process execution on one

device.

The investigation confirmed the email as malicious, identifying it as a spear-phishing attempt.




/Al Investigation summary

< m Report Remedlation Artifacts
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Splunk'> Medium

Identity

High risk Okta login attempt

1742397519.507549000-aacfe4f1-9ea7-4b8e-8..

en alert card

" View in Source

The investigation examined a suspicious
Okta login atternpt from IP
99.174.235.203, linked %0 ProtonVeN
m ciated with Ckia or
recognized within the organization

e 1P is nol ass

virusTotal results indicated the IP is
ikely benign, with 2 malicious and 60
harmless cetections. The user

5 in from this IP and
country, raising suspicion. Two users
have logged in from this IP in the past
30 days, suggesting it may be
commonly used. However, following

tly

nfreq:

ser outreach, the user confirmed that
they did not perform this access attampt
ndicating malicious behavior.

Alert Time 2 min 44 sec

Nov 22, 2025 at 8:18:39 PM

Nov 22, 2025 at 8:21:23 PM

High Risk Okta Login Attempt scotsied | (TERGRED)

Login anomalies detectec: further investigation required due 10 suspicious behavior.

matt.walsh@okaml-al.com
@

) Nologins in last 90 days from this ip acdr

onfirmed that the

@ No logins from this country

99.174.235.203

2 Linked: lo ProlonVvPN

S T

@ 2 malicions and 60 hinmless deleclions

7AlI Re-Investigated eC 7Al Conduded

Nov 22, 2025 at 8:21:23 PM Nov 22, 2025 at 8:26:18 PM
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(:) Not Okta or recognized within the organization

Cepy Link

Progross




Investigation report

/|| Dashboard Services Threat Intelligence Enterprise Insights Configuration N karol.drgon@dxc.com

Triemnse Nema

< Summary Remedlation Artifacts Alert: Kigh Risk Okla Login Attempt | 741 -

Agentic Investigation Report Quicklinks

Step-by-step inv

stigation findings and agent analysis Navigate to specific artifacts and tool results

! User Identity Enrichment Agent investigated ®& ! External IP

99.174.235.203

matt.walsh@okami-al.com e Could nct retrieve the m recent user-agent usec by this user.

wes Eound 2 users with successful logins from this IP address during the last

NPUT =

wen Redacted.

99.174.235.203
exta The [P addr:

3 is not associated witn OKTA,

v
fa}
=

Al This IP address is located in New York, NY, US. The ASN for this IP addre

entity [nrichment A7ent ran Splunk Gat User Infa by Email

s

oL
™

91 engines scanned this 1P addrass. 2 of which identified it as malicious....

& |

entily Enrichment Agent ran Splunk Okta Get Recent User Agent
N Uid not find a device by the IP.

z woe Over parsl 90 days this user has logged in lrom [his ip ad ¥ of lhe
O
7]
3 PN a5 matt.walsh@okami-ai.cam, identity ID '67¢82§3172d512f14701c2d7 ",
9 : P
4 Recont user agent rotrioval faileo
O
i o
i A } Oktauseridentifier

67c82f3172d512f4701c2d7

External IP Investigation Agent investigated

741 Password reset successfully triggered for mattwalshis okami-ai.com.

741 User session has suc: tully been revoked for mattwalsh @ okami-ai.co.

I
99.1774.235.203

INPUT
- TOOLS

#=¢ Successfully conlacled user @miell walsh whe conlinmed they did nol p

wen Over past 90 days this user has logged in from this ip address 0% of the
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Incident remediation

y/: || Dashboard Services Threat Intelligence Enterprise Insights Configuration 3 karol.drgon@dxc.com

Enterprise Demo

< Summary Report Remediation Artifacts Alert: High Risk Okta Login Attempt | /] -

{ 4, '} User Account Remediation Agent

-
Q al name
2 User principal name
E matt.walsh@okami-ai.com
<
§ The account should be disabled immediately since the user confirmed they did not initiate the login, indicating the
é account has been compromised and unauthorized access occurred through the suspicious ProtonVPN IP address.
Disable the account
7" Disable Account running on User principal name matt.walsh@okami-ai.com

5 Request
=
Q
=<

Response

Tool summary

a\V/ .
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ADECADES-OLD PROBLEM GETTING EXPONENTIALLY WORSE.

Low and slow — Fast and furious : Number of Incidents
! Analysts Needed

Al Attacks Emerge

Threat Capabilities

Time



eMicrosoft (. CORT EX ArcSight

Sentinel

CyberRes
v

opentext

2 pIunk> Lsdynatrace m

5 Microsoft ~ €Tanium

-

.

O tenable <2YCOGNITO "c||'s'él¢;' )

~

BE Microsoft @ Quatrs

.

( N
5" Microsoft 4 SailPoint

MPingldentity. [ CYBERARK
e S TS lal BeyondTrust )

DXC Cybersecurity Partners

SIEM / SOAR

(|

@"8 Network

Device

®

Office or Remote

mE Microsoft gy ozom

@cLAROTY Fi:ERTINET

-\~
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e

OT/IO0T

=~
Identity

Firewall / FWaaS

Apps

Cloud or On Prem
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Firewall as a Service (FWaaS)

]
aws g @ CHECK POINT"

]
CISCO F::RTINET

A\ Web Application Firewall (WAF)
ann P
FERTINET @& cHECK POINT

aws
F5 Networks
-
&> zscaler =. Microsoft
" netskope
-
" Microsoft
" netskope @ Skyhigh
-

&> zscaler =- Microsoft
appgate

] illumio

B2® Microsoft
THALES YVARONIS

11


https://www.illumio.com/products/illumio-cloudsecure
https://cpl.thalesgroup.com/encryption/tls-ssl-security-certificate
https://www.splunk.com/en_us/products/enterprise-security.html
https://www.trellix.com/products/

DXC Cybersecurity
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