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Artificial intelligence?

Artificial intelligence is the last really big 
thing I will see in my lifetime.

 Since the Industrial.
 Revolution, we've.
 replaced.
 muscles….

.Now, we should learn.
 how to replace.
 our brains 😅.
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The first LMs

AI Challenges

Monitoring NATO Cyber exercises

Waiting for the exit

Petr?
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What is AI?
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● AI is a simulation of human intelligence in 
machines that are programmed to think like 
humans and mimic their actions

● AI is a machine that exhibits traits 
associated with a human mind such as 
responding to questions, reasoning or 
problem-solving
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How did it started…
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● 1940s–1960s: The concepts
Alan Turing created the Test
to measure Machine Intelligence

● 19431957 The Perceptron
the first Neuron was created in UK

● 1950s+: Expert systems
specific domain knowledge
and a set of rules

● 19621980s: The backpropagation 
algorithm to adjust weight and train the network
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What is CyberSecurity?

6Source: EU, NIST and BSI

● Govern: thatʼs the centerpoint of it

● Prevent: Identify Assets and Risks, 
Educate and Protect the Good

● Detect Vulnerabilities, Threats and 
the Ugly and then

● React: Respond and Recover the Bad

Thatʼs what the EC calls Cyber Hygiene

Security is everyoneʼs business



.Resistine.

.TLPGREEN.

What is CyberSecurity?

7Source: EU, NIST and BSI

● Govern: thatʼs the centerpoint of it

● Prevent: Identify Assets and Risks, 
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● Detect Vulnerabilities, Threats and 
the Ugly and then

● React: Respond and Recover the Bad

Thatʼs what the EC calls Cyber Hygiene

Security is everyoneʼs business

.Today?.
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What is CyberSecurity?
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Windows Antivirus

BackUp
Endpoint

EDR

Router

Firewall
IDSDetection and Response

NDR

Security Information

Threat Intelligence Password Management

Authentication

Zero Trust

DDoS

Ransomware
UpdateProtect

SIEM

XDR

ISO 27000

SoC

Low Training*

eats Analysts

NIS 2
Risk

BSI

VPN
DLP

Insurance
Too much data*

Lack of skilled
3.4M people*  tired

*Source: ISC2  2023 Cyberthreat Defense Report…meaning of life?

burnout

XDR

DORANIST.Today?.

HeadachePrevent
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How AI in CyberSecurity started?

● We want a system that can separate good from bad, 
normal from abnormal

● Since the late 1980s: Researchers have tried to integrate of Artificial 
Intelligence AI) and Machine Learning ML) in cybersecurity solutions,
but progress has been slow1

● Since 1987 Focusing on intrusion detection systems IDS) to identify 
unauthorized access or anomalies within networks

● In 1999 DARPA (the government agency that created the Internet), 
created benchmark sets an called for research on ML methods in 
security… KDD Cup 1999

● But it was based on Decision Trees… and full of false positives
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https://www.securityinfowatch.com/cybersecurity/article/21114214/a-brief-history-of-machine-learning-in-cybersecurity
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First Practical Uses
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● 1990s: Heuristic Analysis
utilizing rule-based approaches to detect 
previously unknown viruses by
companies like AVG, Avast or ESET

● 2000s: Spam, phishing, and URL filtering
using supervised learning.
These systems compared incoming data 
to labeled threats—like blacklisted 
URLs—to identify and block malicious 
content based on learned patterns.

● Late 2000s: Malware Detections
first practical supervised threat detections
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Machine Learning ML Use Cases
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DATA

THREATSspecific

general

known unknown

Rules (firewalls)
Signatures (AV/IDS)

Supervised ML
(malware detection)

UNsupervised ML
(anomaly detection)

Pattern matching
(repetitive analysis)
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Relation of Anomalous Events and Security Incidents
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F1: Volumetric, normal, content-based and security-related anomaly.

operation

normal anomalous 
(event)

with 
security 
impact

(incident)

unknown
(alert?)
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What About Real AI?

● 2020s: Large Language Models
Models trained to analyze PowerShell 
scripts, binary files, and even log data 
using NLP techniques…

Or even create some malware

● 2023 Microsoft Security Copilot

○ Summarize incidents

○ Suggest remediation

○ Interpret logs

○ May generate detection rules

Can't do what analysts do yet

.Resistine.
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AI CyberSecurity Assistant

Real Change!

www.resistine.com .TLPGREEN..TLPGREEN.
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AI CyberSecurity Assistant

1. identifies assets and risks,
2. detects vulnerabilities

and threats,
3. suggests responses and
4. communicates with everyone

for training and compliance

to improve your cybersecurity.

With chat interface – easy to use!

Finally!
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AI Language Model
.Resistine.

* Limited pilot customers only

● Assistant
AI Chat provides help on cyber-topics 

● generates data queries and
summarizes their results

● AutoPilot*
automatically builds knowledge similarly 
to L1 Security Operation Center expert

● alerts admins and managers

● communicates with everyone
for training and compliance
using Resistine Apps or even eg. Slack
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AI CyberSecurity AutoPilot

EndPoint Detection and Response 
EDR

Network Detection and Response 
NDR

Extended Detection and Response
XDR

Choose Your Interface:
Dashboard or Interactive?

17

How Does it Work?
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EDR Chat
EndPoint Detection & Response

PC Windows / Mac / Linux
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Resistine for iOS in Development
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XDR Manager
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XDR & Vulnerability Manager
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Resistine.com.

to make customers and the
world safer and more free

Petr Chmelar petr@resistine.com                      Berlin – Brno – ?.TLPGREEN.


