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Role of CHT in Taiwan e-Gov
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Role of CHT in Taiwan e-Governme

e CHT’s Data Communications Business Group (CHT-D), a
business branch of Chunghwa Telecom, won several
contracts of Taiwan’s major e-Government projects
such as

— Government Service Network (GSN),
— Government Public-Key Infrastructure (GPKI),
— Government Service Platform (GSP), and

— several other projects of Taiwan e-Government applications.

 CHT is a major e-Government service provider in
Taiwan.

 The core technologies of GSN, GPKI and GSP are
provided by CHT’s Telecommunication Laboratories
(CHT-TL), which is Chunghwa Telecom’s R&D Institute.



e-Goverment Services by CHT

* |Infrastructure

— Government Service Network (GSN)

— Government PKI (GPKI)

— Government Service Platform (GSP)
* e-Government Promotion

— e-Government Portal

* Application Services

— Government e-Procurement System

— Land Information System

— Marine Transportation Network System (MTNet)

— Online Motor Vehicle and Driver Information Services



Achievements

Since 2004, Taiwan e-Government has been ranked Top 3 by Brown University’s
“Global E-Government Report”.

= c
oy 2
S 2
& =
7 &
o o

c
>
=3
(0]
o
wn
—+
Q
—
(0]
(%]

Year 2004 Year 2005 Year 2006 Year 2007 Year 2008

e According to the latest “Global Information Technology Report 2010-2011”
published on 12 April, 2011, by the World Economic Forum (WEF), Taiwan’s

government ICT usage ranks second in the world.



ChungHwa Telecom. Public Wi-Fi Service

wi-Fi Wi-Fi
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Introduction to CHT Wi-Fi

* Provide CHT’s subscriber Wi-Fi access
— Over 30,000 hot spots in public area and shops
— Various authentication methods such as OTP, pre-paid card, roaming member

 Services of CHT Wi-Fi

— Hi speed Wi-Fi internet service.
— Located at public telephones, convenient stores, café, and restaurants.
— Not onlvin urban area, but also in suburb area
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* 3G network is not enough
— Crowds protest about base station
— Indoor signal decay
— Concentrated subscribers
* Mobile internet heavily used without moving

— Providing Wi-Fi for indoor heavy users
— Reduce the loading of 3G network
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Government PKI (GPKI)

Infrastructure
Taiwan e-Gov Services
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Information Security Needs for

e-Government

 To convince people to interact with e-Government, we have
to make them trust the electronic means of interaction.

 Some common issues of e-Government information
security:
— How to make sure user identity?
— How to prevent repudiation of online transaction?
— How to detect tamper of data?
— How to protect privacy?
— How to keep confidentiality of sensitive data?



Public Key Infrastructure

e Public Key Infrastructure (PKI) technologies as

countermeasures against network security threa/t.\%hf\x\
/
— Digital Signature: Hﬁ%)j\
. . . . . 2 \’{/
* Ensure integrity, authenticity, non-repudiation. < o=

* As a countermeasure against tampering, impersonation,
repudiation.

— Digital Envelope (a.k.a. Public Key Encryption):
* Ensure confidentiality.
* As a countermeasure against eavesdropping.
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Identity Management

Identity Management:

It’s a question of getting the right information to the right person at the right time
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By Peter Steiner on page
61 of July 5, 1993 issue
of the New Yorker
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Identity Management

Problem of Username/password:

e User data is distributed over many different repositories:
— Operating Systems, Databases and Applications

* One login per system/application

e Different password policies

e Degular password change

e |tisvery easy to eavesdrop username/password

e Results in: Security risks, inconvenience for users (too
many passwords) and high processing costs (helpdesk)
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How to earn trust on e-Government?
-- Information Security Technolog

* Users fear to forget
passwords and write them
on paper or elsewhere...

e ... cause security risks in
practice and high helpdesk
support...
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Identity Management

Solution: Single Sign On (SSO) with Smart Cards

e Form

Login to the
Bl " A o —
e Select one of the checkbosesneas the botion
Ream:  Iniemet Prosy Lt
e

| Official Document Exchange

it doesnt change vely
citen, check the "Save Passward” box. Synclt
dislog bax the nest fime & restarts

e-Procurement
Jm

Em

C20 — | R S = T

o | _

- o [x]

::M ':ll':im Emmuw:-[:?f?j.gds&f:iﬂn .

e C§ o, E—

o ' 1secure Email
| WEM | mssap2 OVR 11:21PM — lcml
ONE card - ONE PI

@] Internet Mail

for all applications

e-Business

e o tone |
Emaladdess:  [ogn@nwnesuscom |
=

e p—
Agcount name: fogn
-Household e

‘ o Manage v
oa her i s
p

[ P =

e-Healthcase

19



PKI Solution from CHT

e CHT HiPKI Certificate Management System

— A full-featured PKI system that provide high-assurance level of
management on X.509 certificates and smart cards.

Certificate
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We provide full range of PKl-related Prod

@

X.509 Certificate Management

Information Security Technology Product provided by CHT

1. HiPKI Root CA System (for Root
CA)

2. HiPKI Certificate Management
System (for Subordinate CA)

Hardware Security Module (HSM)

HiPKI SafGuard HSM

Smart Card/USB Token

HiICOS Smart Card / HiKey

High-Level Middleware

HiPKI Toolkit

Certificate Validation Server

HiPKI Certificate Validation System

Smart Card Management

HiPKI Card Management System

Secure Gateway HiSafeNet (SSL VPN)
Timestamp Service HiPKI Timestamp Server
Data Validation and Certification | HIPKI DVCS

Service (DVCS)

Secure Identity Management and
#ecess Control (Single Sign On)

IAM Service Platform
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Taiwan Government PKI (GPKI)

 Powered by CHT HiPKI Certificate Management System
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PKI Achievements

GCA 74,336

XCA 60,034
MOEACA 1,045,072
MOICA 3,012,697

Up to Aug 28 2012
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Micro USB

e PKI Chip build-in iPhone Cover
* Chip connect with iPhone via 30 pin connector, and micro USB is used as charging

/sync.
* The cover includes Apple authentication chip, and validated by Apple
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PKI-enabled e-Government Applications

Applications
Taiwan e-Gov Services

F o E5 pi i Refresh 26
’“:f MEEE T T N vour life



PKl-enabled Applications

! MOICA applications :
@ Enquiry of Electronic
Motor Vehicle & Driver
@ Personal tax declaring
@ Citizens e-Service Online
Application
1 XCA applications:
@ Farmer and Labor
Insurance System

@ Official Document
Interchange

S é ; .:.—_“.':\ efFesh
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1 MOEACA applications:

@ On-line company
registration

@ On-line bidding

@ On-line tax reporting

@ On-line labor insurance
arrangement

! GCA applications:

® e-Procurement
@ e-Bidding
@ e-document exchange
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PKI-Enabled Application '

On-Line Land Administration

* Use Cases
— G to C application

— In many situations, people are required to provide property
certificate of their real estate, for example:
e House/Land trading
* Applying for a bank loan
* Property Tax filing
— Also, before doing their property trading, buyers would like to
check the status of the target property
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PKI-Enabled Application

Traditional Land-Administration Process

s — & —

1. Apply for a loan and prepare a land 2. Call agent to go to Land Admin 3. Agent C!fiVES to Land
certificate for deposit purpose Office for land certificate (5 mins) Admin Office
(30 + mins)

- (2+3+4+5) takes

75+ mins

6. Finish loan application at 5. Receive land certificate and 4. Waiting at Lanq Admin Office
bank drive to bank (30+ mins) (10 mins)
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Online Land-Administration Process
with smart cards issued by MOICA

]
TR

1. Apply for a loan and

prepare a property 2. Apply property certificate on
certificate for deposit internet by herself with MOICA
purpose cards
‘ . ‘ 3. Requested info is
retrieved from
+3+
(2+3+4) takes ‘ servers

less than 2 mins .

4. Receive info from
at bank CHTD server
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Summarsy Tender Motice Prior Information MNotice

GPIS News

The World Trade Organization {(WTO) Government Procuremen
our accession to the Agreement on Government Procurement
9, 2008.

. Transparency

. Centralization

. Integrity

. Legality

. Electronic Commerce
. Efficiency

The Executive Yuan approved our accession bill to the GPA on
2008, and referred it to the Legislative Yuan for review on Ded)
2008.

The accession bill was adopted in the process of the 2nd readi
Legislative Yuan on May 15, 2009, President Ma ratified it on
GPA entered into force to Taiwan on the 30th day (July 15) foll
date (June 151 on which the instrument of accession was rece
Director-General of the WTO.

Introduction
= Summary Tender Motice

According to Paragraph 8 of Article 9 of the GPA, the entity sha
Tender Motice in one of the official languages of WTO for GPA c©

ol B WN PRk

Prior Information Notice

According to Subparagraph (a) of Paragraph 2 of Article 11 of the GPA, if a Prior
Information Motice has been published 40 davys in advance, the 40-davy limit for receipt of
tenders may be replaced by a period sufficiently long to enable responsive tendering,

which, as a general rule, shall not be less than 24 davys, but in any case notless than 10
davys.

- http://web:pce.gov.tw/pishtml/pisindex.html
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PKI-Enabled Application

Government Official Document e-Service
G2B2C System
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The G2B2C System provides government to exchange
official document through Internet with different bureau

or departments .
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PKI-Enabled Application

Health Insurance Service
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Bureau of National Health Insurance,
Department of Health,Executive Yuan
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The Bureau of National Health Insurance has set up “Online
Inquiry”. Citizens can use their digital certificates to proceed
online underwirting operation such as health insurance

application, enrollment enquiry, insurance changes, individual
record changes, etc.
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Back Office Improvements and Integratic

Electronic Official Document Exchange (G2G)

Government Certification
Authority(GCA)

% e-Official Document

Verify signature/
Decryption

Exchange Center

e-Official Document

Digital signature/
encryption

1
2
At At

ePrivate key
eCertificate

A s °Private key

eCertificate

Sending Unit IC Card IC Card Receiving Unit
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Online Income Tax Filing (G2C)

In 2009, 64.70% of 4.8 million taxpayers filed individual income tax via Internet

Percentage of Online Tax Fi

70 %
60 %
0 0%

409
‘ 34.59@y/'

30 %
21. 06Y%
0
2 0% 14, 46%

10 % /
0 % |
199d499200C00200200200£002002007200&00°9

e EE it i Kefresh 35
s N W r lite

4. 70%

%




e-Helper for Businesses —

Message Commerce Industrial
Notification Information

Official Documents
h ~ On-Line Service

Exchange
- -
Government \_ > 1 = MOEACA -
Certifica REmE5N TEstRE XCA Sign-On
> 2943 . BMLEEH Py
ﬂ TOHRAES AWAT - 2 BW ﬂ\
. BRmE Mobile Knowledge Security T~ @|
—8A Information Sharing Authority : .
— Service — -
. Al 58 20,52
&3 51V AR 35
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*Knowledge Sharin .
Government s - Business

eInformation Service

oDocuments Exchange
Enterprises can use certificates issued by MOEACA or XCA to sign-on to the e-Helper
system then execute the functions of official documents exchange, message
notification, commerce industrial information, on-line service, etc. Furthermore, the
system also provides mobile information service, knowledge sharing, and security

authority to enhance the advantages of government and enterprises in all aspects. »
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Successful Case Abroad:
Guatemala SAT-DUA
(Custom declaration)
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> c ) F provide PK-enabied EUEN
CHT Puth C A declaration softwares for
. : custom agents within 1 week
CA experience + ¢
_In Guatemala
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< R
1.sign and summit the custom | Custom Agent
\ lntern) declaration form | @

Guatemala Customs and 9 S/W venders

Training and programming PKI-enable in one week

Testing and documentation in another week

By ¥ =
3.Log the signed | v &?H_
declaration form i
DUA
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Guatemala SAT-DUA

ESKxT

Q SUPERINTENDENCIA DE ADMINISTRACION TRIBUTARIA

Guatemala
SAT DUA
Custom
Declaration

Internet

Validation
Authorit

Nine customs software supplier

We complete the PKI training within a week and complete the
PKI system integration, testing in the second week. The

system keep on running since 2008 till now.

Custom brokers use
CHT public CA
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* |n 2008, There were 18,000 Millions quetzales (USS 2,313,151,939
declared to SAT using ARES uPKI Validation Authority & CHT certificates

* Within 18 months, there are more than 33 million transactions
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Value Creator for

Investors, Customers, Employees, and Society




