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Status of Information Security Management

Answering the question Evaluation of questions by
respondents

 What is the current status of
Information Security Management in

Slovakia? « Many of the respondents
« The survey f?cus$qdoq r?ecurity expressed satisfaction and
management outsiae tne ;
technological context pointed out the usefulness of the
survey.
Survey was realized in the May - * The questionnaire was described
August 2011 period as pragmatic, focused on the

topic, tactful and useful.

*Form: online questionnaire, 23
questions

*Respondents: 242 organizations
*Return rate: 41%

*From which the ratio of Public
Administration Organizations: 25%



Purpose of Information Security Management

The essence of Information Security
Management is to achieve the
required level of security while
optimizing the use of the required
resources. The management utilizes
practices, procedures and knowledge,
which is internal, or in accordance
with the requirements of local or
global norms. An example of a
practice applied world-wide is the
PDCA cycle, that is also part of the
ISO/IEC 27001 standard.




Systematic Management of Information Security Using a
Standardized Management Process

Respondents are
persons responsible for
information security of
a liable person (Act No.
312/2010 Coll., § 28c))




Documenting Information Security Management

4%

Indicates possible
absence of replicable
and sustainable
Information Security
Management,
according to 44% of the

® Yes, the system o mnagement s
standardized respondents, the real

= Only partially, some of its aspects management output is
thus questionable.

Not at all



Major Reasons for Occurrence of Security

Incidents
Technology failure i

Lack of resources for security
management

Inability of third parties to supply
services

Malicious code

Result of employee activity

0,00% 20,00% 40,00% 60,00% 80,00%



Increasing Employee Security Awareness

The most widespread risk causing the
majority of security incidents is
neglected due to the absence of a
systematic approach.

B Yes, employees are systematically educated

@ Only when recruiting new employees

“1Only in reaction to security incidents

B No information security trainings are organized



Reasons Preventing Growth of Information Security
Management

Low information security budget
LLow information security awareness

Lack of information security experts

Lack of interest on the side of
management/owners

0,00% 20,00% 40,00% 60,00% 80,00%



Number of Employees Dedicated to Information Security

M Yes, it is sufficient

mNo, itis not
sufficient

Cannot say




Summary / Room For Thought

Insufficient security budget and lack of industry
experts can make compliance with Act No.
275/2006 Coll. on Information Systems at
Public Administration as amended questionable
and also can lead to negative impacts due to
security incidents.

Can financial issues and lack of professional | -
personnel be solved?
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