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Is the Internet still made for humans?

•The Dead Internet Theory
• not a theory anymore
• 51% of all web traffic is synthetic 

(Imperva Bad Bot Report 2025) 
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AI-powered OSINT
Open Source Intelligence

•web search automation
• custom search APIs
• AI-powered web search

•web crawling and scraping
•service APIs for social media data 
(e.g. LinkedIn)
• lead intelligence tools for discovery 
and verification of contact data
•wayback machine

• the Internet doesn’t forget!



AI-powered OSINT



The evolution of phishing methodology



The evolution of phishing methodology

Source: Kaspersky Blog



Voice cloning



Deepfakes



Public discourse 
manipulation



Where is the 
line?
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