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Is there a sunshine in the CLOUD?

Digital Austria = best practice in eEurope

Christian Rupp, Spokesperson Federal Platform Digital Austria
Austrian Federal Chancellery
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The value from a Government Cloud

is a foundation for national growth! Ly

O EURQDE 1) COM(2012) 529 final
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2) e.q. IDC-Study ,,SMART 2011/0045“
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Unleashing the Potential of Cloude Computing in Europe M'&S'%
e Analysing based on several studies

e Defines three key actions
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e 957 € billion cumulative impact on GDP Q““"ingt,, DTHE“‘R‘E‘{M\.,

e 3,8 million jobs
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alld rehiable cloud services. Llhe LlllUiJEﬂll C onunission and the Member States. with the
support of the "European Cloud Partnership”. should continue to make every effort to put

Europe at the forefront of cloud adoption. The European Council calls for the establishment of

a strong network of national digital coordinarors which could play a strategic role in Cloud. \
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Fragmentation of the digital single market

e Differing national legal frameworks

e Uncertainties over applicable law and data location

e Trust and security, data protection, consumer
protection, criminal law, ...

Problems with contracts

 Worries over data access and portability

e Liability for service failures such loss of data
e Ownership of data

- Safe & Fair Contract Terms and Conditions
- Model contract terms, SLAs, code of conduct

Jungle of standards
— Cloud Standards Coordination, map (ETSI)
— Security Certification (ENISA)

Groups of action
- Flexible common framework of best practices
- Systematic consensus building targeting all stakeholders
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What kind of services has been implemented (or planned)
in your organisation

ENISA Good Practice Guide for securelydeploying

Governmental clouds (2013) aas
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The preferred deployment models (Public Cloud, Private Cloud or Community Cloud)
implemented or planned to be implemented depicted in Figure 1.
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National cloud strategy

Ad-hoc approach -
PP or digital agenda
MEKILTERIUM
Figure 5 Visualization of the deployment models of gov Clouds " :;:,:_-E;“l TiL
ORTEREERH

In the image above we depict the categorization of the EU governmental Clouds according to the
information described above: red circles refer to private Cloud services, yellow to public and blue to

community Clouds. In some countries, two implementation types could exist.
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elD and Mobile Devices

secure
element

e.g. SIM :

software

interacting with
system and
browsers

security devices like
smart card readers




eldentity — it's me in Austria and Europe

M 0 R

» 100s of online procedures

» business registration, criminal record certificate Y

 tax online, social security, signing documents (e-bill) [T —

« Electronic health record (ELGA) Mi___——.l =
« eDelivers (officially / private), eSafe ——m

mobile phone signature (since 2009)
smart cards (since 2003)

Wt

\ » Per SMS wird
] Ihnan eln TAN-
Code (Transaktions-

nummer) auf Thr Handy

www.handy-signatur.
www.buergerkarte.at

at

Actually 500.000 user
Around 10.000 signatures and
around 1.000 new users per day
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DIGITAL g AUSTRIA

= Dle Signaturanfrage wird
gestartat

= Geben Sla Ihre Handy-
nummer und Thr Signatur-

- Passwort ein

=R Schritt

2| a Geben Sie den TAN-Code
auf der Authentislerungs-
selte ain

easy
secure
free



eIDAS: HOW IT WILL BENEFIT YOUR BUSINESS ? DIGITAL § AUSTRIA

-
FEALICRS,

A SWEDISH COMPANY WANTS TO PARTICIPATE IN

A PUBLIC CALL FOR TENDER IN CROATIA The Regulation (EU) N°910/2014 on electronic
identification and trust services for electronic
transactions in the internal market (elDAS
Regulation)
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W http://ec.europa.eu/digital-agenda/en/trust-services-and-eid
1 -2 WEEKS mmmmmm P ’ : °

P 5 o M A A R P PR HOURS - FEW DAYS

€ 50-100 €10-20
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Member States cooperate in key policy areas

making
www.eid-stork2.eu 'STORK access

elD interoperability smarter.eu

N
QJ making

e p SO0S |/ healthcare

WWW.epsos.eu

eHealth
T better.eu
elustice www.e-codex.eu making
justice

€=CODEX |/ faster.eu
WWW.eu-SpocCs.eu

Service Directive .
making

www.peppol.eu SP@CS business

easier.eu
eProcurement
making

PEPPOL procurement

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE tt
better.eu
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[ |
eGovernment =

it's a journey not a destination!

Christian.Rupp@bka.gv.at
Austrian Federal Chancellery

www.digital.austria.gv.at




