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GOVERNANCE SOVEREIGNTY

ICT INCREASINGLY FACING MONOPOLIES
BY GLOBAL INDUSTRY PLAYERS




MOBILITY CHALLENGING SECURITY

PERMANENT IP DYNAMIC
CONNECTION TO RECONFIGURATION

APPLE GOOGLE VIA ROAMING
MICROSOFT (POOR IDENTIFICATION)

CONCEPTS DRIVEN BY LACK OF AWARENESS



ONLINE COLLABORATION AND CLOUD

All my secrets in the

which documents
can be used in
collaboration

how to handle
the critical rest

safe harbor
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SPENDING ON CYBER SECURITY

Spend on cyber security EUR bn / GDP EUR trn

1,7

North America Latin America Asia/Pacific Middle East/ Europe
Africa

A-SIT SOURCE: Cyber-security market size in Europe — Gartner 2014, IMF 2013
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HOW TO REINFORCE TRUST ?

TheSeattleTimes  Business / Technology

Winner of Nine Pulitzer Prizes

Home Mews Business & Tech | Sports | Entertainment | Food | Living | Homes | Travel | Opinion

Criginally published July 31, 2014 at 11:44 AM | Page modified August 1, 2014 at 6:28 AM

NY judge: US warrant canreach  mom=
Microsoft email in Ireland 3 Recommend J§C}

3 4 Comments
) E-mail adicle

&l Print

U.S. law enforcement can force Microsoft Corp. to turn over emails
it stores in Ireland, a judge ruled in a case that technology
companies have rallied around as they pursue billions of dollars in
data storage business abroad.
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CLOUD NEEDS A BIG EFFORT

oelDaS defines governance for electronic identities as
a duty of member states. in reality cloud providers

still claim elD governance

omechanisms with major PUBLIC CLOUDs are not
ready for European administrations — neither
technologically nor legally
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SECURITY CONCERNS SLOWING DOWN?

Not at all B Moderately (~1 year) B significantly (More than 1 year) B Wil prevent adoption B n/a

What is the likelihood that concerns about cyber-attacks will slow the adoption of the following business and technology innovations for
your institution?

Percentage of Responses, %

© Pubic cloud computing = N EEED
On-line customer care 8 naan
Private cloud computing 69 _EE
Enterprise mobility e —n
Mobile payments - _nn
Mobile servicing = nn
“Connected” diagnostic devices 50 —n

[ = ]

Electronic health records 60

Faster and tighter connection with clients and counter-parties 7/ “n

Location of business or technology operations in low cost countries 75

Rules-based and automated claim handling 75 _

M6 060 09 90 06 6 0 0

A-SIT Telemedicine 75




IDENTITY IS THE CORE OF SECURITY

Jwe need to have identities of entities before
we can save their interests

omulti factor — baseline of security

ocrypto identity — the only way in large systems
oreplay must be impossible

ouser will only buy in, if it is simple

obroad acceptance is key

A-SIT
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EID MUST SERVE USER’S NEEDS

dincreasingly tablets and mobiles are used
this results a different paradigm — no external
devices.

Jwhen it comes to take-up comfort is the key
Issue

dthe Austrian response is the mobile signature
and elD. "CITIZEN CARD"

A-SIT
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CITIZEN CARD — the functionality
777 (84 Abs. 1 E-GovG)

the ,citizen card” is about

*the unique identity of the applicant

=the authenticity of the electronic application (so that legal
validity conforms to a process in writing)...

therefore it is: ,
—E-ID and )
—>signature in the electronic domain @,

L

®

11 |



DIGITALsAUSTRIA

elD using a mobile phone

o

einfach sicher

|

Mobiltelefonnummer:
06646106233 |

Signatur Passwort:
|’Il..'.| |

| Identifizieren | | Abbruch |

A-SIT
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qgualified signature

o od

@TRUST

einfach sicher

Ihre TAN
(5min
Vergleichswert: 7Q05SgCgsTF %ﬂltté?:
Signaturdaten anzeigen bqz48n
TAN: |boz4Br| |

L
=
n1]
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how to bind to the PErsoN g

*XML data within the secure hardware:
—name and birthdate
—unique identifier “sourcePin”
—public key of the qual.
—signature

*this XML is signed by the authority
*StZRegBeh

A-SIT
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<pr:Identifi on>
<pr:Valuq>Qq03dPrgcHsx3G01lK
H6SQ==</
Stammzahl <pr:Type>http://reference.e-g
<

<saml:SubjectConfirmationData>
<pr:Person xsi:type="pr:Physical

/pr:Identification>

<pr:Name>
<pr: GivenNaiven
<pr:FamilyName S8 pr:Fami
</pr:Name>

<saml:Attribute

AttributeName="CitizenPublicKey"
. <dsig:RSAKeyValue>

dsig:Modulus>sea80LCO4 9qN

14 |



how to get the sourcePin (SP)
:J%ﬁ ( IMR-Nr: 123456789012 )

»SP = encrypted using the ZMR
encryption

(register of inhabitants)

=only the authority can encrypt
and calculate SP

=SP is protected on the card

»the authority does not store SP —
only calculates from ZMR

»the key is only to be used by then ‘V

CsourcePin: Qq03dPrgcHsx3GOIKSHESQ==

authority to calculate sector
specific identifiers bPK

A-SIT
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identifying a person in a sector bPK
puivi iz

one way function

A=A\

—t N >\
CLTe @%L% l | W
VAN
bPK sector A bPK sector B .
e.g. TAX e.g. HOUSING

bPK-A - bPK-B NO WAY

@
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STORK — the elD trigger

oconsidering minimum security
omutual recognition

technology level and legally
ofocus on an interoperability-protocol
oapplicable for public and private

serves as a model for elDaS
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HOW TO REACH COMPREHENSIVE SECURITY

oservice transition — E-MAIL to WEB, FACEBOOK to APP etc.
»this is a major area of risk as security is generally lowered here

oelD lacks of technical security
*e.g. most cloud providers offer USERID PASSWORT thus open for
phishing and more

oawareness is key but no tool to win the battle
=experience has shown that awareness can keep the situation stable —
AT THE BEST

oliabilities and contracts care more about services than users
sthe effect: public services mostly stay away from cloud

EID PLUS IMPROVING CONTRACTS
A PROMISING COMBINATION FOR SUCCESS

A-SIT
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CLOUD NEEDS TO RESPECT THE NEEDS

ouser and services need to know the jurisdiction of

partners and transactions
@ THIS IS IN MANY WAYS UNCLEAR

ouser and services must have the sole control over data

€ APPLICABLE JURISDICTION PLAYS A MAJOR ROLE AS SEEN IN
THE RECENT PAST

othere is also a need for lawful access

€ AMONG JURISDICTIONS ESPECIALLY WHEN MIXED WITH
PRIVATE SECTOR THIS IS AN OPEN QUESTION

A-SIT
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LIABILITY - JURISDICTION

ouser need information, choice and control

othe need comes up at the point in time of intended
communication

otransparent information about jurisdictions should be
available with all services on request

oresponsibility for providing such information needs to be
evident

A-SIT
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EID — SECURITY — MOBILE DEVICES

CLOUD
- future
collaboration
services

Tablet
Mobile
Laptop
PC ...
elD
Signature
encryption

Som

security service

A-SIT
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MOBILE DEVICES

1500

1 X0

200 Androd

o0

497,082

212,899

Casehe: Lartrme (Aprd 2011
THE LEAST SECURE IS THE MOST SUCCESSFUL?

A-SIT
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challenges

o guarantee for a security perimeter
o map the security requirements into CLOUD
o map the security requirements into SERVICES

o ensure responsibilities and awareness

A-SIT
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CRYPTO and the CLOUD

KEEPING OBSERVING
USABILITY AND NATIONAL

CONVENIENCE INTERESTS

MANAGING
THE COMPLEXITY

i
u::" l': yetographye,,. oo securiy The Efftl 0 4 y&m CRYPTO UNDER

sﬂ'l"l'!l UTE- IR1ID RAD Fllﬂcﬂ'lﬂllwalﬂ

Key-Encapsulation an y function NATIONAL

CRYPTO FOR CLOUD  ProofSystem CONTROL
ecent Advantes and Existing Research Questions jn Platform Securit
mmn??loum ,Privacy” in Statistical Database
~ *Secur omputati

RESEARCH TO
CLOSE THE

OPEN ISSUES

age and Side-Channel
emc c:yp osystem

KEEPING
CONTROL
OF COST AND
EFFICIENCY

DATA PROTECTION AND SECURITY MIGHT
ALLOW EUROPE TO APPROACH
COMPETITIVENESS IN CLOUD COMPUTING.

A-SIT

®



DIGITALsAUSTRIA

PRODUCT CYCLE

innovation product regulation standards

e ———
S | SR

industry push industry push to
to shorten avoid hurdles

how are users empowered with their
|:> interest to shorten the period until
standards are available ??? <:|

A-SIT
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TECHNOLOGY — MOBILITY

interfaces

1/0O Devices

sensors
secure elements
integration

the concept and the usability do not allow
peripherals in practice.

Devices will be used as they are sold for the whole
cycle.

A-SIT
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CLOUD AND TRUST

TRUST NEEDS TO BE ALLOCATED WITHIN THE SPHERE

A-SIT
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CLOUD AND RISK

attack potential

damage

potential
*

value

protection

PROVISIONING

A-SIT

USER
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CLOUD = DOCUMENT poermazavstria

COLLABORATION
Google Docs ?
0

THERE HAS BEEN A SUBSTANTIAL
CHANGE OVER THE LAST YEARS




documents — collaboration

@ f ! document
7

security

@ service
\&/
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REDUCED RISK CONTENT

R Vs
: | document
@@ . & acoccesr:EZV

i identity based
: . REDUCED
security RISK
CONTENT
CONTENT :
anywhere /4

key per document:

key(Doc;) # key(Doc;) if i # j
@ = key per document use!
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